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Abstract

With the advancement of technology, smart and net-enabled devices have started replacing
human users, leading to the existence of the Cloud of Things. Cloud Service Providers have
already collaborated with other providers to have a Multi-cloud infrastructure. Malicious
users on the dark web always try to exploit the vulnerability of web-enabled cloudidified
applications, putting sensitive information at risk. The research community has realized
that it’s the user of the cloud system who needs to be proactive in safeguarding the user
identity profile and system resources of the cloud. Whether the user may be human or a
device, result-oriented research is needed to enhance user identity security for Security As
A Service. For secure authentication of genuine users and seamless access to the entitled
resources of the cloud with effective access control, a robust Identity and Access Man-
agement function is essential. The first step is to have secure user authentication for the
multi-cloud. Multi-factor Authentication is regarded as a means to enhance difficulty for the
attacker, and when coupled with Cryptographic means with advanced web access facility,
it can show exponential results. This research aims to achieve secure authentication with
the application of Self-Sovereign Identity, with no special hardware or software require-
ment applicable for users and devices. The Blockchain enabled Multi-factor Authentication
yields the advantages of inherent Public Key Infractructure and Secure Hash Algorithm.
Similarly, the Continous Multi-factor Authentication and Dynamic Munti-factor Authen-
tication provide effective results to deal with Spoofing Attack and Impersonation Attack on
users and devices of the multi-cloud environment. Effective textitTrust on the cloud and
Trust of the Cloud for users has been a game changer with the application of Zero Trust
Network approach and suitable access control policy enforcement with Software Defined
Perimeter applied in conjunction with a Zero Trust based Cloud Network. The same is

experimented to find encouraging results, opening other challenging options.
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1 Introduction

Advances in communication technology allow users and devices to be integrated and in-
terconnected in networks. It provides different ways to communicate between systems and
users. It is most appropriately reflected in today’s data-driven society. Simultaneously, it
opens up interesting challenges related to user privacy, resource authorization, and user
authentication. Information technology (IT) assets require the enforcement of strict cyber
security policies and their immaculate implementation to prevent privacy violations and
fraudulent use. Any activity in the modern communication networks and digital world
can be generalized as a digital transaction. Such a digital transaction involves three com-

ponents: identity, data, and algorithm based on a trust model.

Cybersecurity is a means designed to protect networks and devices from exterior threats.
Companies often employ cybersecurity professionals to protect confidential information,
maintain employee productivity, and build customer trust in products and services. The
world of cybersecurity revolves around the industry standard for confidentiality (C), in-
tegrity (I), and availability (A), which is commonly known as the CIA Triad. Security
means that only authorized users can access the data. A key element of network security
is the use of authentication mechanisms. For example, a username identifies the account a
user wants to access, while a password is a mechanism to prove that the user is who they
say they are. According to Cybercrime Magazine *, cybercrime will cost the world USD
10.5 trillion annually by 2025. Additionally, the global cost of cybercrime is expected to

increase by almost 15% annually over the next four years.

Since its inception, cloud computing has evolved and matured, encompassing complex
forms of networking and inter-communication to perform digital transactions. As per

National Institute of Standards and Technology (NIST), Cloud Computing Reference Ar-

*https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/



1 Introduction

chitecture [1], five major actors influence and are impacted by cloud computing, along
with its security implications. This Reference Architecture also focuses on threat and
risk perceptions for cloud consumers and providers. Eventually, cyber security aspects
with cloud computing need a high level of emphasis to ensure desired authentication and
authorization for the associated users. The concept of cloud users is also changing with
time, with devices or machines also performing active roles as cloud users, compared to
human users. Hence, human users and devices as cloud users need due deliberation to

have a desired framework for cloud security.

1.1 Cloud Computing

Cloud computing is a technology that allows users to access various computing resources,
including servers, storage, applications, and services, over the Internet on a pay-per-use
basis. Cloud resources and services can be used remotely by individuals or organizations.
Cloud computing offers scalability, flexibility, cost-effectiveness, and high availability. It
allows users to quickly scale their computing resources up or down as needed, pay only
for what they use, and access their data and applications from anywhere with an internet
connection. Cloud computing is characterized by elasticity, high availability, data backup
and recovery, and security measures. It enables organizations to reduce IT infrastructure
costs and increase efficiency, agility, and scalability by shifting from on-premises data

centers to cloud computing.

1.1.1 Service, Deployment Models and Characteristics of Cloud Computing

Due to the uniqueness and technical complexity associated with the cloud, it can be better

explained under the following details.
1. Cloud Services.

a) Infrastructure as a Service (laaS): laaS provides basic computing resources
like processing power, storage, and networking over the internet. It offers a

virtualized environment allowing businesses to create and run their software
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applications and manage their operating systems and middleware. Examples
of IaaS providers include Amazon Web Services (AWS), Microsoft Azure, and
Google Compute Engine.

b) Platform as a Service (PaaS): PaaS provides a platform for developers to build,
deploy, and manage applications over the internet. It includes tools, libraries,
and other resources that developers can use to create their applications, and it
typically contains features like automatic scaling and load balancing. Examples

of PaaS providers include Heroku, Google App Engine, and Microsoft Azure.

c) Software as a Service (SaaS): SaaS provides software applications accessed over
the internet rather than installed locally on a user’s device. The Software is
typically hosted on a remote server and is accessed through a web browser or
mobile app. SaaS applications can range from productivity tools like email and
office suites to more specialized business software like customer relationship
management (CRM) systems. Examples of SaaS providers include Salesforce,

Microsoft Office 365, and Dropbox.

The cloud administrator is responsible for managing desired system administration
and control activities. In the case of a private and in-premise cloud, the cloud
administrator is fully accountable for managing the cloud system control activities.
However, in the case of public and service provider clouds, commonly known as
Cloud Service Provider (CSP), the in-premice cloud administrator and the system
administrator of CSP come into play. Detailed control activity of cloud system
administration and the responsibility of each stakeholder is depicted in Figure 1.17.
For ease of system administration & control and easy deployments, this research uses
a technical mix of in-premise private cloud and services from IaaS operators. It is to
provision desired Infrastructure for implementing a testbed comprising components
from multiple service providers. Adopting such means facilitates easy provisioning of
application deployment, storage for data, and runtime environment over the intended
Operating System (OS) for this research. It also enables the expected output of this

research to be versatile and flexible for deployment on various OS platforms.

"https://dev.to/artemkobilinskiy /cloud-service-models-saas-paas-iaas-which-is-better-for-business-

574k
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Figure 1.1: System Administration and Control of Various Clouds Services

Igbal et al. [2] have presented a comprehensive review of security concerns of the
cloud-service delivery model and covered the means of solutions and approaches to
handle them. Khoda et al. [3] surveyed service-based cloud computing security issues
to analyze the state of cloud security and provide a unified taxonomy of security

issues over the three-layer model, namely, TaaS, PaaS, and SaaS.

. Cloud Deployment Models: Cloud deployment models refer to the different ways of
deploying cloud computing services. There are four main types of cloud deployment

models.

a) Public Cloud: Public cloud services are owned and operated by third-party
cloud providers and are made available to the general public over the Internet.
Public cloud services are typically delivered on a pay-per-use basis and are
accessible from anywhere with an internet connection. Examples of public

cloud providers include AWS, Microsoft Azure, and Google Cloud Platform.

b) Private Cloud: Private cloud services are operated solely for a single orga-
nization and do not share with other organizations. Private clouds hosted
on-premises or in a third-party data center offer more control over security,

compliance, and customization. Private cloud deployments are typically more
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expensive than public cloud deployments and require a significant upfront in-

vestment in hardware and Infrastructure.

Hybrid Cloud: Hybrid cloud deployments combine public and private cloud
environments to provide greater flexibility and scalability. Hybrid clouds al-
low organizations to take advantage of the cost-effectiveness and scalability of
public clouds for non-sensitive workloads while keeping sensitive data and ap-
plications on private clouds. Hybrid cloud deployments can be complex and

require specialized expertise to manage.

Community Cloud: Community cloud services are shared by organizations
with similar interests, such as government agencies, universities, or healthcare
providers. Community cloud deployments allow organizations to share Infras-
tructure and resources while maintaining greater control over security and com-
pliance. Community clouds can be hosted on-premises or in third-party data

centers and are typically more cost-effective than private cloud deployments.

Jangjou et al. [4] have extensively analyzed security issues faced by Private, Public,

Hybrid, and Community clouds. They have also suggested possible countermeasures

for the problems.

3. Cloud Characteristics: Cloud Characteristics refer to the distinct nature of the cloud.

NIST has defined five essential characteristics of cloud computing.

a)

)

On-demand self-service: Cloud computing allows users to provision computing
resources, such as servers, storage, and applications, without a manual approval
process. Users can quickly request and configure the resources they need, which

the cloud provider automatically allocates.

Broad network access: Cloud computing resources are accessible from anywhere
with an internet connection. Users can access cloud services using various
devices, such as laptops, tablets, and smartphones, and connect from different

locations.

Resource pooling: Cloud computing providers use a multi-tenant model, sharing
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computing resources among multiple users. It allows cloud providers to achieve
economies of scale and offer more cost-effective services to their customers.
Resource pooling also enables cloud providers to allocate resources dynamically

to different users as demand changes.

d) Rapid elasticity: Cloud computing resources can be quickly and easily scaled
up or down in response to changing demand. It allows users to quickly add or
remove computing resources as needed without investing in new hardware or

software.

e) Measured service: Cloud computing providers offer a usage-based billing model
where users only pay for the resources they consume. It allows users to easily
track their resource usage and adjust their consumption to control costs. Mea-
sured service also provides transparency and accountability, as users can see

the resources they are using and how much they are paying for them.

PanJun Sun [5] conducted a detailed survey and analysis of cloud characteristics and

their security challenges and implications.

A multi-cloud refers to using multiple cloud computing services from different CSPs to
address different organizational computing needs. Instead of relying on a single cloud
provider for all computing services, an organization can use multiple cloud providers to
meet different requirements, such as data storage, application development and deploy-
ment, disaster recovery, and more. In a multi-cloud scenario, the capability of CSPs
to orchestrate resources to maximize profits without degrading customer expectations is
paramount. From the customer’s viewpoint, efficient resource selection with adequate
security measures in place is equally a matter of concern. Regarding multi-cloud [6] high-

lighted the open issues both from the points of view of CSP and customers or tenants.

1.1.2 Cloud Computing Security Prospective

Cloud computing security refers to the practices and technologies used to protect data,
applications, and Infrastructure in cloud computing environments. Some specific aspects

of cloud computing security worth discussing are as follows.
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1. Data security: One of the biggest concerns in cloud computing is the security of
the stored data in the cloud. It includes protecting data from unauthorized access,
ensuring data confidentiality, and securing data in transit. Cloud service providers
use various security measures such as encryption, access control, and data backup

to protect data.

2. Application security: Cloud applications are also vulnerable to security threats such
as denial-of-service attacks, SQL injection attacks, and cross-site scripting attacks.
Cloud service providers use security measures such as firewalls, intrusion detection

systems, and penetration testing to protect cloud applications.

3. Infrastructure security: Cloud infrastructure refers to the physical and virtual com-
ponents of the cloud, such as servers, storage, and networking. Cloud service
providers use security measures such as network segmentation, intrusion detection

systems, and security monitoring to protect cloud infrastructure.

4. compliance and governance: Organizations that use cloud services must comply with

various regulations and standards.

5. Identity and Access Management: Cloud service providers use various identity and
access management (IAM) tools to ensure that only authorized users can access

cloud resources.

The security architecture of cloud computing services refers to designing and implement-
ing security controls and mechanisms to protect cloud computing systems and data from
cyber threats and unauthorized access. The security architecture of cloud computing ser-
vices encompasses various components and factors that work together to provide a secure
environment for cloud computing. These components include authentication and access
control, data encryption, network security, security monitoring and incident response,

compliance, and risk management.

Overall, cloud computing security is a complex and evolving field that requires a multi-
layered approach to protect data, applications, and Infrastructure in the cloud. Cloud
service providers play a critical role in ensuring the security of cloud environments. At

the same time, it maintains the Quality of service (QoS) offered by CSPs. QoS determines
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the level of service that cloud providers offer to their customers. It encompasses various
factors that affect cloud services’ performance, availability, scalability, reliability, support,
and security. The CSPs are under Service Level Agreements (SLAs) to offer desired
services. Cloud SLA is a contract between a CSP and its customers that specifies the
level of service that the provider will deliver. It also outlines the terms and conditions of
the cloud service, including its availability, performance, security, support, and disaster
recovery capabilities. By defining these factors, cloud providers can ensure that they offer

high-quality cloud services that meet the needs of their customers.

1.1.3 Criticality of User Identity and Access Management in Cloud

Historically, the accidental disclosure of secret phrases used by thieves for secured gate
opening and closing of hidden storage for stolen valuables and its usage by Ali Baba is the
first known example of unauthorized access. Similarly, in the technical community, the
password was used for the first time at MIT to control access to time-shared computers
among the students and faculty. Since then, many technological advancements have taken
place in this direction to consider user credentials and authentication methods, considering
insecure authentication as the weakest link for the most robust secured chain for cloud
computing. With ever-increasing requirements for mobility in computation and human
beings replaced with smart and intelligent devices, this has provided a considerable base

for establishing Cloud of Things.

Identity Theft Resources Centre (ITRC), in the annual report for the year 2020 [7], has
listed out the root causes of identity theft and its implications, showing 38% of data breach
occurrences are due to improper cloud security configuration. It also revealed that 36% of
data breaches could occur due to pissing attacks and related disclosure of user credentials.
Vincent et al. [8] did a detailed analysis of Access Control mechanisms on cloud covering
IAM. Fagan et al. [9] have suggested a clear set of guidelines on cybersecurity aspects of

IoT devices on the cloud.
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1.2 Motivation

No matter how robust security encryption or any cryptographic measure is in place, the
critical point of focus for making a cloud ecosystem secure revolves around the end user.
It is not the machine but rather the users in front of the system who can access the system
depending on the entitled resources for their meaningful usage. However, with the advent
of modern Artificial Intelligence (AI) Technologies, it is observed that bots sometimes
replace human users [10]. The same can facilitate hacking or injecting malicious code
into a secured system. Even a legitimate user may share its credentials with other users
for convenience of working or negligently, which could be exploited by malicious users,
causing harm to the cloud ecosystem employing unsecured authentication [11]. Since the
cloud domain has expanded from human users to machines or devices as users in the cloud
ecosystem [12,13], the focus on safeguarding user identity and a secured authentication

system merits deliberation and further research.

User identity systems can either be centralized, decentralized, or federated. However,
these could use the forms of user authentication either in traditional, Self-Sovereign, or
by Multi-Factor Authentication (MFA) [14] means. MFA is a security mechanism that
requires users to provide two or more factors of authentication to access a system or
service. MFA has become increasingly crucial in cloud computing environments because
of the significant security risks associated with cloud-based services. Many challenges in
the applicability of MFA are addressed in several pieces of research [15,16]. However,
many of them are yet to be explored due to the ever-changing threat perspective in a

cloud computing environment.

Many untoward incidents involving cyber activities and data breaches have come to light
in recent years. These incidents have tarnished the reputation of many organizations with
breaches of confidential data. Analysis of Cloud Vulnerability is the primary motivation
developed for research work. Since the increasing number of cyber threats that target
cloud-based services, MFA has emerged as a potent way of handling it by ensuring desired
user authentication [17]. These threats include unauthorized access, data breaches, and

denial-of-service attacks. Since MFA provides an additional layer of security [18], it makes
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it more difficult for hackers to access cloud resources, even if they manage to obtain a

user’s credentials.

Another motivation for the research work on MFA in the cloud is the need to comply with
industry regulations and data protection laws. Many industries, such as healthcare and
finance, have specific regulations that require using MFA to protect sensitive data [19].
Failure to comply with these regulations can result in severe penalties, fines, and legal

action.

In addition, MFA can help organizations protect against internal threats, such as employees
who may attempt to access data or systems without proper authorization. By requiring
multiple forms of authentication [20], MFA can help ensure that only authorized users

have access to sensitive resources.

Finally, as more organizations adopt cloud computing, the need for robust security mea-
sures, such as MFA, becomes even more critical. With the increasing amount of data and
sensitive information stored in the cloud, the risk of security breaches becomes greater [21].

MFA can provide an additional layer of protection that can help mitigate these risks.

1.3 Research Gaps

Based on the research literature, the following gaps are identified.

1. Timely detection of cloud vulnerability is key to its timely mitigation to prevent
greater damage. Kritikos et al. [22] brought out the vulnerabilities of the cloud
and highlighted the important relevance of user authentication of the cloud using
web applications. Due to the increased complexity of cyber-physical systems (CPS),
cyber-attacks nowadays are more sophisticated and less predictable, which makes
risk management tasks more challenging. Kure et al. [23] highlighted the matter in
light of its effect on cloud computing authentication. However, the criticality of

the corresponding vulnerability of the cloud remains unexplored.

2. Surbiryala et al. [24] have conducted a detailed analysis of cloud computing and its

characteristics. Hamid et al. [25] explored desirable attributes of cloud computing.

10
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However, considering cloud security as an essential cloud characteristic,

its relevance concerning cloud authentication needs to be explored.

3. A detailed survey conducted by Shah et al. [26] on authentication factors has brought
many aspects of user-friendliness and complexity of implementation. Khan et al. [27]
have conducted a detailed review of the authentication framework for the cloud.
Voege et al. [28] proposed an innovative approach for MFA. However, utilities of
particular authentication factors require in-depth research for an effective
and secured MFA framework that does not require specialized hardware

and software for its implementation.

4. Authentication in a multi-cloud environment is a complex issue. Megouache et al.
[29] have described the data security and integrity aspects of multi-cloud with its
authentication measures. Prithi et al. [30] have explored a trust framework for user
authentication in a multi-cloud. Still, a secured authentication framework for
a multi-cloud environment remains unexplored, especially regarding the

applicability of MFA.

Considering the above research gaps, some questions were found pertinent to Cloud Se-
curity, specifically on User Authentication for this research. While trying to answer the

same, this research mitigates the following identified gaps.

RQ1.1 What are vulnerabilities for Cloud Authentication and their effective criticality?
RQ1.2 What are the desired characteristics of Cloud authentication solutions and their
associated threats?

RQ1.3 What are the factors of authentications and their utility regarding user credentials
and a device for identification and authentication in light of MFA?

RQ1.4 How an efficient, robust, and secured authentication system with an MFA approach
can be engineered for users and devices in a Multi-Cloud environment, taking advantage

of modern technologies?

11
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1.4 Objectives

Identification and analysis of vulnerability contributors to the cloud and multi-cloud en-
vironment is the primary focus of this research. Various characteristics desired for cloud
user or device authentication need due deliberation before finalizing the authentication
factors for the MFA approach. This research uses modern cryptographic means with MFA
at the core of a solution toward secured user and device authentication in a multi-cloud
environment. Hence, this research intends to design and implement secured authentication
towards Identity and Accessment Management of multi-cloud environment for maintaining
Confidentiality, Integrity, and Availability. To realize this broad objective, we identify the
following objectives based on the motivations and research gaps outlined in Section 1.2

and Section 1.3, respectively.

1. The first objective is to study and conduct vulnerability analysis of Cloud and Multi-
Cloud Systems and analyze the desired characteristics of Cloud authentication solu-
tions in light of choosing a suitable authentication factor for user and device identi-
fication as part of the MFA process.

The following sub-objectives address this major objective:

a) To find out the various contributors of cloud vulnerability and rank them to

access the most prominent cause of threat critical for cloud security.

b) To identify and analyze desired characteristics of Cloud authentication solutions
using various aspects for user and device authentication along with hindrances

to their applicability to the cloud environment.

c) To establish MFA as an additional layer for secured authentication consider-
ing the hindrances in its implementation and the applicability of various MFA

algorithms to users and devices.

d) To analyze various MFA Algorithms regarding the applicability of various fac-

tors towards MFA for users and devices.

2. To design and develop an efficient, robust, and secured user authentication system

with the MFA technique at its core, using modern cryptographic means. Further,

12
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this research will deploy a Multi-Cloud testbed to evaluate the proposed solution.

The following sub-objectives address this major objective:

a) To implement a safe storage and retrieval mechanism with verifiable credentials
for cloud access management on a private cloud using user-friendly means with
technological advancements of Distributed Ledger Technology (DLT), which is

resistant to a single point of failure.

b) To propose and implement an MFA system that does not require specialized

hardware or software.

¢) To explore modern biometric means for effective authentication for user MFA.

d) To effectively interface Distributed Ledger (DL) to support the proposed MFA

approach.

e) To use state-of-the-art cryptographic means to achieve robust and effectively

secured user authentication.

3. To create a reliable and secure system for authenticating devices, incorporating the
MFA technique and modern cryptographic methods coupled with Distributed Ledger
(DL) in the background. The proposed solution will be tested on a Multi-Cloud

platform to assess its effectiveness. The following sub-goals achieve this objective:

a) To propose and implement an MFA system that works on Transport Layer

Security (TLS).

b) To implement a safe storage and retrieval mechanism for device MAC address
for effectively verifying credentials for cloud access management on a private

cloud using user-friendly means.

c¢) To use the technological advancements of Distributed Ledger Technology (DLT)
in support of the proposed MFA approach to resist a single point of failure.

13
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d) To use modern cryptographic means like PKI and SHA to achieve robust and

effectively secured device authentication in the multi-cloud scenario.

4. Use state-of-the-art modern techniques in a user-friendly way for device and user
authentication over a multi-cloud environment.

The following sub-objectives address this major objective:

a) To use the Zero Trust Network(ZTN) approach for implementing a secured user

and device authentication.

b) To implement Software Defined Perimeter (SDP) for mutual authentication of

users and devices for access control.

c) To test and validate the proposed technique for Confidentiality, Integrity, and

availability for private as well as Multi-cloud ecosystems.

1.5 Contributions of the Thesis

To mitigate the vulnerability associated with user authentication, MFA is an effective
means since this mechanism tries to enhance the degree of difficulty for the attacker to
get a legitimate entry to the secured system as a genuine user of the cloud system.

The researcher has put his best efforts into incorporating various modern technological
means implemented and tested over Private Cloud and a multi-cloud scenario comprising
infrastructure from multiple commercial CSPs over the internet. Based on the objectives

mentioned above, our research work makes the following contributions:

1. The research identifies the most prominent reasons contributing to cloud security
using NVD and NIST-backed repositories and methodology, respectively. It also ex-
plores the possible mitigation measures for tackling the causes that make the cloud
vulnerable. After analyzing the characteristics of cloud authentication, different au-
thentication factors are explored to apply them in the cloud for effective use in MFA.
Emphasis is given to planning a solution without requiring specialized hardware or

software to implement MFA.

14
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2. User-friendly web-enabled means have been incorporated for system security and
ease of access. Cryptographic standards like Public Key Infrastructure (PKI) and
Secured Hashing Algorithm (SHA) have been implemented along with web secu-
rity. Utilization of DLT has been incorporated to avoid a single point of failure.
Blockchain and Smartcontract have been deployed over the cloud with an IaaS fa-

cility from commercially available CSPs for multi-cloud and multi-tenant testbeds.

3. Considering device authentication in the Cloud of Things (CoT) and associated vul-
nerabilities, a Blockchain-based, smart-contract-controlled solution is designed and
implemented for lightweight device authentication in a CoT. Cryptographic means
like PKI and SHA256 have been incorporated. Blockchain and Smartcontract have
been deployed over the cloud with an IaaS facility from commercially available CSPs
for multi-cloud and multi-tenant testbeds. The performance of device authentication

is evaluated over a multi-cloud testbed.

4. Z'TN technology is implemented over Software Defined Perimeter (SDP) architecture
for secured user and device authentication using multi-cloud testing. An insight into
human behavioral patterns and their applicability to user authentication is also

covered in this thesis.

1.6 Thesis Organization

As depicted in Figure 1.2, after introducing the fundamental research preliminaries in
Chapter 1, the rest of the thesis is organized into chapters as follows:

Chapter No:2 deliberated an aspect of cloud vulnerability, particularly its relevance to
user or device authentication in the cloud. It also gave an overview of the existing advanced
authentication approaches. It also briefly reviewed the closely related work relevant to our
contributions.

Chapter No:3 explored various authentication factors as applicable to the emerging
mechanism of MUF. The uniqueness of users and devices in the cloud environment, along
with their privacy preservation, has also been highlighted while negating the need for spe-
cialized hardware and Software for MFA implementation.

Chapter No:4 explored details of biometric characteristics in the form of face recogni-
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tion for inclusion in the MFA process. In this direction, details of the least complex and
high-performance facial recognition methods have been explored to pick the suitable one
for usage in MFA. While doing so, the use of only OEM-fitted hardware is considered.
Chapter No:5 highlighted Self-Soverieign Identity (SSI) with its smooth amalgamation
with Distributed Ledger Technology (DLT) for efficient and user-friendly application. It
proposed, implemented, and tested a uniquely identifying and authenticating means for
users with MFA in a cloud environment. As an efficient and continuous measure of user
authentication, this modern approach uses facial biometrics with Convoluted Neural Net-
work (CNN) technology for implementation and testing.

Chapter No:6 proposed an efficient and continuous measure of device authentication
in the Cloud of Things (CoT), with a modern approach using SSI with Decentralized
Identifiers(DIDs). It used a lightweight authentication method and implemented various
test cases of liveness test for devices in CoT. A Distributed Ledger (DL) based secured
authentication approach has been proposed and tested to eliminate single points of failure
(SPF) and dependency on centralized Trusted Third Parties (TTP) for authentication. It
can uniquely identify and authenticate devices over a multi-cloud of things scenario.
Chapter No:7 proposed a ZTN-based approach using the SDP mechanism to authen-
ticate users and devices in the multi-cloud environment. Performance evaluation of this
state-of-the-art approach has been done for its applicability.

Chapter No:8 concludes the thesis with a summary of our contributions and lessons

learned. We also briefly provide some insights on the possible extensions to our work.

1.7 Chapter Summary

Security in cloud computing is constantly evolving to keep up with newly discovered risks
and is often identified after incidents. Cloud computing presents a significant threat to
all involved parties due to its complex architecture, shared resources, and disruptive na-
ture. Therefore, everyone must comprehend the risks and take appropriate measures to
address them. To effectively mitigate these risks, security must be incorporated into every
layer of a cloud computing platform by utilizing best practices and emerging technologies.
Cloud computing security protects data, applications, and Infrastructure hosted on cloud

computing platforms. Critical considerations for cloud computing security include data

16



1 Introduction

Introduction, Chapter No-1

Literature Survey & Related
Research , Chapter No-2
I

v

| Factors of Authentication & Application
to Cloud Based Systems, Chapter No-3

o ) s

Face Recognition for User Secure Authentication of Secure Authentication of i
Authentication Users In Devices In ‘:“ihme':?e t'M“ 2:3‘::""
of Cloud Based Systems, Multi-Cloud Environment, Multi-cloud Environment, uthen 'c; '°;' apter
o-

Chapter No-4 Chapter No-5 Chapter No-6

— S —

Conclusion & Future
Research, Chapter No-8

Figure 1.2: Organization of Thesis

protection, IAM, network security, compliance, and incident response. Hence, these as-
pects need detailed review before a secure authentication solution for the cloud is proposed.
Towards the IAM of the cloud, unique user identity and its verification for authentication
are vital steps. The genuineness of users or devices of the cloud can be verified using

various authentication factors that need detailed deliberation.
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Cloud computing provides enormous opportunities as the Cloud Service Providers (CSPs)
have extended Fverything As A Service model. However, that brings a plethora of threats
and vulnerabilities. These threats and vulnerabilities, if not detected and acted upon,
are likely to disrupt the desired service and, in turn, have the potential to fail the whole
purpose of adopting cloud services. Hence, a detailed deliberation is done on the security
aspects of the cloud and possible mitigation measures for the factors causing concern for

the cloud.

2.1 Concerns in Cloud Security

Cloud security concerns refer to the potential risks and threats associated with storing,
processing, and accessing data and applications in cloud environments. Depending on the

service the cloud provides, it can be further categorized.

2.1.1 laaS Security

Servers or storage hardware can be compromised through physical access, which might
result in denial-of-service assaults and data loss. Confidentiality may also be at stake
if an attacker accesses a data center. However, this risk can be reduced by encryption
techniques and access control enforcement. But attackers might still be able to get through
these safeguards measures. Furthermore, cloud software may have bugs and vulnerabilities
that can be used against it. Virtual machines can be copied and attacked without being
noticed since they can be moved and saved as files [31]. As a result, attackers can try to

compromise the system without being detected.
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2.1.2 PaaS Security

PaaS Cloud systems are exposed to various security risks, such as the potential for users to
escape their virtual machines, which could result in the hypervisor crashing and causing a
denial of service. As with other cloud services, the user is not responsible for maintaining
the infrastructure, and the hypervisor may be managed by unscrupulous administrators
who can access private data and potentially steal intellectual property [3]. It is essential
to carefully consider what data is stored in such environments and how it is secured.
There is also a risk associated with transmitting sensitive data over the public internet,
especially when it passes through a hypervisor that is shared with other tenants. Another
virtual machine could intercept the network traffic and compromise the confidentiality of

the information.

2.1.3 SaaS Security

The primary security issue with SaaS is inadequate identity management. However, users
of multiple SaaS applications may encounter varying security and identity systems. Ad-
ditionally, clients often desire to store sensitive data within specific geographic locations,
but with SaaS, users cannot guarantee the location of their data storage. Moreover, there
currently needs to be robust standards to assess the security of SaaS or cloud security, in
general, [32]. Policymakers should develop specific standards that allow users to evaluate

the security of SaaS applications before using them.

2.1.4 SECaaS Security

Security as a service (SECaaS) is essential for enterprise users to fully understand what
information can go through the SECaaS provider’s hardware before allowing it to be placed
on their premises. While the SECaaS provider is responsible for delivering security, the
ultimate responsibility for security still rests with the enterprise user. To ensure the
security of sensitive data, it is recommended that an intrusion detection system (IDS) or

an intrusion prevention system (IPS) be used to filter the data before it is transmitted to
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the Cloud. Additionally, a stateful packet inspector can monitor data passing through the

appliance.

In TaaS, PaaS, and SaaS, security is primarily focused on limiting network connectivity.
In SECaaS, permissions can be used to control access to specific resources. SECaaS can
bridge the gap between the security provided by CSPs and the security that should be
implemented on company premises. However, it is the CSP’s responsibility to provide
security solutions for [aaS, PaaS, and SaaS, and these typically only include basic security

features like usernames and passwords, access control lists, or session token IDs.

SECaaS can be used to manage enterprise network configuration to achieve a secure state
and to secure other cloud services. For high-risk enterprises, having a secure connection to
the Cloud is essential. By installing and deploying IPS and Data Loss Prevention (DLP)
solutions on the Cloud, data transmitted from enterprise premises can be inspected and
prevented from being sent to another cloud without detection. It adds an extra layer of

security between enterprise assets and equipment connected to the cloud [33].

2.2 Cloud Vulnerability & Priotization

Cloud vulnerability refers to the potential weaknesses and security gaps in cloud computing
systems that cybercriminals and other malicious actors can exploit. These vulnerabilities
can arise from various sources, such as misconfigured systems, insecure data storage prac-
tices, poor access controls, and inadequate encryption. These may also pose a greater

vulnerability on the cloud due to their combined effect.

2.2.1 Cloud Vulnerability

Several factors can contribute to making a cloud vulnerable to attack. Some of the key

factors include:

1. Human error: Human error, such as misconfiguration or neglect in applying security

patches, can also make the cloud vulnerable to attack.
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2. Inadequate authentication and access control: If weak authentication mechanisms
and access controls are in place, it becomes easier for attackers to gain unauthorized

access to the cloud.

3. Insecure APIs: Application programming interfaces (APIs) connect different cloud-
based system components. If APIs are not adequately secured, attackers can exploit

them to access sensitive data.

4. Insufficient monitoring and logging: Without adequate monitoring and logging, it

can be difficult to detect attacks and identify vulnerabilities in the cloud.

5. Lack of encryption: If data in the cloud is not encrypted, attackers can easily access

and steal it.

6. Outdated software and hardware: If the cloud is running on outdated software and

hardware, it can have known vulnerabilities that attackers can exploit.

7. Poorly configured security policies: 1f policies are not correctly configured or enforced,

the cloud can be vulnerable to attacks.

8. Shared resources: Shared resources in a cloud environment can create vulnerabilities,
as attackers can potentially gain access to sensitive data or services by exploiting

weaknesses in the shared resources.

9. Third-party integrations: Integrations with third-party services can introduce vul-
nerabilities into a cloud-based system, as attackers can exploit these integrations to

access sensitive data or services.

Organizations must implement robust security measures such as strong authentication
and access controls, data encryption, regular vulnerability assessments, and continuous

monitoring of cloud systems to mitigate cloud vulnerabilities.
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2.2.2 Cloud Vulnerability Priotization

Cloud Security Alliance (CSA) is an organization that promotes the use of best practices
for providing security assurance within cloud computing. Various literature published by
CSA analyzes the types of causes and their criticality for contributing to cloud vulnera-

bility.

A thorough contextual analysis has been carried out in this research. On contextual
analysis of the National Vulnerability Database (NVD)T (updated up to Dec 2022) with
Common Vulnerability Scoring System (CVSS) in accordance to CSA, The Treacherous
12 [34] as well as Security Guidance for Critical Areas of Focus in Cloud Computing
v4.0 [35], it is observed that insufficient Identity and Access Management (IAM), as well
as TAM, comprises cloud vulnerability amounting to 23.6% and 45.3% respectively as
depicted in Figure 2.1. This answers the Question No 1.3.

2.3 Cloud Authentication

Authentication is verifying the identity of a user, device, or system attempting to access a
resource or service. Authentication aims to ensure that only authorized users or devices are
granted access to protected resources, such as computer systems, applications, networks,

or online services.
The authentication process typically involves the following steps [36].

1. The user or device provides some form of identification, such as a username or
password, a digital certificate, a biometric identifier (such as a fingerprint or face

recognition), or a physical token (such as a smart card or key).

2. The system verifies the provided credentials against a trusted source, such as a

database of authorized users, a certificate authority, or a secure authentication server.

3. If the credentials are valid, the system grants access to the requested resource or

service, and the user or device is authenticated.

Thttps:/ /nvd.nist.gov/
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Prioritization Ranking : CSA Treacherous12

1. Denial of Service (24.5 %)
2 Insufficient 1AM (23.6%)
3. Account Hijacking (15.6%)

B Data Loss (2,5%)

B Malicious Insider (0.1%)

B Shared Technology Vulnerability (1.0%)
@ Insufficient TAM (23.6%)

System Vulnerabilities(17.8%)
Insecure API (9.2%)

B Denial of Service (24.5%)

@ Insufficient Due Diligence (1.1%)
O Cloud Service Abuse (0.1%)

B Account Hijacking (15.6%)

B Data Breaches (3.29%)

H Advanced Persistent Theeat (1.4%)

Prioritization Ranking : CSA Guidelines V4

1, IAM (45.3 %)
- 2 Management Plane (22.0%)
3. Data Security & Encryption(5.6%)

B Info Governanee (1.3%)

B Legal Issues (3.9%)

H Cloud Coneept (0.4%)

B Compliance & Audit (3.5%)
Management Plane (22.0%)

B Data Security & Encryvption (5.6%)
@ Virtualization & Containers (1.9%)
B Infrastrueture Seeurity (4.3%)

0O 1AM (45.3%)

B Application Security (0.19%)

B SECanS (3.9%)

B Incident Response (5.2%)

0O Governance and Risk Management (2.4%)

Figure 2.1: Contributers Towards Cloud Vulverability
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2.3.1 Cloud User Authentication

Cloud authentication is the process of verifying the identity of a user or device that is
trying to access cloud services or resources. It is a critical component of cloud security
as it ensures that only authorized individuals or devices can access sensitive data and
applications stored in the Cloud. This authentication process is crucial for ensuring the

security and privacy of cloud computing systems.

The cloud authentication process typically involves the following steps [37].

1. User initiates access: The user attempts to access a cloud service or resource by

providing their credentials, such as a username and password.

2. Identity verification: The cloud service provider verifies the user’s identity by com-
paring the credentials provided with the user’s account information stored in their
authentication database. It can include checking the username and password com-
bination and possibly additional factors such as a security token or biometric verifi-

cation.

3. Session management: The cloud service provider establishes a session for the au-
thenticated user, allowing the user to access resources for a limited time. The session
can be terminated automatically after a set period of inactivity or manually by the

user.

2.3.1.1 Characteristics for Cloud Authentication

Establishing digital identity is technically challenging as it typically requires verifying indi-
viduals and always involves authenticating individuals via an open network. This situation
creates numerous opportunities for impersonation and other attacks, which can result in
false claims of someone’s digital identity. NIST has published consolidated guidelines [38]
which provide recommendations on types of authentication processes, including choices of
authenticators at various Authenticator Assurance Levels (AALs). It describes details of

authenticator and verifier requirements along with usability considerations. Some com-
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mon characteristics of cloud authentication are listed for our research consideration from

available literature and other open-source data, as enlisted in Table 2.1.

2.3.1.2 Threats Towards Cloud Authentication

The system verifies the user’s credentials and confirms the user’s identity to authenticate
the user. The system designers use several established methods to authenticate users of the
system. Further access control measures for accessing system resources are enforced based
on successful authentication. The gravity of the situation has increased exponentially
as nearly every system has been networked and connected to the internet. Threats to
authenticators can be categorized based on attacks on the types of authentication factors
that comprise the authenticator. Passwords have traditionally been the most commonly
used means of establishing identity and authorizing additional resources to the identified
user. While the well-known and conventional methods give some convenience to users,
they are also determined to be significantly susceptible variables that pose a significant
threat to the system, user credentials, and system resources [39]. The following are some
of the most well-known susceptibilities, triggering causes, and processes considering cloud

authentication, as depicted in Figure 2.2.

1. Account hijacking: An attacker stealing or hijacking a cloud account is known as
cloud account hijacking. In identity theft schemes, cloud account hijacking is a
typical strategy in which the attacker utilizes stolen account information to carry
out illegal or unauthorized behavior. In reality, the attacker usually impersonates
the account owner using stolen credentials to hijack a cloud account [40]. Attackers
might use stolen credentials to access sensitive sections of cloud computing systems,

jeopardizing their security, integrity, and availability.

2. Credential Stuffing: In several cases, hackers have posted hacked and compromised
credentials on the dark web. For credential stuffing, the attacker searches the dark
web for an already hacked password. Then, an attempt is made to penetrate the
system using the already compromised password as a credential. Similar efforts are
made with other accounts of the same user with passwords that have been hacked to

access the system. When a person has numerous accounts in the system, it is usual
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Table 2.1: Characteristics for Cloud Authentication

Characteristics

Explanation

Auditability

Cloud authentication should facilitate auditable function to keep track
of user activity and provide a record of access to cloud-based resources
for compliance and security purposes.

Controllablity Cloud authentication should be either centralized or decentralized to
provide a platform of control and manage user access to cloud-based
resources.

Cost- Cloud authentication should be cost-effective to implement and man-

effectiveness age, as organizations may need to authenticate a large number of users

and devices.

FEase of use

Cloud authentication systems should be easy to use for both admin-
istrators and end-users. This includes providing intuitive interfaces
and clear documentation, as well as offering self-service options for
password resets and other routine tasks.

Flexibility Cloud authentication should be flexible enough to support various
authentication mechanisms, such as passwords, biometrics, and hard-
ware lock etc.

Integration Cloud authentication systems should be able to various cloud-based

services and applications to provide a seamless user experience, as well
as on-premises systems. This ensures that users can access resources
across different platforms and environments.

Multi-factor

Cloud authentication often involves MFA, which requires users to pro-

authentication vide at least two forms of identification, such as a password and a

(MFA) security token or biometric authentication, to gain access to cloud
resources.

Reliability Cloud authentication should be highly reliable, as downtime can im-
pact the availability of cloud-based services.

Scalability Cloud authentication systems should be designed to scale as the num-
ber of users and resources grow. This means that authentication sys-
tems must be able to handle large volumes of requests and be flexible
enough to accommodate different types of cloud services.

Security Cloud authentication systems should be highly secure to protect

against unauthorized access and data breaches. This includes using
strong encryption, secure protocols, and regularly auditing user access
and activity.

Visibility € Ana-
lytics

Cloud authentication systems should have a familiar user interface to
enable effective interaction with the system. It should have in-built
tools for desired analytics operation on the system events.
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Figure 2.2: Threats towards Cloud Authentication

practice to share a single password for convenience. Users’ habits of not choosing sep-
arate passwords for multiple accounts and reusing a common password are exploited
in this form of attack [41]. Organizations like the Open Web Application Security
Project (OWASP) have proposed many techniques to combat credential-stuffing at-
tacks. The most generally recommended methods include separate passwords for

various user accounts and using the CAPTCHA system for authentication.

. Default Passwords: A pre-installed and factory-configured password is a default

password. The system administrator and users do not update the system’s default
password for convenience and occasionally due to ignorance. The failure to consider
this essential factor is a concern for rendering the system vulnerable to cyber-attacks
[42]. As a remedy, the system urges the system user to change the default password
at initial use and with similar redirections for routine password changes with a pre-
defined level of difficulty. Password policies such as a minimum length and a mix of
upper- and lower-case alphabets, digits, and special characters are imposed on the

user.
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4. Favesdropping: The attacker uses this approach to secretly listen to and sniff private

conversations between two people without their consent or knowledge. It is thought
more straightforward for the attacker to control the system’s networking equipment
and network traffic [43]. Sniffing of non-secured HTTP and FTP-like service traffic
using the default networking port and data traffic is studied. In that case, an at-
tacker can quickly uncover the password and credentials from the analyzed network’s
plain-text data traffic using tools or software like Wireshark. However, employing

encrypted services with standard encryption techniques may alleviate this.

. Impersonation Attack: In such an attack, an unauthorized user or wrong user at-
tempts to act as a genuine user by fraudulently acquiring the credentials of the actual
user [11]. Such attacks could lead to serious data breaches in highly secured working
environments like bank and defense sectors, which handle highly sensitive, crucial
information and applications. Biological uniqueness associated with the user can

address it.

. Man-in-the-Middle Attacks: A man-in-the-middle attack can steal user credentials
if the attacker can get inside the sender and the receiver. The attacker may now
transmit and receive all data exchanges between the two computers. As a result, the
attacker can pose as a sender to the recipient, and vice versa [44]. The attacker has
the power to modify and delete sections of the communications in transit in addition
to sending and receiving messages. As a result, the attacker can collect sensitive

information, such as the username and password, and use it for malicious purposes.

. Password Guessing: Password guessing is a technique in which an adversary at-
tempts to guess the username and password of a legitimate user and then authenti-
cate as being such. The attacker merely guesses probable passwords that the user
will likely use in a password-guessing attack. A brute-force attack is generally an
exhaustive search that an adversary can use to guess a password. It is an attack
in which the attacker attempts to generate all potential password combinations and
then authenticates to the system using the username and various password combi-
nations [45]. The password’s length determines the time it takes to carry out this
assault. A dictionary attack is when an attacker tries each word in a dictionary as a

password to breach a password-protected authentication system. A password dictio-
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nary attack is still classified as both brute-force and a dictionary attack. Similarly,
a password-spraying assault is a sort of attack that depends on a small number of

frequently utilized passwords.

8. Replay Attacks: Another prominent method of attacking authentication methods is a
replay attack. The replay attack involves a hacker copying a password or Credential
from one organization and utilizing it to authenticate with another. The goal is
to mimic the user whose credentials or passwords have been copied. The attacker
replicates the message or credentials and transmits them to an authenticator, hoping

they will be validated successfully [46].

9. Social Engineering Attack: Using personal and interpersonal skills is common in so-
cial engineering approaches, although applying information technology is not always
essential. When a user is subjected to a social engineering attack, the adversary tries
to persuade them so that they are obliged to disclose certain information or even do
a specific action [47]. In today’s world, social engineering may take three primary
forms. In-person, phone, and digital social engineering are the three types of social

engineering attacks.

A detailed analysis of the types of attack mentioned above and corresponding suggested

countermeasures as depicted in Table 2.2.

The preceding explanation and analysis describe potential threats to Cloud Authenti-
cation, their effective criticality, and suggested remedial measures. This answers the
Research Question No 1.3.

Impersonation attack is a typical case study applicable to both human users and de-
vices as users of the cloud ecosystem. In all practical scenarios, the original human user
or device could be swapped with a duplicate or a malicious one. Cloud authentication
systems often use multiple layers of security, like multi-factor authentication, encryption,
and continuous monitoring for suspicious activities to address these threats. It is also
essential for users to follow best practices for password management, such as using strong
and unique passwords and avoiding password reuse. Overall, the effectiveness of security
measures depends on the specific threats faced and the level of protection needed for the

resources being accessed. From the above discussion, we have concluded that MFA and
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Table 2.2: Threats to Cloud Authentication and Suggested Remedial Measures

POTENTIAL SUGGESTED REMEDIAL MEASURES REF

THREAT

Account Hijacking Use of MFA [48], [40]
Use of One Time Password (OTP)
Use of End-to-End Encryption

Credential Stuffing Use of different passwords for different accounts [49], [41]
Apply MFA

Default Passwords Use of random and unique default passwords [49], [42]
Prompting and forcing users for changing default
passwords

Eavesdropping Adopting strong and robust encryption mechanism | [50], [43]

Impersonation Attack Use of biometric means to uniquely identify the | [51]
user
Use of MFA

Man-in-the-Middle Use of Virtual Private Network (VPN) [52], [44]

Attacks Adopting strong and robust encryption mechanism

Password Guessing Using long and strong passwords that are not ob- | [53], [45]
vious
No reuse of same and already used password

Replay Attacks Use of a strong and robust Challenge-Response | [52], [46]
means

Social Engineering At- | Educating users on how to avoid being a victim of | [52], [47]

tack

in-person, over-the-phone, and digital attacks such
as phishing or e-mail attacks.
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use of Biometric means are effective for mitigating the cloud vulnerability about user

identification and related authentication, to make it a Secured Authentication.

2.3.2 Advanced Authentication Approaches

Several researchers have relatively recently introduced technologies and approaches for
secured authentication. Some research work introducing potential techniques and their

technological advantages are mentioned below.

1. Blockchain and Distributed Ledger Technology. To eliminate the vulnerability of a
single point of failure, researchers have switched to the application of Distributed
Ledger (DL) Technology. Further, Blockchain application uses inherent crypto-
graphic means for secured user authentication. This approach applies to the user
and device unique identification, using cryptographic features for secured authentica-
tion. Kumar et al. [54] explored the possible security and privacy issues considering
the component interaction in IoT devices and distributed ledger-based blockchain
(DL-BC) technology and its applications. Sheth et al. [55] proposed security mod-
els in terms of authentication and security using Blockchain, Deep Learning, or the

integration of both based on certain characteristics for unique user identification.

2. Machine Learning or Deep Learning Approaches. Users and devices are potentially
identified uniquely through Human Biometrics as well as Device Hardware Addresses.
Many researchers have explored the same to make the best utilization for user or
device identification towards a secured user or device authentication in a cloud.
Further safeguarding of user biometric data or device hardware address is usually
done using cryptographic methods like hashing or digital certificates for user or
device credentials. Also, the application of textit Convoluted Neural Network (CNN)
in this regard is effective in several types of research. Oza et al. [56] proposed a CNN-
based approach in which the overall network is trained using cross-entropy and the
reconstruction error losses. Zulfigar et al. [57] proposed a face recognition-based
system that detects faces in an input image using a Viola-Jones face detector and
automatically extracts facial features from detected faces using a pre-trained CNN

for recognition towards user authentication.
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3. Self-soveriegn Identity. In a Multi-Cloud environment or a scenario where a user

must identify himself whenever accessing a new service or resources spread across
many clouds or domains of operation. There is a potential threat of credential reuse
or compromise of Personally Identifiable Identifiers (PII). Self-sovereign identity
facilitates the protection of PIIs, and the user controls credentials sharing. It enables
the Single Sign On (SSO) feature on a Multi-Cloud Environment with secured user
authentication. Lux et al. [58] proposed a proof of concept decentralized OpenID
Connect Provider by marrying it with Self-Sovereign Identity, which gives users the
freedom to choose from a large pool of identity providers. It enabled democratizing

the highly centralized digital identity landscape with decentralized means.

. Zero Trust Network and Software Defined Perimeter. Zero Trust Network (ZTN)
is a security model that requires strict identity verification for access to resources
on a network. The ZTN model assumes that all network traffic is potentially mali-
cious; thus, authentication and authorization must occur at every process step. In a
Z'TN environment, user identities are verified and authenticated before accessing any
resources on the network. It is achieved through various methods, including MFA
and device profiling. ZTN identity security also involves continuous monitoring of
network traffic for any suspicious activity or anomalous behavior. Software-defined
perimeter (SDP) is a security framework that uses a "zero trust" approach to secure
network connections, which works through a series of steps, including identity verifi-
cation, device profiling, and network discovery. SDP is a robust security framework
that can help organizations reduce the risk of data breaches and cyber attacks by
providing secure access to network resources. In this approach, network discovery
involves determining the available network resources the user or device can access. It
typically uses software-defined networking (SDN) techniques, such as virtual private
networks (VPNs) or network segmentation. Omar et al. [59] performed an exten-
sive Comparative Study of Network Access Control and Software-Defined Perimeter.
Hatakeyama et al. [60] proposed a security model that authenticates users who re-
quest access and then authorizes such requests using various information about users
and devices called contexts. Since context is sensitive to user privacy, they also ex-
plored a mechanism for sharing contexts under user control, called Self-soveriegn

Identity.
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2.4 Chapter Summary

Detailed analysis of the probable causes that are potentially against cloud security has
been carried out. Identity management is assessed as a prime reason to make the cloud
secure. Towards that end, various means like MFA have been studied to enhance cloud au-
thentication security. Modern and comparatively new technological approaches to secured
authentication are further to be explored in this research. However, the applicability of
MFA for factors not requiring specialized hardware and software for user authentication
needs to be explored as a scope of this research. Simultaneously, the uniqueness of each
user and device in a cloud ecosystem must be established for effective authentication. Such
uniqueness by means of distinct characteristics of the user or device needs to be verified
through utilized authentication factors. Similarly, the hindrances in MFA implementation
and associated MFA characteristics need due deliberation before its successful implemen-
tation. For secure and optimal user or device authentication using modern schemes, these
aspects play a crucial role as a sound foundation for dynamically or continuously checking
and verifying the authenticity of the user or device as a functional interacting entity of
the cloud ecosystem. The following chapters focuses on the selection of biometric iden-
tifiers and its implementation for multi-factor authentication of both human users and

devices.
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to Cloud Based Systems

Multi-factor authentication (MFA) is a security mechanism that requires users to provide
two or more forms of identification to access a system or application. MFA is becoming
increasingly important in today’s digital age as cyber-attacks are becoming more sophisti-
cated. MFA is an essential security measure that can help protect sensitive data and pre-
vent unauthorized access. Hence, organizations must implement MFA wherever possible
to increase their systems’ security with enhanced authentication. For effective implemen-
tation, it is essential to deliberate upon its genesis as an additional layer of authentication
to various MFA algorithms. While doing so, this research explores further and eliminates

the need for any other specialized hardware requirement for user and device MFA.

3.1 Factors of Authentication

Several factors of authentication can be used to establish the identity of a user or device

as a legitimate cloud user, as depicted in Figure 3.1. These factors are as follows.

1. Something the user knows This factor is based on something the user knows, such as
a password, PIN, or a secret question. This factor is commonly used in conjunction

with other factors of authentication.

2. Something the user has This factor is based on something the user has, such as a
smart card, a security token, or a smartphone app that generates one-time passwords

(OTP).
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Figure 3.1: Factors of Authentication

3. Something the user is This factor is based on something the user is, such as biometric

information like a fingerprint, facial recognition, or voice recognition.

4. Somewhere the user is This factor is based on the user’s location, such as a specific
IP address or geolocation data. This factor can detect fraudulent access attempts

from remote locations.

5. Something the user does This factor is based on something the user does, such as

typing patterns, mouse movements, or other behavioral biometrics.

3.1.1 Additional Layer for Authentication

Adding an extra layer of authentication is a common approach to enhance the security of
authentication systems. In this method, users are required to provide two or more types
of credentials to gain access to a system or resource. These credentials can be something
the user knows (like a password or Personal Identification Number (PIN), something they
have (like a smart card or mobile phone), or something they are (like a biometric identifier,
fingerprint, or face recognition) or somewhere the user is (like the Global Positioning
System (GPS) signature of the user device) or even something the user does(like specific
patterns). To generalize, this combined effect of more than one authentication factor and
their unified and simultaneous utilization for user verification is represented in Equation

3.1, which is capable of producing Authentication function results in terms of Boolean
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Values [61].

Fle) = fLxl) N f2(22) 1, if f1(z1) N f2(x2),TRUE (3.1)
0, otherwise.

F(x) is Multi-factor System Authentication Function over user x with a resultant Boolean
Value. fl1(x1) is the First Authentication Factor Function with input value x1. f2(x2) is
the Second Authentication Factor Function with the input value x2. And so on, for its

applicability to third and subsequent factors for authentication

3.1.2 Emergence of MFA

In the early 2000s, Bill Gates predicted the death of the password as a single measure
of account protection. The genesis of MFA goes back to the early days of computing
when passwords were introduced as a security measure. However, passwords alone have
proven insufficient to protect against cyber threats. It paved the way for the development
of more potent authentication methods. MFA emerged as a response to the increasing
sophistication of cyber-attacks and the need for more robust authentication methods to
protect sensitive data and secure the systems. MFA adds an extra layer of security to
the authentication process by requiring users to provide multiple forms of identification

to access a system or data.

The initial MFA methods came into existence in the 1980s and 1990s. They typically in-
volved using a physical token that users carried with them, such as a smart card and user
passwords. As technology advanced, the authentication process was augmented with ad-
ditional factors, such as biometric authentication (fingerprint, facial recognition, etc.) and
location-based authentication (using the user’s physical location as an additional factor).
Nowadays, MFA is used in various settings, including online banking, e-commerce, health-
care, and government systems, to provide more robust protection against unauthorized
access and fraud. The use of MFA has become more widespread in recent years, driven
in part by regulatory requirements and industry best practices that have also played a

role in driving the adoption of MFA by various CSPs. Presently, researchers have been
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Table 3.1: Prominent Obstacles for MFA Implementation

Reason Explanation

Compatibility MFA may not be compatible with certain legacy systems or software,
which can limit its adoption or effectiveness.

Cost Implementing MFA can involve additional expenses for purchasing
hardware tokens, biometric scanners, or other authentication mecha-
nisms.

Integration Integrating MFA with existing systems and applications can also pose
challenges, particularly if they are outdated or not designed to support
MFA.

Maintenance & | MFA requires ongoing maintenance and support, which can be costly

Support and time-consuming for organizations.

Privacy The use of biometric authentication can raise privacy concerns as it

involves the collection and storage of sensitive personal data.

Regulatory Com- | MFA may be required for compliance with certain regulatory stan-
pliance dards, which can pose challenges for organizations that have not pre-
viously implemented such measures.

Resistance from | End-users may resist MFA due to the extra steps involved in the
end-users authentication process, which can be time-consuming or perceived as
inconvenient.

exploring combining two or more factors of authentication and Public Key Encryption to

Ensure authentication in the Cloud Computing ecosystem.

3.1.2.1 Obstacles & Threats to MFA

Implementing MFA can pose challenges because it may involve additional expenses and
inconvenience, such as introducing new hardware like portable tokens or biometric scan-
ners. Moreover, users may experience added difficulty during the login process as they
must memorize information, access tokens, or undergo biometric scanning, causing extra

effort and slowing down the process.

Prominent obstacles for MFA implementation, which directly impact this research, are
listed in Table 3.1. At the same time, multiple threats are envisaged in the implementa-
tion and adoption of MFA. The most prominent threats, which directly affect the scope
of present research for threat modeling of MFA, are listed in Table 3.2. The preceding
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Table 3.2: Prominent Threats of MFA Implementation

Threat Envisaged Effect

Biometric Spoof- | Biometric authentication mechanisms may be vulnerable to spoofing
ng attacks, where attackers create fake biometric data to fool the authen-
tication system.

Credential stuff- | Attackers may use stolen MFA credentials to gain access to other
ng accounts belonging to the same user.

Denial of Service | Attackers may launch DoS attacks against the authentication system,
(DoS) attacks preventing legitimate users from accessing their accounts.

Insider Threats | Employees or contractors with access to sensitive systems may abuse
their privileges to bypass MFA or steal MFA credentials.

Malware Malicious software such as keyloggers or screen capture tools may be
used to steal MFA credentials from infected devices.

Man-in-the- Attackers may intercept communication between users and the au-
middle attacks | thentication system, allowing them to steal MFA credentials.

Social Engineer- | Attackers may attempt to trick users into divulging their MFA cre-

ng dentials through phishing attacks or other forms of social engineering.

explanation and analysis describe various authentication factors and their practical ap-
plicability as an additional layer for secure authentication. It also describes the potential

obstacles in the path of MFA implementation.

3.1.3 MFA Algorithms & Analysis

Though MFA increases the degree of difficulty for the attacker to acquire the original
credentials of the user, it can have a variety of implementation methods. Depending on
the MFA implementation method, the MFA algorithm can be classified and represented
as the following MFA algorithms.

1. Static MFA Algorithm: In this approach, the user must undergo the basic challenge-
response mechanism to prove genuineness using the system administrator-supplied
credentials. The second and subsequent factor, as designed in the system, works
in the same mechanism to add to the degree of difficulty for guessing or breaking
the credential. In such an approach, once the user successfully responds to all the

challenges, the user is active through the log-on session until the user logs out of the
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system or is actively logged on, as per the allowed user profile time limit set by the

system.

. Dynamic MFA (D-MFA) Algorithm: This approach follows a different mechanism,

where the user is initially required to undergo the desired challenge-response mecha-
nism described in the static MFA algorithm. However, to ensure the presence of the
genuine user throughout the logged-on session, the user is also thrown upon differ-
ent intermediate challenges. Upon successful response to the intermediate challenges,
the system ascertained that the currently logged-in user is the genuine one, and the
user continues to work till a subsequent challenge is given to the user to prove user

legitimacy and genuineness.

Continuous MFA (C-MFA) Algorithm: In this approach, the users must undergo
the primary challenge-response mechanism of the authentication system. However,
the user is thrown upon a series of continuous challenges to re-prove genuineness,
time and again, till the log-on session expires or the user manually logs out of the

System.

On a detailed analysis of the algorithms, as mentioned earlier, the points observed are

represented in Table 3.3.

From Table 3.3, the following points are inferred.

(i)

(i)

(iii)

Repetitive dynamic, or continuous authentication, is effective in dealing with spoof-

ing and impersonation attacks.

With the implementation of a Dynamic or Continuous algorithm, the user is dis-
turbed by intermittent or continuous challenge-response procedures while in the

active log-on session.

An MFA mechanism, operated without disturbing the logged-in user, is essential
for the uninterrupted operation of the logged-in user application to have a potential

means to deal with a spoofing or impersonation attack.

Applicability of a particular factor without disturbing the user while on an active

logged-on session must be explored for this research.
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Table 3.3: Comparative Analysis of MFA Algorithms

MFA Al-
gorithm

Advantages

Limitations

Static
MFA

A time-tested approach to enhancing the
degree of difficulty for attacker and user is
not disturbed in an active session.

System vulnerable to spoofing
attack or impersonation attack.

Dynamic
MFA

An approach likely to put less load on sys-
tem process and resources, as additional
factor verification by challenging response
is conducted randomly. It is an effective
approach to deal with spoofing attacks and
impersonation attacks.

user likely to get disturbed in an
active login session with system
prompts or pop-ups to respond
to system challenges in random
time intervals

Continuous
MFA

An approach likely to put more load on
system process and resources, as addi-
tional factor verification by challenge re-
sponse is conducted repeatedly and con-
tinuously. It’s an effective approach to
deal with spoofing attacks and imperson-
ation attacks.

user likely to get disturbed in an
active login session with system
prompts or pop-ups to respond
to system challenges in a repeti-
tive manner

(v) While doing so, eliminating the additional hardware and software requirements must

also be considered.

The preceding comparative analysis and explanation describe various MFA algorithms

and their effective applicability in tackling spoofing and impersonation attacks on the

authentication system.

3.1.4 Applicability of Factors for MFA

With the help of specified factors, an MFA system can achieve desired goals with ef-

fectiveness, efficiency, and user satisfaction for stable and secure user identification and

authentication. However, the factors applicable to uniquely identify human users differ

from those required to identify the devices in a CoT environment.
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Table 3.4: Factors for MFA Implementation of Users

Factor | Description Advantages Limitations Ref

OTPs This generates a unique, | Extra layer of | Network issue, vulner-
time-sensitive password for | security, hard |able to man-in-the-|[62],
user authentication. to crack, expire | middle attacks [63],
after  defined [64]

time

Smart It generate a unique, time- | Code regener- | Device power backup
Phone | sensitive code that is used to | ated in defined | and network de- | [48],
Appli- | log in, to verify user identity. | time gap, | pendent,  clock de- | [64],
cations hence safe from | synchronization issues | [65],
attacks in device and service [66]

Smart Use a smart card, which | More secure us- | Card may get lost, the
Cards usually includes the user’s |ing encryption | chip may be damaged, | [67],
unique identifier and a dig- | technology Require card reader | [68],
ital certificate. with software [69]

Voice It works by analyzing the | Convenient, False negative in loud
Recog- | unique characteristics of the | quick and | background,  compro- | [70],
nition user’s voice to verify the |efficient mised  biometric  is | [71],
identity. irrecoverable [72]

Face By capturing and analyzing | Convenient, Large storage require-
Recog- | the unique features of users’ | quick and | ment, may create data | [49],
nition faces to verify their identity. | efficient vulnerability, vulnerable | [73],
to spoofing attack [74]

Ocular- | It uses biometric authenti- | Very  efficient | Need high-quality cam-
based cation techniques to identify | and difficult to | era and robust mathe- | [49],
Meth- the user by analyzing the | spoof matical techniques, [75],
ods iris, retina, or sclera of eyes [76]

Finger | Uses a sensor to scan the | Ease of use, | Scanners may fail, easily
Print unique ridges and valleys on | cost-effective replicable  fingerprint, | [70],
Scanner |the user’s finger and com- compromised data is | [77],
pare with stored data. irrecoverable [78]

Vein Uses the unique pattern of | Efficient  and | Expensive, still vulnera-
Recog- | veins beneath the skin’s sur- | accurate ble to spoofing attacks, | [70],
nition | face in a person’s hand or compromised biometric | [79],
finger to identify them. is irrecoverable [80]

Thermal | Uses infrared radiation emit- | Efficient, can | Different thermal image
Image ted by the human body to | be used from a |in case of fever [49],
Recog- | identify individuals. large distance [81],
nition [82]

Geo- It works by capturing and | Effective if user | GPS may not be accu-
tagged |analyzing the GPS signature | be present at a | rate at some locations | [70],
Loca- of the user’s device, which is | particular loca- [83]

tion used to identify the user. tion
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3.1.4.1 Applicability of MFA for Users

Table 3.2 and Table 3.4 infers that Face recognition as a factor of authentication has the
potential to deliver efficient and high-precision functionality with modern and advanced
research being already conducted in the field of image processing. Hence, this is considered

a potential factor for the MFA functionality of our present research.

3.1.4.2 Applicability of MFA for Devices

MFA is an important security measure in the Cloud of Things (CoT) to prevent unau-
thorized access to devices and data. Device identification is one of the factors used in
MFA to confirm the identity of the device attempting to access the CoT. Further, they
can be combined to provide a more robust authentication process, ensuring that only au-
thorized devices are granted access to sensitive data and services in the Cloud of Things
environment. Table 3.5 elaborates some factors for device identification in MFA of CoT

and discusses their advantages and disadvantages.

3.2 Uniqueness of Users and Devices

Each human as a user can be uniquely identified with the help of specific biometric char-
acteristics. However, data capturing, storage, and processing of biometric data invariably
require specialized hardware like retina reader, fingerprint reader, etc., and associated
software. At the same time, the Original Equipment Manufacturer (OEM) fitted web-
cam operational efficiency may be explored for face recognition system, which is available
mainly in today’s PCs and mobile Computing devices. All network devices essentially have
a unique hardware or MAC address. It also has the potential functional application to be
used as a factor of authentication for networked devices connected to the CoT environ-
ment. Table 3.2 and Table 3.4 signify that Face recognition as a factor of authentication
has the potential to tackle spoofing or impersonation attacks efficiently and with high
precision functionality. From the tabular analysis depicted in Table 3.4 and Table 3.5, we

concluded that Device Unique Identifiers like MAC addresses can be effectively used as
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Table 3.5: Factors for MFA Implementation of Devices

Factor | Function Advantages Limitations Ref

Biometric| Data like fingerprints, facial recog- | It can do MFA | Need specialized

Data nition, or voice recognition can be | effectively. hardware and | [84],
used to identify a device. software. [85]

Device Device behavior like network traf- | Applicable to | Need Machine

behavior | fic patterns, login history, and us- | High  sensitive | Learning for | [85],
age patterns can be used to iden- | applications. pattern reading. | [86]
tify a device.

Device Device credentials like device 1D, | Effectively man- | Need safe and

creden- | serial number, or Media Access |ageable for | secure credential | [87],

tials Control (MAC) address can be |thickly  popu- | storage. [88]
used to identify a device. lated systems.

Device Device metadata like device type, | It can do MFA | Need Machine

metadata | firmware version, and operating | effectively. Learning for | [89],
system can be used to identify a metadata  read- | [90]
device. ing.

Geo loca- | location of a device can also be | Integration  of | Depend on GPS

tion used to identify it. GPS functional- | hardware or IP |[91],

ity. address for the lo- | [14]
cation.

Time- The time of day or week and dura- | Provide time | Not useful all the

based tion of device usage can be used as | precision appli- | time. [92],

factors | factors for device identification. cation. [93]

User be-| The behavior of the user accessing | Can effectively | Need Machine

havior the device can also be used as a | incorporate Learning for | [85],
factor for device identification. human user | behavior pattern | [94]

behavior. reading.

Unique Devices in the CoT have a unique | It can do MFA | Identifiers need

device identifier, like a serial number or | effectively for | protection for the | [95],

identifier | MAC address. dense CoT. spoofing attack. |[96]
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a factor of authentication when safeguarding its MAC address is ensured from spoofing

attacks.

3.2.1 Privacy of Users and Devices in Cloud

CSPs are required to employ appropriately tailored privacy controls. NIST published doc-
ument SP 800-53 ¥ provides a set of privacy controls for CSPs to consider when deploying
authentication mechanisms. These controls cover notices, redress, and other important
considerations for successful and trustworthy deployments. Towards this end, anti-spoofing
measures like the liveness test for facial recognition-based user authentication are potent
mechanisms to tackle impersonation attacks and protect the user authentication process.
Ensuring the protection mechanism against a spoofing attack, like implementing a digital
certificate or cryptographic hashing techniques, is required. Also, providing database stor-
age through a distributed database for storing the digital certificates or the corresponding
hash value is essential to implement a secure MFA mechanism for the devices in a CoT

environment. This explanation answers the Research Question 1.3.

3.3 Chapter Summary

After establishing the relevance of MFA in secure authentication, this research explored
the possibility of having a specific set of factors that do not require additional hardware
or specialized software for implementation. An OEM-fitted webcam is selected to perform
facial recognition-based user identification for secure authentication. A facial recognition
mechanism with the least computing complexity and high reliability is explored for imple-
menting secure user authentication with the MFA approach. Self-Sovereign Identity (SSI)
is an approach in identity management known as a user-controlled Personal Identifying
Information (PII) preserving mechanism for user authentication. The desired implemen-
tation of Public Key Infrastructure (PKI) based encryption is also applied in SSI. Using
various MFA algorithms, the amalgamation of SSI and MFA for user authentication is a

way to achieve secure authentication in the cloud computing environment.

thttps:/ /csre.nist.gov/publications/detail /sp/800-53 /rev-5 /final
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of Cloud Based Systems

Face recognition involves capturing an image of a person’s face using a camera, which
is then processed by an algorithm to extract features such as the distance between the
eyes, the shape of the nose and mouth, and other facial characteristics. These features
are then compared to a database of known faces to determine if there is a match. There
are various face recognition applications, such as security and surveillance, authentication,

and identification of users in cloud-based systems.

4.1 Analysis of Facial Recognition

Considering the user’s face to be utilized as a biometric authentication factor, it essentially

requires three mutually related processes for facial recognition. The processes are:
1. Capturing of the image.
2. Detection of the Face in the captured image.
3. Comparison of detected facial features with the registered user’s stored credentials.

For capturing a simple image, a system-connected webcam is recommended to be used
without asking for additional hardware components. However, the detection of the user’s
face in the captured image and the recognition of the registered user’s facial features need

due deliberation.
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4.1.1 Face Detection

Ali et al. [97] have conducted a detailed comparative analysis of various classical and
modern detection methods. In light of their characteristics of near-real-time operations,

the authors reviewed some of the most prominent for further discussion and analysis.

1. Classical Methods Traditional Rule-based and Appearance-based methods are ex-
tremely dependent on the conditions in which images are generated. Such methods
are found to be less effective for variations in occlusions, illumination, and pose of the
face. Classical methods are widely used, fast, and efficient for detecting faces with
high accuracy and precision. However, these methods are sensitive to image varia-
tions and perform poorly in unconstrained environments. Some prominent methods

are deliberated here.

a) Viola Jones: The Viola-Jones algorithm is a popular face detection algorithm
primarily designed to detect frontal face images with minimal variation in the
pose. The detection pipeline calculates the integral image, Haar-like features,
the Adaptive Boosting (AdaBoost) algorithm, and a cascade filter. Haar-like
features are image features such as edge, line, and four-sided features useful for
object detection tasks. The nose and eyebrow’s horizontal and vertical features
are useful for face detection. Calculating these features is computationally
expensive, so it is calculated using integral images, where a pixel in the integral
image is the sum of all pixels above and to the left in the original image. Once
the calculation of Haar features is complete for the training data, it uses the
AdaBoost algorithm to train a cascaded detector to enhance the model’s speed

and accuracy.

Cascading involves taking sub-windows of the image and searching for the best
features in the sub-window. The sub-window is further explored for other fea-
tures only if the best feature is found, saving computation time. Due to the
abovementioned optimizations, the Viola-Jones algorithm is a high-speed and
lightweight detector. Still, its accuracy is highly dependent on the orientation
and pose of the faces in the image [98]. Adaptive Boosting, in turn, produces

robust classifiers. Viola Jones has achieved detection with two frames per sec-
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ond with a 95 percent detection rate. The Adaptive Boosting classifier has a

false positive rate of one in 14084 samples.

Histogram of Oriented Gradients: Histogram of Oriented Gradients (HOG) is a
feature descriptor with significant usage in object detection for computer vision
and image processing. It has a specific application emphasis on face detection
in object detection by extension. A feature descriptor represents a picture that
separates valuable information and dismisses irrelevant information, enabling
the image to be further processed easily. The HOG method is based on counting
the occurrence of gradient orientation and magnitude in a portion of an image.
The feature description by HOG focuses on the structure and shape of the
object. For every localized image region, histograms are generated using both

the magnitude and orientation of the gradient.

The images are first preprocessed in the HOG method, and the horizontal and
vertical gradients are calculated. At every pixel, the gradient has a magnitude
and a direction. The images are then divided into cells, and a histogram of
the gradients is calculated for each cell [99]. Supposing the image is divided
into 8x8 cells. The information has the shape of 8x8x2 in each cell, with the
magnitude and direction of the gradient at each pixel being stored. This vector
with 128 numbers is converted into an array of 9 numbers representing angles
0, 20, 40, and up to 160 degrees. This step is followed by block normalization
and forming a feature vector. These representations of faces can be learned by
a computer and used to detect faces in photos. HOG-based face detection fails
to perform well in cases where face photos are at odd angles. Therefore, there

are better options for real-world face detection.

Local Binary Pattern: Local Binary Pattern (LBP) feature descriptor operates
by detecting objects and faces. The LBP operator works by labeling each pixel
of an image with a binary number formed by thresholding the 3x3 neighborhood
of the pixel, with itself being the central value. It is a straightforward and
efficient texture operator with high discriminative power. It can extract a
binary number with 8 digits, which can thus be extracted for each pixel. A

texture descriptor, a 256-bin histogram consisting of labels generated across the
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picture, can be applied with the bins marking different curving edges, spots,

flat regions, etc.

A face picture may be considered a compilation of the micro-patterns mentioned
above, which can be readily identifiable by the LBP feature descriptor. Face
images are divided into several non-overlapping regions, with LBP histograms
being calculated for each. These histograms are then concatenated, and the
final histogram describes the local texture and global shape of the faces [100].
The feature vectors from these histograms can be used to train a classifier
capable of detecting faces in images. The accuracy of this algorithm is highly

dependent on the facial image’s orientation and illumination conditions.

2. CNN Based Modern Methods: Convolutional Neural Networks (CNN) are a

category of deep learning algorithms that find significant applications in object de-

tection and recognition. They employ convolutional filters and max-pooling layers

to learn complex high-level representations of the input images. The CNN approach

for image processing offers much flexibility and a high degree of accuracy compared

to the classical methods. Popular CNN architectures are frequently referred to for

research and scientific applications, and their features are as follows [101].

a)

LeNet: This is designed to classify handwritten digits with 2 convolutional, 2

pooling, and 3 fully connected layers.

AlexNet: This architecture adopts consecutive convolutional layers. 5 convolu-

tional, 5 pooling and 3 fully connected layers are employed.

VGGNet: This supports up to 19 layers by adopting a deeper network with a

smaller convolution window.

GoogleNet: This uses ’inception modules’ to employ multiple parallel convolu-

tions, concatenated to decrease overall computational requirements.

ResNet: Employs Residual connections, which increase the depth of the network

as the residual connections reduce the gradient decay as layers are increased.

SENet: This architecture uses block squeezes and excitations. It also recali-
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brates channel-wise features by modeling interdependencies between the chan-

nels using "Fire modules’. An improvement in ResNet has also been seen.

CNN-based face detection algorithms are accurate, fast, and highly robust [101].
State-of-the-art models like You only look once (YOLO), Multi-task Cascaded Con-
volutional Neural Networks (MTCNN), and Single-shot detector (SSD) can be em-

ployed for detecting faces in unconstrained environments.

a)

YOLOFace: YOLO is a state-of-the-art, real-time object detection system that
uses one-stage object detection architecture [102]. YOLOFace is based on the
YOLOvV3 architecture. It uses a single neural network to predict the anchor
boxes (predefined bounding boxes). YOLOv3 is the improved and optimized
iteration of the YOLO architecture based on darknet-53 CNN. This architecture
takes references from both ResNet and darknet-19, being more efficient than
ResNet-101 and more powerful than darknet-19 [103]. The anchor boxes drawn
around the detected faces in YOLOFace are slim boxes (height is larger than
width), as opposed to YOLOv3, which are flat boxes. YOLO uses a multipart
loss function. These are regression loss, confidence loss, classification loss, and
no object loss. The weight for these losses in the YOLO framework is 1:1:1:1,
but it is revised to 2:1:0.5:0.5 to make it more suitable for face detection. Data
augmentation, namely saturation, brightness, and hue, was implemented during
Model Training. Experimentation was done on the WIDER FACE and FDDB
dataset, achieving a higher precision and recall than the YOLOv3 model and
exhibiting a better Receiver Operator Characteristic (ROC) and Area under
the ROC Curve (AUC) curve.

FaceSSD: FaceSSD does face analysis without needing prior preprocessing, such
as face registration. Even while identifying multiple faces, it achieves near real-
time performance. It’s a fully convolutional neural network (F-CNN), having
exclusive pooling and convolutional layers [104]. It inherits parameters from
the VGG16 network. The face analysis part of VGG16 is frozen, and the face
detection part is fine-tuned with Annotated Facial Landmarks in the Wild
(AFLW) dataset. Following this, the parameters from the face detection part

are copied to the face analysis part, the face detection part is frozen, and the
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face analysis part is fine-tuned on specific task-related datasets, keeping the
detection part rigid. The face detection portion implements an objective loss
function, the weighted sum of the face classification, and bounding box re-
gression losses. Data augmentation approaches such as flipping, downsizing,
cropping, and gamma correction are utilized in training. FaceSSD detects faces
even while performing one or more tasks, like smile recognition and facial at-
tribute prediction (like face analysis). The model was tested on high-resolution
face images, exhibiting good precision-recall and ROC-AUC curves. As per the
experiments conducted by Jang at al. [105], the average precision for FaceSSD

is 99.88.

MTCNN: MTCNN follows a three-stage approach toward face detection and
alignment. An input image is resized to various scales and built into an image
pyramid, which is the input for the three-stage pipeline. The first stage is
a fully convolutional network called the Proposal network, which marks the
bounding box regression vectors for the candidate windows and merges the
highly overlapped candidates. In the second stage, all candidates are input to
another CNN, the Refine Network, which filters out many false candidates. The
third stage aims to describe more face details and outputs 5 facial landmark
positions [106]. The filters for these networks are changed from 5x5 [source]
to 3x3 as face detection is a complex binary problem requiring fewer filters
but more discrimination. The training is composed of three main tasks with
different loss functions. The Face classification task employs the cross-entropy
loss function with the probability of the sample being a face. The second task,
bounding box regression, uses an Fuclidean loss function for predicting the
offset between the candidate window and the ground realities. The third task
is to mark the facial landmarks, which also employs the Euclidean loss function.
The Face Detection Data Set and Benchmark (FDDB) dataset exhibits an area
under the ROC curve of 0.9504. The WIDER FACE dataset shows an area
under the precision-recall curve of 0.85, 0.82, and 0.67 for the easy, medium,

and hard subsets.
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4.1.2 CNN Based Face Recognition

The ability of CNN-based architectures to learn complex features in images makes
them an excellent choice for calculating image representations and feature embed-
dings to be fed into a classifier for face recognition and verification. Three popular
and highly accurate architectures explicitly designed for face recognition are men-

tioned below.

a) VGG-Face: This is based on the widely popular VGG-Net architecture, which
is trained on a database of 2.6 million face images corresponding to 2600 per-

sons.

b) DeepFace: Developed by Facebook, it is a 9-layer CNN with 120 million param-

eters. It is a state-of-the-art model but does not perform as well as FaceNet.

c¢) FaceNet: Built by Google, it focuses on distance metric learning between pos-
itive and negative samples. The model has 11 convolutional layers and 3 fully
connected layers for recognition. It employs Triplet loss, which is very suitable

for face verification

4.1.3 Modular Approach for Face Recognition Process

Fernandes et al. [107] described five separate sequential components for a standardized
framework for complete face recognition and verification for establishing identity. They
are (i) image capture and preprocessing, (ii) detection of face, (iii) extraction of features,
(iv) selection of features, and (v) matching of features.

Various research aspects related to Frame difference in captured frames, face detection,

and Face recognition have been studied and analyzed as listed below.

1. Frame Capturing: The proposal by Valter et al. [108] uses transformation from the
RGB colour space to two different colour spaces (YCrCb and CIE L*u*v). His-
tograms are calculated based on the images in these transformed colour spaces and

concatenated to serve as input for a tree-based classifier. Transformation to two
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different colour spaces makes the input images more suitable for spoofing detection

by providing greater separation between luminance and chrominance information.

. Frame Difference: Frame differencing refers to checking the difference between two
consecutive video frames. By calculating the similarity score between two frames,
frame differencing is an efficient and computationally light method. It reduces the
computational load in the proposed facial recognition modular design, as the more
computationally expensive steps, such as detection and recognition, are taken only
when there is a significant difference in the frames. Susmitha et al. [109] proposed
that Mean Square Error (MSE) and Structural Similarity Index Matrices (SSIM) are
two commonly used methods to calculate the difference between frames. SSIM score
is 1 when the consecutive frames are identical, with a lower SSIM score indicating
more difference between the frames. Thus, a threshold can be set such that an SSIM
score below the threshold for two consecutive frames indicates a notable difference
between them. SSIM score outperforms simple MSE calculation with a negligible
increase in computational requirements, so it is chosen as a promising technique for

frame differencing.

. Face Detection: Facial detection refers to identifying a human face in a given im-
age. It is a very old technique with rich applications in the modern world, the most
common being the autofocus mechanisms used in modern cameras. Many well-
developed and documented algorithms employ various mathematical and machine-
learning models to identify faces from a given image. The most popular algorithms
include LBHP (Local Binary Patterns Histograms), Fisherfaces, etc. Following the
scope and objective of this project, instead of searching for the most efficient algo-
rithms, the literature survey focused on collecting the best models developed based
on these algorithms.

Various factors were considered while shortlisting the models for further face-to-face

comparisons.

(i) Models should be as lightweight as possible so that a live video feed can be

processed in real-time on edge devices.

(ii) Models should be based on well-researched algorithms.
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(iii) Models must be well documented and maintained, preferably available in pop-

ular mainstream libraries.

4. Face recognition: Face recognition refers to identifying a human face from an image
and attributing it to a person from the database. It can be termed as the 1: N
problem of identifying a person from N individuals based on the facial features
captured. Face verification refers to the 1:1 problem of determining whether or not
an image belongs to a particular person. CNN-based techniques have emerged as
a good solution for facial recognition and verification tasks due to the ability of
convolutional neural networks to understand and extract high-level features from
images, which are instrumental in recognizing and identifying human faces. CNN-
based facial recognition models tend to have a larger training and prediction time
than their non-neural network counterparts, especially without a dedicated GPU

card that takes advantage of parallel processing.

The most popular CNN models have been analyzed in detail based on the following crite-

ria.

(i) Accuracy of prediction.

(ii) Speed of prediction.

(iii) Availability of open-source model and weights.

(iv) Performance on Standard databases like LFW, YTF, CASIA WebFace.

4.1.4 Liveness Check & Anti Spoofing Check

The Liveness check or anti-spoofing check is performed with the help of a skeleton code
provided in [110], which takes advantage of the DNN module of OpenCV to load a robust
anti-spoofing algorithm to check for spoofing. Models based on PyTorch, Keras, and
Tensorflow backends can be plugged into the skeleton code to check for anti-spoofing. An
OpenCV-based interface for taking in a live video feed and capturing frames from the video
has been added to the liveness. CNN models for prevention against replay and print-based

attacks are implemented using the backbone, as mentioned in the earlier code.
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4.1.4.1 Detailed Analysis

1. Face Detection Methods predating deep learning techniques, such as the VJ and
sliding window methods in general, exhibit high accuracy in cases where the face
image has been captured in a controlled environment with good pose and illumina-
tion. Deep Learning Algorithms for face detection, such as YOLOFace, MTCNN,
and Single Shot Detectors (SSD), exhibit more flexibility regarding changes in illu-

mination, pose variation, and scale of the face images.

Table 4.1 compares the eight CNN-based models with the VJ method and lists the

advantages and disadvantages of each. The discussion mentioned above on CNN-

Table 4.1: Comparative Analysis of Face Detection Models

Model Advantages Disadvantages

OpenCV Very lightweight, capable of run- | Highly prone to false-positive de-
Haarcas- ning real-time tections, therefore has a low ac-
cade [111] curacy

Viola  Jones | Fast detection. most effective with a frontal
(Non- Simple implementation. view.

CNN) [98] No resizing of images required sensitive to illumination changes.
OpenCV DNN | Accurate face detector, Utilizes | May have unconscious biases in

(Deep Neural
Network) [112]

modern deep learning algorithms

the training set

Dlib HOG + | More accurate than Haar cas- | Only works on frontal views of
Linear SVM | cades, Extremely well docu- | the Face, Not as accurate as deep
face detec- | mented learning-based face detectors

tor [113]

Dlib CNN face
detector [114]

Very accurate model, Expertly
implemented and documented

Cannot run in real-time without
GPU acceleration

YOLOFace
[103]

Most precise of the three CNN
models.

Best performance than the others
on Video Data.

Slower than FaceSSD

FaceSSD [115]

Fastest of the three CNN Based
Methods.

Shows poor performance
smaller objects and
strained environments.

on
uncon-

MTCNN [116]

Provides key points for face
alignment.

Slower than FaceSSD.

Significantly slower than YOLO-
Face while using GPU

based Face Detection systems shows that these are the preferred choice for an un-
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constrained environment and are more robust and efficient than non-CNN-based

methods.

2. Face Recognition Table 4.2 compares the five popular CNN-based models for Face

Recognition and lists the advantages and disadvantages of each.

Table 4.2: Comparative Analysis of Face Recognition CNN Models

Model Advantages Disadvantages
FaceNet | Uses Inception Modules to decrease the number | Extremely Deep Net-
[117] of trainable parameters. work, hence a pre-
Better performance than Deep Face Method. ‘Erained model is pre-
Robust to variations in input image of the three, erred.
such as expressions, illumination, and pose. Faces some difficulty
with occlusion.
WEell suited for verification task due to Triplet
loss.
DeepFace | Most state-of-the-art model of its time (2014) Based on 3D modeling
[118] Well suited for identification task since the soft- of face, adding to com-
max layer is the last layer. putational overhead.
VGGFace| Best Performance in the case of occlusions with- | Very Heavy Model re-
[119] out altering the weights or retraining the model. | quiring about 550 MB
Well suited for verification task due to triplet of Memory. Very Slow
loss. Calculation time
Slower CPU training
time
OpenFace| OpenFace is heavily inspired by the FaceNet | Less accurate
[120] project, but this is more lightweight, and its li-
cense type is more flexible
Dlib This model achieved an accuracy of 99.38% on | The dlib library is orig-
Face the standard LFW face recognition benchmark | inally written in C++.
Recog- for face recognition.
nition
[121]

4.2 Chapter Summary

After analyzing the various factors of user authentication and establishing that face
recognition is a potential way to implement MFA without requiring additional hardware,
details of modern face recognition systems were explored. The preceding analysis of mod-

ern Facial Recognition Techniques and explanation describes the potential and optimal
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applicability of the MFA factor as part of an authentication system. Using "something
the user is" towards facial biometrics, these modern approaches are regarded as potential
means for cloud user authentication in the form of MFA. The aspect of "something the de-
vice is" would be analyzed subsequently concerning devices of the CoT environment. The

following chapter discusses the secure authentication of users in a multi-cloud environment.
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Multi-Cloud Environment

5.1 Introduction

Improper authentication may lead to severe consequences for data security, including loss
of confidential information, financial loss, and damage to reputation. Individuals and or-
ganizations must implement strong authentication measures to protect against these risks.
Every user’s role is becoming crucial in the entire ecosystem of Information Communica-
tion Technology (ICT) since all organizations are moving into the cloud due to the inherent
advantages of cloud computing systems. Mostly, user authentication methods and identity-
providing systems rely on a centralized approach where credential information storage is
always under the threat of a Single Point of Failure (SPF) from a security perspective.
Hence, a simple failure will likely affect many users’ digital identities. Another prominent
issue with the centralized approach is that in the centralized systems, individual users
do not have control over how much of their private and Personal Identifying Information

(PII) is shared in different contexts in different applications or otherwise.

Improper and inadequately strong authentication measures in a cloud environment can
severely affect the system’s security. Some potential risks like Compromised Infrastruc-
ture, Compromised User Accounts, Data Breaches, Denial of Service (DoS) Attacks, and
Malware Attacks are the causes of making a cloud system vulnerable. To mitigate these
risks, Cloud Service Providers (CSPs) and users must implement strong authentication
measures, such as multi-factor authentication, effective password policies, and biometric
verification, to ensure that only authorized users can access cloud resources. As a general

practice, once a user is successfully authenticated to a system, there are no further checks
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until the end of the logged-in session, or the user logs out of the system. However, regular
security assessments and audits should be conducted to identify vulnerabilities associated

with user authentication and address them promptly.

It is noticed that the COVID-19 pandemic has accelerated the trend toward remote work,
which has created new security challenges. With more employees working from home
or other remote locations, multiple times authentication over the logged-in session can
help prevent unauthorized access and protect against data breaches. Academic univer-
sities have also resorted to online education and online examinations and evaluations of
students’ grades. This case also merits a user authentication solution with a repetitive
functionality that must be enforced to check and ensure the presence of only the desired
user accessing the system for high security and sensitive applications like online exami-
nation. Multiple-time authentication can help prevent unauthorized access and protect
against data breaches by providing real-time threat detection and proactive security. Sim-
ilarly, organizations have resorted to manual or semi-automatic proctoring methods to
deal with such proctored examinations and handle user authentications for susceptible
applications. Hence, the design and development of an automatic, seamless, proctored
authentication scheme is becoming the need of the hour. Association of Computing Ma-
chinery (ACM) in [122] has highlighted the desired characteristics, including its security
features & requirements for a robust and strong proctoring system ensuring user privacy.

This research explores modern approaches to face recognition for user authentication.

Multi-factor Authentication (MFA) has been accessed as a more challenging option for any
attacker to break into a secure system through an unauthorized entry by either breaking
the account credential protection mechanism or bypassing the authentication factor. Using
more than one type of authentication factor in a cascaded manner invariably increases the
deterrence level for the attacker. To avoid adding further complexity to cloud computing
and its Identity and Access Management (IAM) system, this research endeavor would
achieve the desired MFA functionality without requiring additional or specialized hardware
or software for implementing MFA towards secure IAM functionality in a multi-cloud

environment.

Cloud computing is making its presence felt in all spheres of IT operations due to its

inherent advantages associated with this technology. However, it comes at a cost regard-
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ing computing complexity related to user Identity and Access Management TAM for the
cloud. The CSPs extend their services to the clients, called Tenants with their respective
IAM mechanisms. However, it is vulnerable to suffering the effects of SPF. Hence, a de-
centralized TAM solution is the need of the hour, which should have the functionality of

protecting users’ privacy in terms of safeguarding the Plls associated with the users.

Over time, many instances of spoofing attacks and impersonation attacks on secure ICT
systems have come to light. As a mitigation measure, the need for repetitive authentication
arises because once a user has successfully authenticated, they may still pose a security
threat if their credentials or access privileges are later compromised. For example, an
attacker may access a user’s account by stealing their login credentials or impersonating

them using stolen biometric data.

5.2 Background Literature Study

In today’s digital age, cloud computing has become essential to our daily lives. However,
a robust and secure identity authentication mechanism has become more crucial with the
increasing use of cloud services. Centralized identity authentication systems, which are
currently prevalent, are vulnerable to data breaches and cyber-attacks [123], which can

result in severe consequences for the user’s privacy and security.

Decentralized cloud identity authentication has emerged as a promising solution to ad-
dress this issue [124]. Unlike centralized systems, decentralized identity authentication
allows users to control their personal information and grants them greater privacy con-
trol functionality. Users can choose which personal data they want to share with service
providers. Their identity is verified using a more secure, tamper-proof, decentralized,

blockchain-based mechanism.

By providing users with greater privacy control and security, decentralized cloud identity
authentication can significantly enhance the overall security and privacy of cloud comput-
ing, making it more trustworthy and reliable. This technology can ensure that users have
more control over their data and identity, ultimately leading to a safer and more secure

cloud environment.
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Repetitive authentication helps to protect against various types of attacks, including brute-
force attacks, password-guessing attacks, and phishing attacks, which can compromise
the security of a system. By requiring multiple authentication factors, the system can
provide an additional layer of protection and increase its overall security. Nevertheless, the
system of challenge-response mechanism follows an authentication procedure by employing
a factor of authentication discussed in Chapter 3. It is observed that a user repetitively
responding to challenges of the authentication system creates a hindrance to the seamless
and uninterrupted operation of a successful logged-in user while continuing in an actively

logged-in user session.

Dynamic authentication is a security measure randomly requesting additional authentica-
tion from a user during a session, even after successful authentication. By adding a layer
of security, random authentication can reduce the risk of unauthorized access and protect
against data breaches [125]. Seamless random authentication can also provide a better

user experience than other forms of authentication or frequent re-authentication.

Continuous authentication is a security measure that involves continuously monitoring a
user’s behavior and activities to detect any unusual or suspicious activities that may indi-
cate an unauthorized user or an account takeover [126]. The need for continuous authenti-
cation arises from traditional authentication methods, such as usernames and passwords,
which are no longer sufficient to protect against the growing number of cyber-attacks and
security breaches. Seamless continuous authentication is also intended to provide a better

user experience than other forms of authentication or frequent re-authentication.

5.2.1 Traditional Approach

Traditional approaches in cloud authentication usually involve using usernames and pass-
words, as well as other authentication factors such as smart cards, biometric authentica-
tion, and token-based authentication. Details of their drawbacks are discussed in Table

5.1 for progressing our research.

If the requirement of specialized hardware can be overcome, it can prove advantageous
for the unique identification of a user with unique characteristics of the respective cloud

user. In addition to these traditional approaches, MFA is becoming increasingly popular
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Table 5.1: Limitations of Traditional Authentication Approaches

Approach| Functionality Limitations Ref
Password | Users are required to enter a unique user- | Passwords can be eas- | [127]
Approach | name and password combination to access |ily guessed, stolen, or
(Knowl- cloud resources. The username is usually | cracked by attackers,
edge) the user’s email address or a unique iden- | leaving cloud resources

tifier, while the password is a secret code | vulnerable to unautho-

that the user creates and uses to authen- | rized access.

ticate themselves.
Smart- The smart card or token, with an embed- | Implementing  smart | [12§]
Card or |ded microchip containing authentication | cards are costly and
Token- information, is inserted into a card or USB | complex, requiring
based reader, which reads the information on the | additional =~ hardware
Approach | card or chip and verifies user identity. and software. It can
(Posses- be lost or stolen
sion)
Biometric | Use of unique physical characteristics of | Biometric — data  is | [129]
Approach | the user, such as fingerprints, facial recog- | spoofable and cannot
(charac- | nition, or iris scans, to authenticate them. | be recovered once com-
teristics) promised. It requires

specialized hardware
and software.

Geo- Use of Global Positioning System (GPS) | Loss of GPS signal or | [20]
tagged signature or static IP address are used to | network failures makes
Approach | authenticate users. this useless.
(Loca-
tion)

in cloud authentication mechanisms. MFA involves using multiple authentication factors,
such as a combination of a password and a biometric factor, to increase security and
prevent unauthorized access. Above all, an MFA approach with a decentralized database
in the background would facilitate a secure and robust authentication means for a cloud

environment.

5.2.2 Self-Sovereign Approach

Self-Sovereign identity (SSI) is a decentralized identity management approach that al-
lows individuals to own and control their digital identity without needing a centralized

authority. The digital identity that is sovereign, decentralized, enduring, and portable
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is designed for real-world entities. It allows the owner to securely access various digital
services while protecting their privacy and giving them control over the management of
their identity [130]. The SSI approach for cloud authentication can provide greater pri-
vacy, security, and user control while improving interoperability, trust, and efficiency. The
main players of a standard SSI system are identity- Issuer, Holder, and Verifier, and their

interoperability is depicted in Figure 5.1.

An issuer is an entity that issues credentials to holders who own an identity and receive
desired credentials from the issuer. These credentials are held in a digital wallet and
presented to a verifier for verification purposes. The verifier is typically a service provider
that requests and verifies credentials using a trust relationship facilitated by a blockchain.
SSI has three key components: a blockchain or distributed ledger, a Decentralized Identifier
(DID), and Verifiable Credentials (VC). The blockchain is used to establish trust without
needing a third party, while the DID is a unique identifier linked to an identity created
independently and owned entirely by the identity owner. Verifiable Credentials are tamper-
evident and privacy-preserving credentials issued by an issuer and are linked to the identity
owner’s DID. The issuer’s digital signature can be verified for validity and verified through

their public DID on the blockchain.

The advantages make SSI an increasingly popular approach for digital identity manage-
ment and cloud authentication. SSI can provide several benefits for cloud authentication,

depicted in Table 5.2.

5.2.2.1 Sovrin Netwoking

The Sovrin Network, operated by a consortium called Sovrin Foundation, is based on a
public permissioned ledger, which means that unlike in a public permissionless blockchain,
anyone cannot operate the nodes. Instead, trusted institutions called Stewards are the only
ones allowed to operate nodes while adhering to the Sovrin Governance Framework (SGF).
Through this secure system, identity users can confidently publish their identity, transfer
their credentials, sign transactions, and control their keys and data in a peer-to-peer model.
The Sovrin blockchain serves as a platform for identity verification, and it operates under

a web of trust model that eliminates the need for centralized Certificate Authorities (CAs)
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Table 5.2: Advantages of SSI Authentication Approach

Ser | Characteristics| Advantages Ref
No
1. Efficiency SSI can improve efficiency by reducing the need for man-

ual identity verification processes, such as in-person ver- | [131]
ification or document review.

2. Interoperability | SSI enables interoperability between different cloud
providers and services, as users can use the same iden- | [132]
tity across multiple providers without needing to create
separate accounts for each one.

3. Privacy and Se- | SSI can enhance privacy and security for cloud authen-
curity tication by enabling users to control their own identity | [133]
data and share only the minimum required information
with cloud providers. This reduces the risk of data
breaches and identity theft.

4. Trust and Verifi- | SSI enables trust and verifiability by allowing users to
ability provide verifiable proof of their identity without reveal- | [134]
ing unnecessary information. This can reduce the risk of
fraud and increase confidence in cloud authentication.

5. User Control With SSI, users have complete control over their digital
identity and can choose what information to share with | [133]
cloud providers. This puts users in charge of their own
identity rather than relying on a centralized authority.

]
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Figure 5.1: Functioning of SSI Ecosystem
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to provide digital trust. The Sovrin SSI model is adaptable to distributed ledgers that

satisfy specific criteria and rely on verifiable claims to establish trust.

Hyperledger Aries m Hyperledger Aries | present | Hyperledger Aries
. Agent (Issuer) redential Agent (Holder) Credentials.  Agent (Verifier)

o /.

Distributed Ledger Network o

3

Hyperledger Indy Node Hyperledger Indy Node 8

5 5 23
5L Indy Plenum Instances Indy Plenum Instances § Z o
';T, Cloud g9 6!
Cloud Storage (Mapped Storage Cloud Storage (Mapped | ~ 7~ x
Locally) Locally) i

3

Figure 5.2: Hyperledger on Cloud for SSI Ecosystem

The Sovrin Foundation manages the Sovrin Network, an open-source framework designed
to offer users a decentralized and sovereign digital identity. The framework is based on the
Hyperledger Indy platform, which provides a comprehensive set of specifications, design
patterns, and terminology for developing decentralized digital identity solutions. The
Sovrin Network is a specific implementation of Hyperledger Indy, which is a distributed
ledger that is publicly accessible but requires permission to operate. The framework uses
other Hyperledger libraries, such as Aries and Ursa, which enable the provision of veri-
fiable digital credentials and a shared cryptographic library, respectively, as depicted in
Figure 5.2. Only trusted institutions known as Stewards are authorized to operate nodes
and participate in the consensus process, following the SGF. Using the Sovrin Network,
individuals can securely publish their identity, transfer credentials, sign transactions, and
manage their keys and data in a secure peer-to-peer model. All identity-related operations
within the Sovrin Network are governed by the SGF, developed by the Sovrin Governance
Framework Working Group (SGFWG) [135].
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5.2.3 Incorporation of MFA to SSI

SSI refers to a commonly accepted structure in digital identity that empowers individuals
with authority over their personal data and digital identity. SSI is a decentralized digital
identity model that enables individuals to own and control their identity without inter-
mediaries. MFA is a security measure that requires users to provide two or more forms
of authentication to verify their identity. SSI can incorporate MFA to enhance security
and protect user identity. SSI can incorporate MFA through biometric authentication,
one-time passwords (OTPs), or hardware-based tokens to strengthen security and protect

user identity.

One way SSI can incorporate MFA is through the use of biometric authentication. Biomet-
ric authentication relies on unique physical characteristics, such as fingerprints or facial
recognition, to verify a user’s identity. SSI can incorporate biometric authentication by
requiring users to provide a biometric sample, such as a fingerprint or facial scan, in ad-
dition to their SSI credentials. Another way SSI can incorporate MFA is through the
use of one-time passwords (OTPs). OTPs are codes valid for a single login session and
generated by a device or application. SSI can incorporate OTPs by requiring users to
provide a unique code and SSI credentials. SSI can also include MFA through the use of
hardware-based tokens. Hardware tokens are physical devices that generate a unique code
valid for a single login session. SSI can incorporate hardware tokens by requiring users to

have a token in their possession in addition to their SSI credentials.

In our research journey, we inferred that MFA is a user authentication security enhancer,
as each user can uniquely identify with biometric characteristics. Similarly, a distributed
approach for identification and user authentication addresses the problem of one point
of failure. To have a technically sound amalgamation of all the above three aspects, we

further explore and orient our research direction.

5.2.4 Factors for Re-Authentication

A traditional approach like Challenge Response mechanism is disturbing and distracting

to repeatedly ask a logged-in user in an active session to prove user authenticity. While
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Table 5.3: Suitability of Factors for Re-Authention

Factors for Re- | Required Extra Hard- | User Disturbed or Dis-
Authentication of | ware and Software tracted
User

Captcha No Yes
Fingerprint Scanner Yes Yes
Location Geotagging Yes Yes
Occular Based Method Yes Yes
OoTP Yes Yes
PIN Yes Yes
Retina Recognition Yes Yes
Smartphone Application Yes Yes
Smart Card Yes Yes
Thermal Imagery Yes Yes
Vein Recognition Yes Yes
Voice Recognition Yes Yes
Face Recognition No No

using the standard classical approach of "what the user knows", "what the user has", "what
the user is" or "where the user is", it would entail the requirement and use of additional
or specialized hardware and software. However, as concluded in Chapter 3, using a fitted
webcam would be a feasible option to achieve user re-authentication without distracting or
disturbing the logged-in user during an active session. This way, we can avoid asking the
user to remember and apply a password to prove "what the user knows". Also, the user is
not disturbed by any kind of pop-up message to read and enter OTP to re-authenticate.
Similarly, the user would not be disturbed to use the biometric fingerprint reader to re-
authenticate and prove "what the user is". Rather, the user must not be prompted to show
the user’s face to a biometric camera or retina reader during an active session. As such,
reading the user’s location from the system would not disturb the user but would entail

additional GPS hardware circuitry and associated software to prove " where the user is".
An analysis of the suitability of factors for re-authentication (within our objective of not

requiring additional hardware & software) is presented in Table 5.3.

Table 5.3 infers that Face Recognition can be used as a re-authentication factor for users
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without requiring additional hardware or specialized software. It is also expected not to
disturb or distract the user while logged in and during an active session. Hence, we explore
further details of the usage of webcams for seamless re-authentication of users during an
actively logged-in session without any pop-up message to disturb the user, like showing the
face to camera for face or iris biometrics. Instead, our further research is about exploring
and efficiently using the Original Equipment Manufacturer (EM) fitted webcam for user

facial biometric re-verification for repetitive re-authentication.

The preceding comparative analysis and explanation describe various MFA factors and
their effective applicability on the authentication system without disturbing the actively
logged-on user or device and requiring additional hardware and software. This meets the

defined Objectives mentioned at Chapterl, Objective 2 and Sub-Objectives 2b.

5.3 Research Gaps and Questions

The requirement of specialized hardware and software is an obstacle to adopting biometric-
based authentication as a part of MFA. The implementation of distributed ledger (DL)
approach has experimented in the form of blockchain. In the second or new generation of
blockchains, interfacing with user browsers or applications is usually done by deploying
smart contracts over the blockchain. Digital Identifiers(DIDs) have been promulgated by
the World Wide Web Consortium (W3C) to implement and interface with DL in a secure
environment. Implementing a Blockchain or DL over a Cloud Infrastructure would enable
the deployment of one or multiple Smart-Contract beneath the Blockchain for MFA imple-
mentation for user authentication. Research in biometric face recognition has seen many
advancements concerning image interpretation, face detection, and face recognition. This
research has established the suitability of face recognition without requiring specialized
hardware and software to incorporate it as a part of MFA. The possibility of interfacing
DIDs to DL for MFA applications is seen as a definite possibility for enhancing the security

posture of the user SSI authentication mechanism.

Research in the field of biometric face recognition has seen many advancements [136].

CNN-based face recognition is being explored to handle the drawbacks of classical methods
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effectively. The possibility of interfacing DIDs to DL for MFA applications is seen as
a definite possibility for enhancing the security posture of the user SSI authentication

mechanism.

From the above discussion, the following research questions have been formulated to be

answered in this research.

RQ5.1. How would biometric factors be effective in handling the MFA system for users?
RQ5.2. How can biometric user authentication in a repetitive mode in MFA be used for
securing user authentication in multi-cloud?
RQ5.3. How do we deploy multiple Smart-Contract in an integrated manner over a
Blockchain for IAM functionality, keeping security requirements and design goals in mind?
RQ5.4. How can we implement an efficient and continuous MFA for enhanced security

towards user authentication in the multi-cloud scenario?

5.4 Proposed Approach of Multi-Factor Authentication

Considering a system that uses MFA with N factors, each factor is denoted by a random
variable Xi, which takes values 0 or 1. The value 1 represents a successful authentication
for the i-th factor, while 0 represents a failed authentication. We can assume that each Xi is
a Bernoulli random variable with parameter pi, representing the probability of a successful
authentication for the i-th factor. The overall probability of successful authentication for

the MFA system can be modeled using Equation 5.1.
P(AuthenticationSuccessful) = P(X1=1,X2=1,..,XN =1) (5.1)

This equation represents the joint probability of all N factors being successfully authenti-
cated. Assuming that the authentication factors are independent, we can use the product

rule of probability to expand Equation 5.1 as Equation 5.2:

P(AuthenticationSuccessful) = P(X1=1)*« P(X2=1)*..x P(XN =1) (5.2)
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This equation represents the probability of successful authentication as the product of the

probabilities of successful authentication for each factor.

We can use various models depending on the specific authentication method to calculate
the probability of successful authentication for each factor. For example, we can use a
statistical model for password authentication or a cryptographic model for token-based
authentication. In this research, we prefer using cryptographic means for added security

in the overall MFA process.

5.4.1 Use of Biometric

Since it uses users’ unique characteristics, biometric authentication can be highly secure.
However, it can also be subject to spoofing attacks. Similarly, malicious insiders (users)
can pose threats for impersonation attacks. It can also be triggered for the negligent

sharing of the respective user credentials among the users.

Biometric authentication systems can incorporate various techniques, as listed, to handle

spoofing attacks:

1. MFA: Biometric authentication can be combined with other forms of authentication,

such as a password or a security token, to increase the system’s overall security.

2. Liveness Detection: This technique uses advanced algorithms to ensure that the
biometric data presented to the system is from a live person and not a static image

or a recorded video.

Similarly, To handle impersonation attacks, biometric authentication systems can use

techniques such as:

1. Identity Verification: This involves verifying a user’s identity against a trusted iden-
tity database, such as a government-issued ID, to ensure they are who they claim to

be.

2. Repeatative Authentication: This technique involves monitoring the user throughout
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the authentication process, using machine learning algorithms to detect anomalies

or suspicious behavior.

3. Multi-modal biometric authentication: This involves using multiple biometric modal-
ities, such as fingerprints, facial recognition, and voice recognition, to increase the
accuracy of the authentication process and make it harder for attackers to imper-

sonate a user.

Incorporating these techniques can help increase the system’s overall security and mitigate
the risks associated with these types of attacks. Within the declared limitations of the
scope of this research, features like repetitive re-authentication as well as liveness check
features related to facial recognition are further explored. This answers the Question

No 5.3.

5.4.2 Dynamic MFA (D-MFA)

Spoofing attack is a known concern with facial recognition. It is needed to ensure that
it only authenticates the trusted individual user and that they are active for the whole
active system log-on session. To deal with this impersonation attack, we propose to use

the approach of Dynamic-MFA (D-MFA) authentication, as depicted in Equation 5.3

t=rand t=rand

F(z)=ka)() D Ub)[) D> mlc) (5.3)
t=0 t=0

F(x) is Multi-factor System Authentication Function over user x with a resultant Boolean
Value. k(a) is the First Authentication Factor Function with input value al and so on.
1(b) is the Second Authentication Factor Function with the input value bl and so on.
m(c) is the Second Authentication Factor Function with the input value c1 and so on, for

its applicability in general, to third and subsequent factors for authentication.

It is the process of authenticating users frequently and dynamically during live sessions.
The dynamic authentication system would also check for the liveness factor during each
image recognition step, which in turn verifies the authenticity of the user. The system

architecture of the D-MFA System is depicted in Figure 5.3.
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Figure 5.3: System Architecture of D-MFA

5.4.3 Continous MFA (C-MFA)

Impersonation attacks, which fall under phishing attacks, are a known concern with facial
recognition. It is needed to ensure that it only authenticates the trusted individual user
and that they are active for the whole active system log-on session. To deal with this
impersonation attack, we propose using the Continous-MFA (C-MFA) authentication ap-
proach, as depicted in Equation 5.4. The uniqueness of this face recognition-based MFA
is that the face recognition operation is modular. Depending on the need for its function,
a particular module like Frame Difference, Face detection, Face Recognition operations,
as depicted in Figure 5.4 are performed without disturbing the logged in user in any

F(z) = k(a) m iol(b) ﬂ iojom(c) (5.4)
=0 =0

F(x) is Multi-factor System Authentication Function over user x with a resultant Boolean
Value. k(a) is the First Authentication Factor Function with input value al and so on.
1(b) is the Second Authentication Factor Function with the input value b1 and so on. m(c)

is the Second Authentication Factor Function with the input value cl and so on, for its
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applicability in general, to third and subsequent factors for authentication.

The research conducted by [120], [121], [137], and [138] aims to design architectures that
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Figure 5.4: System Architecture of C-MFA

are lightweight and accurate for face verification in unconstrained environments, with a

special emphasis on speed of detection and verification.

The above explanation describes the usage of biometric user authentication in a repetitive
mode in MFA, which can be used for secure user authentication in multi-cloud. This

answers the Research Question 5.3 mentioned in Chapter4.

Table 5.4 compares these architectures, stating the distinct advantages and disadvantages.
In this research, it is proposed that a permissioned blockchain-based MFA implementa-
tion uses OEM-fitted webcam for user recognition with facial biometrics. The proposed
approach is DID-enabled, integrating multiple smart contracts for interfacing with the DL

of the Blockchain network.
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Table 5.4:

Comparative Analysis of Optimised Face Verification Models

Model

Advantages

Disadvantages

FaceNet+ [120]

Shows good performance in un-
constrained conditions

Performance of Facenet models
are not as good as VGG-based
models.

2-tier Face [121]

Lighter Mode with 9.2M param-
eters

Faster speed for positive case

More computation on Edge de-
vice

Private training database

Face verification

Sift Descriptors offers robustness

2 weeks training time with GPU.

without align- | to rotation.

ment [137]

MixFaceNets Extremely Fast and Lightweight | Less focus on robustness to un-
[138] model (1 to 3M parameters de- | constrained settings

pending on the version)

5.4.4 Selection & Implementation of Blockchain

Second-generation blockchain is chosen to take advantage of the inherent security as-
pects of the blockchain and for effective interfacing with the DL in the dynamic envi-
ronment. Many organizations have progressed towards implementing identity solutions,
namely Sovrin, uPort, OLYMPUS, SelfKey, Blockstack, Civic, ShoCard, lifeID, and Multi-
Chain. We preferred choosing an open-source solution that has been well documented and
the availability of research papers and white papers on the particular solution approach.
Opensource implementation of second-generation blockchain is done using Hyperledger
and is well documented. As a stable solution, it is incorporated into our present research
work. Different flavors of Hyperledger customized for specific operations are also proposed

to be used, as depicted in Figure 5.2.

5.4.5 Interfacing with DL for MFA System

Interfacing with a distributed ledger for implementing Multi-Factor Authentication (MFA)
can be done through various mechanisms depending on the specific distributed ledger
technology being used. One common approach is using a blockchain-based identity man-

agement system incorporating MFA functionality. In this system, the distributed ledger
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is used to store and manage identity data, such as public keys and authentication tokens,

while MFA provides an additional layer of security for identity verification.

To implement MFA using a DL and DIDs, users may be required to provide multiple
forms of authentication, such as a password or PIN, a fingerprint or face scan, and a
cryptographic key or token. This information is then stored on the distributed ledger
and can be used to verify the user’s identity when they attempt to access a resource or

service.

Another approach is to use a smart contract-based system that incorporates MFA func-
tionality. In this system, the distributed ledger executes and enforces the MFA rules and
policies specified in the smart contract. The smart contract can be programmed to re-
quire multiple forms of authentication, such as a password and a cryptographic key, before
granting access to a resource or service. For our research, we have opted to use a smart

contract.

The above describes interfacing between the MFA system using the DL approach with SSI

towards MFA implementation.

5.4.6 Implementation & Integration of Multiple Smart-Contract

A smart contract is a self-executing contract with the terms of the agreement between
multiple entities being directly written into lines of code. The code and the agreements
contained therein exist on a blockchain network, allowing for automated execution of the
terms of the contract without the need for intermediaries. In the present research, we have
adopted a smart contract each for the respective tasks to be handled independently in an
integrated manner. Various tasks that are expected to be handled by smart contracts are
(a) Storage and retrieval of user credentials for verification operation in the authentication
process. (b) Storage and execution of authentication in terms of facial biometric verifica-
tion. and (c) Accessing the storage location for the associated resources access control as

part of the authentication process.

A unique mechanism for integrating the execution of smart control deployed over the

DL containing the user details regarding credential and facial biometrics is proposed for
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implementation, as depicted in Figure 5.5. This unique mechanism is based on RFC
7519-based protocol, which describes the JSON Web Token (JWT) format. JWT is a
compact, URL-safe means of representing claims to be transferred between two parties.
These claims can be used to authenticate, authorize, or share information between parties,

which answers RQ1. The JWT format consists of three parts, namely, a header, a payload,

Ethereum Wallet

CSP User
8. Decrypt tokenand < 10. CSP request verification to user 2. User establi?h
compare with original 7. Encrypted random no as well as TOKEN 5C1, enter login

token. name.

Figure 5.5: Integration of Multiple Smartcontract Deployed over Ethereum

and a signature. The header contains information about the token type and the algorithm
used to sign the token. The payload contains the claims or statements about the entity that
is authenticated. The signature is used to verify the token’s integrity and ensure that it has
not been tampered with. The JWT format is widely used in modern web applications and
APIs to transmit authentication and authorization information between parties. JW'Ts
are often used with OAuth 2.0 and OpenID Connect to enable secure and decentralized

authentication and authorization flows. This answers Research Question 5.3.

5.4.7 Security Requirements & Design Goals

The design goals of an MFA solution using Ethereum and Smart Contracts should pri-
oritize security, privacy, decentralization, accessibility, interoperability, scalability, and
auditability to provide a robust and reliable system for identity verification and authenti-
cation as enlisted in the Table 5.5. Our design goal is to suggest a method that offers a

comprehensive structure to guarantee the utmost protection of cloud users’ privacy. Pre-
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Table

5.5: Design Goals of Blockchain-Based MFA Solution

Ser

Criteria

Desirable Details

accessibility

The MFA solution should be accessible and easy to use for all
users, regardless of their technical expertise or physical ability.

Auditability

The MFA solution should provide a transparent and auditable
system of record for all authentication requests and transactions,
which can be used to detect and prevent fraud or unauthorized
access.

decentralization

The MFA solution should leverage the decentralized nature of
Ethereum and Smart Contracts to eliminate the need for a cen-
tralized authority or intermediary for identity verification and
authentication.

interoperability

The MFA solution should be interoperable with other
blockchain-based identity management systems and should ad-
here to industry standards and best practices.

privacy

The MFA solution should protect the user’s privacy by minimiz-
ing the collection and storage of personal data and ensuring that
any data that is collected is encrypted and secure.

scalability

The MFA solution should be scalable to handle a large volume of
authentication requests and should be able to support multiple
use cases and applications.

security

The MFA solution should provide a high level of security by in-
corporating multiple factors of authentication, such as something
the user knows (Password), something the user has (Smart-card),
and something the user is (Biometric Data).
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serving users’ privacy, including their personal information and identity, is critical in the
cloud environment. Moreover, the usage of OEM-fitted webcams fulfills the condition of

not requiring specialized hardware and software, which answers RQ2.

5.5 Implementation and Evaluation

For face recognition, we followed the integration of face recognition and livenessnet to
achieve simplicity, better accuracy, and liveness detection all in one go for the reasons

mentioned below.

1. Face Recognition: This is the simplest face recognition library for Python based on

deep learning. It achieves an accuracy of 99.38 % on the LFW dataset.

2. Livenessnet (liveness detection model): This model is based on deep convolutional

neural networks and has an accuracy of almost 100 % ¥ in liveness detection.

The system implementation starts with simple steps for user registration, as mentioned in
system modeling. The detailed procedure followed for User Registration is presented in
Algorithm 1.

D-MFA implementation is the core concept of our work, which dynamically implements
MFA in a randomly chosen time interval, which helps ensure the detection and prevention

of impersonation attacks. The algorithm of D-MFA is presented in Algorithm 1.

As a separate approach for this research, C-MFA implementation is the core concept of
our work, which continuously implements MFA without disturbing logged-in users. It
also helps ensure the detection and prevention of impersonation attacks. The conceptual
algorithm of C-MFA is presented in Algorithm 2. The schematic diagram of C-MFA is

presented in Figure 5.4.

Shttps://pyimagesearch.com/2019/03/11 /liveness-detection-with-opencv/
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Algorithm 1 Dynamic Multi-factor Authentication (D-MFA)

—_
=}

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:

Initialize, H <— Boolean, & (F, G, RAND, PCOUNT and FCOUNT) «+ 0
Prompt for User Id and Password

Read User Id and Password (as x1)

It (F(x) = f(x1))

Password Verification success

Set F < 1 and switch to Step 12.

Else PCOUNT=14+PCOUNT

EndIf

While PCOUNT <4

Go to Sep 3.

: Authentication Failed and Prompt Auto Save Current Work and Forceful Logging Out

of User.

Initiate camera for Face Recognition

Read User Id and Face Biometric (as y1)

If G(y) = g(yl) Set G + 1

Else Set G+ 0

EndIf

IfFrF>1

Authentication Successful if H = F |J G is TRUE and wait until Logging out by User
Generate Random No between 60 and 180

RAND + RandomNo

While FCOUNT < 4

For FCOUNT = 1+FCOUNT Do RAND = RAND/2
Go to Step 20.

EndWhile

EndIf

While RAND > 2, RAND = RAND-1

Go to Step 13.

EndWhile
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Algorithm 2 Continous Multi-factor Authentication (C-MFA)

— =
N = O

13:
14:
15:

16:

17:

18:
19:
20:
21:
22:
23:
24:
25:
26:

27:
28:

Initialize H < Boolean, & (F, G, RAND, PCOUNT and FCOUNT) «+ 0
Prompt for User Id and Password

Read User Id and Password (as x1)

It (F(x) = f(a1)

Password Verification success

Set F=1 and switch to Step 21.

Else PCOUNT=14+PCOUNT

EndIf

While PCOUNT < 4

Go to Sep 3.

: EndWhile
. Authentication Failed and Prompt Auto Save Current Work and Forceful Logging Out

of User

Initiate camera for Face Recognition

Read User Id and Face Biometric (as y1)

If Change in captured — frame detected, then check for Face Detection in New —
Frame,

Else generate RANDOM —TIMEFE and wait for RANDOM — TIME for face image
capture activation.

If Face Detected in captured — frame, Do Face — Recognition for G(y) = g(y1) AND
Single — Face is detected in frame.

Else RAND < 0, and Initiate — I'mage — Capture

EndIf

IfG(y) = g(yl) Set G =1

Authentication Successful if H = F |J G is TRUE and wait until RANDOM time.
Go to Step 14.

Else

FCOUNT = 1+FCOUNT

While FCOUNT < 4

Authentication Failed and Prompt Auto Save Current Work and Forceful Logging Out
of User

EndWhile

EndIf
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5.5.1 Experimental Setup

The experimental setup for this research implementation and testbed provisioning is done
in a phased manner. In the first phase, Local implementation is done. Subsequently, its

porting to the cloud environment is done as discussed below.

1. Local Implementation: Every application is first implemented on a local system
before it is ported to the cloud. A similar procedure is followed for implementing
our solution. The testbed of the system on which the application is implemented is

as follows:

Operating System: Windows 10 (Version: 21H1).

Processor: Intel(R) Core(TM) i5-9300H CPU @ 2.40GHz

RAM: 16.00 GB

HDD: 1 TB

A Linux virtual environment (WSL 2) is also used. The Windows Subsystem for
Linux (WSL) lets the user run Linux command-line applications, tools, and utilities
directly on top of Windows. The Linux distribution used for our implementation is

Ubuntu 20.04.

2. Hosting the application on the cloud. For ease of use and convenience of imple-
mentation, we decided to host the application on Azure Cloud and Google Cloud
environments. To host the application to the cloud, we first built our ReactJS code.
We have developed the code as a part of different files, and when the user opens a
webpage on our app website, it will require an additional HTTP request to access
the additional JS/CSS file, which will decrease the overall performance. To deal with
that, we built our app that merges all JS into one file, CSS into one file, and HTML
into one file. It will also compile the JSX components of the react application into
native HTML and CSS. A DockerFile is created inside the root folder of the app.
It establishes the fact that we will need Python 3.7 for our app. It then creates a

directory inside the docker container as the app and copies all files from the current
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directory into it. It then sets up the system and installs necessary packages like
cmake and wheel, which are needed before a required file is installed. Then, we built
an image from that Docker file and pushed that file into the Azure and GoogleCloud
container registry. We executed the Docker Desktop app running for that which is

running on the WSL2 backend.

5.5.2 System Implementation

The technical stack followed for the application is as follows:

1. Client End:
(i) A JavaScript library called ReactJS is used. It is a declarative, component-based
library that uses XML-like syntax called JSX(JavaScript XML).
ii) Most of the React code is written in JavaScript.
iii) HTML code is written as a part of JSX inside React.

(
(
(iv) CSS is used for styling the components and is imported inside the React file.
(v) Node is required to run JavaScript outside the browser.

(

vi) The node version used for this implementation is v14.18.1

2. Server End:
(i) Hyperledger Indy and supported APIs for DL and Ethereum environment imple-
mentation.
(ii) A Python-based web framework called Flask is used. It is a WSGI web app
framework to support DDI, a unique identifier.
(iii) The Python version used is 3.7.0
(iv) OpenCV and Dlib face recognition package.
(v) Amazon EC2 instance and Azure virtual machine for installing and configur-
ing HyperledgerIndy over Apache CloudStack 4.17.2 implementation for multi-cloud

environment testbed.

3. Database:
(i) Azure storage account Table Storage for storing the user details.

(ii) Server/Local File System to store binary data like images, PDFs
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5.5.3 System Model

The reasons for choosing a secure web-based interface for this MFA-based solution are

its

versatility and ease of use in a cloud system environment. A broad description of the

system model is as follows.

1. For Sign-up: Registration details of the user as per Algorithm 3.
Capture the face image of the user in the user database.

Register the face of the user.

2. For Log-in(WIth MFA): Enter Credentials.
Capture face and verify user face to make user logged in.
The user is not logged in if either the credential is incorrect or face verification does

not match.

Algorithm 3 User Registration

ot

Prompt for User 1d

Verify for Unique User Id

If (UId(is — NOT — Unique)) Prompt as User Exists and Enter Unique Uld

Else (Uld(is — Unique)) Prompt and capture Password as per Policy

EndIf

IfPasswordis— NOT — (as — per — Password — Policy) Prompt to re-enter password
as per Policy

ElseSaveEncrypted — Password — in — Server

8: EndIf

10:
11:
12:

Prompt for User Facial Biometric

Initiate camera for Facial Image Capture

Capture User Facial Biometric Images in desired angles AND Map with its User Id.
Prompt to Save Captured Biometric Picture Set of User in Server and Exit

In

addition, aspects of secure web access and associated distributed databases, along with

their connectivity for the secure web interface, is a crucial consideration while implement-

ing this research work.
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5.5.3.1 Multi-Cloud Testbed & Distributed Database Mapping

The testbed was implemented in a phased manner. Phase I comprised of In-Premise
Cloud; in Phase II, AWS cloud infrastructure was integrated. In this phase, 16 nodes of

Ethereum mapping were done over the EC2 instances, as depicted in Figure 5.6.

5.5.3.2 User Interface

The designed user interface provides a facility for user registration and Dashboard. The
user registration process comprises two passes. Firstly, the user credential checks for
uniqueness and storing credentials and subsequently, as verified by Algorithm 3, captures
and stores the facial characteristics of the associated user. The Dashboard is presented
to the user after successfully verifying credentials in the login process. Secondly, facial
verification of the user takes place along with a liveness check by the system. The face

recognition check phase of the authentication process interface is depicted in Figure 5.7.

5.5.4 System Threat Analysis

Threat analysis for the system was done by envisaging the different situations regarding
MFA using the system. The following scenarios are created and followed with specific

reference to face recognition and its effect on users’ login using MFA:

1. Login with an actual face: The user gets authenticated and logged in to the system.

Subsequently, the user gets successfully verified every time.

2. Login with user’s face image: The user gets authenticated and logged in to the

system. Subsequently, the user gets successfully verified every time.

3. Login with the wrong face image: The face recognition algorithm tries to match
the user with the stored image, but the face does not match, so the server sends a

negative response, and the user cannot log in.

4. Login with an actual face, but the user switches to a face image after login: The
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Figure 5.6: System Model of D-MFA & C-MFA Over Multi-Cloud Testbed with Distributed
Database Mapping
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Face Verified... Logging you in!!

Veriving face...

Flease wait..,

Figure 5.7: Login interface for Face Recognition using D-MFA as well as C-MFA

Verification succeeds successfully. The swapped user continues to be logged on and
access the system resources. However, the swapped user can’t log on afresh after

logging out or after the previous successful login session ends.

Threat modeling was done by envisaging the different situations regarding MFA using the
system. The following scenarios are created and followed with specific reference to face

recognition and its effect on users logging in using MFA.

1. Login with an actual face (live user): The user gets authenticated, dynamic & repet-
itive authentication runs flawlessly in the background every few seconds, and the

user gets successfully verified every time.

2. Login with user face image: The liveness detection algorithm detects that the person
in the image is not an actual person but an image of the user. It sends a negative
response to the client side, and the user cannot successfully log in (complete both

authentication steps).

3. Login with the wrong face: The face recognition algorithm tries to match the user
with the stored image, but the face does not match, so the server sends a negative

response, and the user cannot log in.

4. Login with an actual face (live user), but user switches to a face image after login:
The Verification succeeds successfully. However, when the verification endpoint is

called every few seconds, the liveness detection fails every time now. Once it fails
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three consecutive times, the system logs out the user, and the user log-on session

ends.

5.5.5 System Evaluation

Initially, the proposed solution for the SSI-based MUF was implemented in an in-premise
private cloud testbed with OpenCYV as a face recognition algorithm as part of MFA. During
implementation, after successful registration and authentication with one and the first user,
the registered user density was incremented in phases to observe the system performance.
This scalability aspect of our SSI-based MFA implementation was studied with 2, 8, 64,
512, and 2048 registered users. However, due to lab limitations of available 16 terminals,
running 04 virtual machines each, in our testbed, 64 users could concurrently log in through
the respective terminal browsers to study the system performance while the evaluation was
done for 512 and 2018 registered users. The system was implemented in a phased manner,
with SFA (Username-password-based) in the first phase, and the system performance
was studied. Subsequently, the MFA (with Face Recognition) was implemented after
integrating the third smart contract assigned to handle the face recognition factor of
authentication on being deployed over the user authentication system blockchain in the
Ethereum environment. The observed performance of the system in terms of time taken
for user authentication is depicted in Figure 5.8. The authentication time obtained for
SFA ranged up to 69 milli sec, whereas with SSI-based MFA in action, the time required
for MFA was 70-71 milli seconds, respectively.

The processor load of the in-premise cloud server was checked for SFA and MFA sepa-
rately by incrementing the registered users from 2 to 2048 in a phased manner with a
maximum 64 number of active logged-in users at any time. The processor utilization %
obtained for SFA ranged up to 4.6%, whereas with SSI-based MFA in action, processor
utilization for MFA was also 4.6%, showing consistent performance at almost all the stages
as depicted in Figure 5.9. Subsequently, the solution was graduated for implementation
over multiple commercially available clouds testbed for the SSI-based MUF. The virtual
servers of the commercial CSPs were used to avail the TaaS facility to install and configure
the HyperledgerIndy for cloud setup over CloudStack with Ethereum Blockchain. The

installed cloud utilized the secure storage and retrieval of user credentials and biometric
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photos of the corresponding users. Processor utilization of the virtual machines configured
as cloud servers over the Azure and AWS setup was also monitored with Azure Monitor
and Amazon CloudWatch, respectively, in a phased manner with scaling up of registered
users in phases with a maximum of 64 users being concurrently logged in as depicted in

Figure 5.10.

Similarly, the latency involved in the MFA of Multi-cloud setup over the internet connec-
tion with a 100MBPS leased line internet connection was also observed. Observed latency
for the CSPs configured locally over Azure and AWS are depicted in Figure 5.11. It is
observed that both Azure and AWS virtual server-based configured CSPs provide SSI-
based MFA for user authentication in the time range of 164 to 172 milliseconds, including
network latency for MFA in the testbed. Simultaneously, on the same setup, SFA, with

latency time, was in the range of 110 to 131 milli sec for 2-2048 users registered setup.
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Figure 5.10: Processor Utilization with Azure & AWS Based Cloud Server for MFA

The proposed scheme’s security is evaluated using a formal analysis of Burrows, Abadi, and
Needham (BAN) logic, informal security analysis, and model checking using the AVISPA
tool. It uses Transport Layer Security (TLS), a security protocol that provides privacy and

data integrity for Internet communications. Implementing TLS is a standard practice for
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Figure 5.11: Authentication Time Over Azure & AWS Based Cloud Server for SFA & MFA

building secure web apps. Security Protocol ANimator (SPAN) for AVISPA was used for
the analysis. A relevant screenshot is presented in Figure 5.12. The analyzed observations

from the testing and its results discussed above are:

1. The Web application is quite secure from various security attacks like injection,

cross-site scripting, etc.

2. The application is optimized for unique identification with DID, having SSI func-
tionality

3. The application is optimized concerning response times and its continuous flow

4. The combination, blockchain powered multi-factor authentication (B-MFA system)

is successful both with regards to performance and security
5. The approach can deal with a DoS attack scenario

6. The approach is not able to deal with an impersonation attack scenario
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Figure 5.12: SPAN Output Screenshot of AVIPSA Security Analysis Tool

The implemented system has been extensively tested following detailed threat modeling.
The results have been analyzed for a deterministic conclusion based on its outcome. Below

are the testing mechanisms that are followed.

5.5.6 Security Scanning using ZAP

OWASP ZAP is an open-source security scanner for web applications. It can run active
scans of various kinds on a website. A screenshot of the test results obtained is presented
in Figure 5.13. The following tests were done to test the application, which resulted in no

security alerts.

(i) Client Browser

(ii) Information gathering

(iii) Injection
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(iv) Server Security

(v) Other Miscellaneous aspects
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Figure 5.13: ZAP Test Report of D-MFA & C-MFA with Multi-Cloud Testbed

5.5.7 API Response Time Patterns

To find the response time of the APIs, we called the APIs 15 times with different users
logging in. The response times were noted to get the average response time in milliseconds
(ms). It shows that face verification takes the maximum time with an average of 1000 ms
(1 second). All of the other APIs take less than 1 second to respond. This face verification
endpoint is called during logging in (second step of MFA) and dynamically in the backend
during the user’s logged-in time. So, on average, it takes around 1 second to verify the

authenticity of the user. Details of respective patterns for various phases and constituents

of D-MFA and C-MFA are presented below.

The response to a set of fifteen different users was obtained to study the system’s overall
response towards user sign-up comprising both the discussed phases. The user sign-up took
an average of 250 microseconds. For face registration as a part of User registration, we
captured five different input images of the concerned user. We studied the capture patterns
and time of response for different users, considering fifteen other instances. Each face

registration as part of user registration takes an average of 150 microseconds. Figure 5.14
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gives the user registration Sign-up response trend and the Face registration response trend

in our testbed for D-MFA and C-MFA as a response comparison. We studied the D-MFA
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Figure 5.14: User Registration Response Time & Face Registration Response Time for D-MFA
& C-MFA with Multi-Cloud Testbed

and C-MFA signing-in responses of fifteen different users. Once registered, the average
response time for user sign-in is approximately 400 milliseconds. D-MFA and C-MFA
activate the face verification functionality in a repetitive or continuous manner to check for
the genuineness of the user present in the camera frame and process the facial recognition
function. Specifically, the response of this function that runs in the background, without
disturbing user functionality of logged-in users during the login session, is studied for fifteen
different users. Figure 5.15 presents the response trend of signing-in of users obtained

for our system and repetitive face verification. = Performance monitored the processor
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Figure 5.15: User Sign-in Response Time & Face Verification Response Time for D-MFA & C-
MFA with Multi-Cloud Testbed

utilization using D-MFA and C-MFA at various registered users and for varied CSPs

configured for the Multi-Cloud environment being explored. We also monitored the latency
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Figure 5.16: Processor Utilization and Latency for D-MFA & C-MFA with Multi-Cloud Testbed

observed in our testbed of the Multi-Cloud environment by uploading an 8 MB pdf file to
the cloud storage. Figure 5.16 presents the response of the Multi-Cloud testbed regarding
processor utilization as well as latency noticed.

Evaluation of the security of the proposed scheme is conducted using formal analysis of
BAN logic, informal security analysis, and model checking using the AVISPA tool. The

results obtained are almost the same as that covered in Chapter 4.

The solution using the D-MFA method can handle spoofing and impersonation attacks
to a greater extent. The tests were conducted under varying ambient light during face
recognition, users with and without spectacles, and the same user with and without beards
& mustaches. However, the need to enhance the mechanism’s efficiency arises to have a
full-proof solution to this problem and secure user authentication for Multi-cloud scenarios.
From the output of C-MFA in terms of processing load, it is evident that C-MFA is more
efficient than the D-MFA approach. However, latency is almost similar in both cases.
It is also inferred from the discussed fifteen instances of experiment that both D-MFA
and C-MFA approaches are scalable, and performance is consistent with scaling up the
number of registered users along with configured CSPs over the Multi-Cloud testbed. This
answers Research Question 1.3 mentioned at Chapterl, under the preview of

user authentication.
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5.6 Chapter Summary

The implemented system operated flawlessly with consistent performance in terms of pro-
cessor load, registration time, and authentication time taken, as designed to provide secure
user authentication and secure access to the system resources in a user-friendly manner.
The SSI approach for efficient user authentication as part of MFA was checked. From
the research mentioned earlier, we observed that despite all SSI and DL-based security
measures in place, there was a successful login with legitimate users’ photos when used
as a part of the MFA process. It is akin to bypassing all effective system measures and
requires a liveness test as an anti-spoof measure for the users trying to log on to the sys-
tem. Similarly, after a successful log-on, when the legitimate user, who initially logged in
successfully with desired credentials and with verification of the original face, got swapped
with another (duplicate) user, the system could not detect such an act. Accordingly,
re-verification of logged-in users has been performed with the CNN-based MixFaceNets
method, which was incorporated as a part of the C-MFA and D-MFA process to ensure
the liveness check of logged-in users along with an effective means required to detect and

check impersonation attacks on the system.

In the present scope of research, biometric face recognition has been used efficiently as
a factor for authentication in the MUF process. It has been able to prevent spoofing
and impersonation attacks effectively. Strong and inherent security mechanisms of DL
using the secure interface, incorporating the DIDs, have been successfully implemented

for secure user authentication for a Multi-Cloud environment.

After achieving the scope and desired results of MFA-based secure user authentication with
DLT, further identification details for devices in the CoT environment are also explored.
With MFA for secure authentication of users in the present chapter, it is observed that
similar mechanisms and advanced techniques are needed to develop a secure authentication
system for the secure authentication of devices of the CoT ecosystem. Networking Device
Media Access Control (MAC) number-based unique identifier has been identified as a

unique factor to be used for MFA for devices in the CoT environment.

Nowadays, with the advent of new technologies, an additional factor for authentication

is also emerging. It can be explained in terms of " What the User does". The research
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community is exploring this aspect regarding various machine learning algorithms for
pattern generation and pattern recognition associated with usual user behavioral patterns

like mouse movement, eye blinking, the pattern of browsing web pages, etc.
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Multi-cloud Environment

6.1 Introduction

The rise of Internet of Things (IoT) has led to an increase in the number of devices ac-
cessing the Internet, including wireless sensor networks (WSNs) that collect data from the
environment and transfer it to central locations. WSNs are used in smart cities, agricul-
ture, healthcare, and more. These sensors have limited resources and are mobile, typically
consisting of a microcontroller, communication devices, and a power supply unit. A cen-
tral node is often required to connect the WSN to the Internet using the IP protocol. IoT
applications require adaptability, scalability, collaboration, and lightweight yet effective se-
curity measures. Combining [oT with Cloud computing can effectively manage the large
volume of data generated by these sensors. All IoT applications require certain features,
such as the ability to be highly adaptable, scalable, and able to collaborate with various
stakeholders. Additionally, there is a need for security measures that are lightweight yet
effective [139]. The sheer volume of data generated by these sensors can be overwhelm-
ing, but combining IoT with Cloud computing can provide an effective solution to this

problem.

From the security point of view, IoT encounters several factors which have a direct rela-
tionship with its functional efficiency. Security measures show exponential effect if the loT
devices are used as constituents of a Cloud of Things (CoT). Table 6.1 highlights some of

the prominent factors with respect to IoT and its security.

The majority of IoT devices face limitations when it comes to memory, computation,
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Table 6.1: IoT Security Factors

a secret code to protect it from
unauthorized access.

IoT Security- | Description Examples

Factors

Authentication | The process of verifying the iden- | Passwords, biometric authentica-
tity of a device or user. tion, two-factor authentication.

Authorization | The process of determining what | Role-based access control,
actions a device or user is allowed | attribute-based access control,
to perform. mandatory access control.

Encryption The process of converting data into | Advanced FEncryption Standard

(AES), Secure Sockets Layer
(SSL), Transport Layer Security
(TLS).

Data Privacy

The protection of sensitive data
from unauthorized access or disclo-
sure.

Data anonymization, data mask-
ing, and data encryption.

rity incidents.

Device  Man- | The process of monitoring and con- | Firmware updates, device inven-
agement trolling IoT devices to ensure their | tory management, device access
security and proper functioning. control.
Network Secu- | The protection of networks from | Firewalls, intrusion detection sys-
rity unauthorized access and attacks. |tems, virtual private networks
(VPNs).
Physical Secu- | The protection of physical as-| Access control systems, surveil-
rity sets and infrastructure from theft, | lance cameras, and physical barri-
damage, or unauthorized access. ers.
Incident Re- | The process of detecting, respond- | Security incident and event man-
sponse ing to, and recovering from secu- | agement (SIEM), incident response

planning, forensic analysis.

and power. As a result, conventional security protocols are inadequate in ensuring their

protection. The 2016 Mirai botnet attacks were a clear illustration of how vulnerable

IoT networks can be without proper security measures in place [140]. The widespread

implementation of IoT in sectors such as the Military and Healthcare has made it even

more essential to safeguard data privacy and guarantee top-notch security. In IoT-cloud

systems, it is necessary to have an Identity and Access Management (IAM) protocol that

is lightweight, scalable, and secure.
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6.1.1 loT Authentication

The process of IoT authentication is utilized to ensure the security of data and manage
access as it moves through an unsecure network by verifying the identities of IoT systems
and technologies. This involves identifying and authorizing users, devices, and applications
and restricting access to only those who are authorized and trustworthy. The use of
authentication in IoT also helps prevent unauthorized access and impersonation of users
by attackers, thus protecting sensitive data such as medical health records and sensor
readings [141]. To secure IoT communications, there are many different methods available

for achieving effective and reliable authentication.

6.1.1.1 Authentication with One Factor

Authentication using only one factor for credential verification in IoT applications and
platforms has a significant drawback. This type of authentication is susceptible to brute
force attacks, which can lead to the theft of user data. Users or devices often reuse PIN or
verification factors across different platforms, which puts them at risk since hackers who
gain access to one platform can use the same password to access other platforms. There-
fore, "what user knows" based authentication alone cannot guarantee the security of users
accounts and data. To address this issue, access control mechanisms like Single Sign-On
(SSO), Multi-Factor Authentication (MFA), and Open Authentication (OAuth) are essen-
tial alternatives. For example, SSO allows a user to be authenticated using a single set of
login credentials and access multiple applications and services on a cloud platform without
additional prompts. On the other hand, MFA requires the use of multiple identification
factors and access management credentials, making it a more secure option [142]. However,
implementing these authentication models requires scalable security management systems

and security evaluations.

6.1.1.2 Authentication with Multiple-Factors

Device identification is one of the factors used in MFA for CoT. The following are some

of the factors for device identification in MFA for CoT:
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1. Device MAC address: Every device has a unique Media Access Control (MAC)
address that can be used to identify it on a network. The MAC address can be used

as a factor in MFA to verify the identity of a device.

2. Device type and model: The type and model of a device can also be used as a factor
for device identification in MFA. This information can be obtained from the device’s

firmware or operating system.

3. Device location: The location of a device can be used as a factor in MFA. For
example, if a user is trying to access a CoT application from a new location, the

device can be verified based on its location.

4. Device fingerprints: Device fingerprints are unique characteristics of a device that
can be used to identify it. These characteristics can include information about the

device’s hardware, firmware, and operating system.

5. Deuvice behavior: The behavior of a device can also be used as a factor in MFA. For
example, if a device is behaving in an unusual way or is accessing a CoT application

from an unusual location, it may trigger additional authentication measures.

Referring to the above list, the aspect of the requirement for additional and specialized
hardware is considered. Considering this, it is inferred that the MAC address of any
networked device is an option that is burnt into the hardware by the manufacturer and
uniquely identifies the device, which can be used as a suitable factor within the scope
of this research. When the first-factor authentication is combined with a second-factor
authentication, it’s referred to as two-factor authentication. Similarly, multiple factors of
authentication can be combined for MFA, Common forms of two-factor authentication for
devices include using an IP address or a combination of IP address and MAC address.
However, this type of authentication requires extra information from the device, which
can be provided through tokens or Pseudorandom PIN [143]. Nevertheless, two-factor
authentication that relies on third-party generated tokens is vulnerable to attacks, such

as Man-in-the-Middle (MITM) attacks, which can result in token theft.

The Public Key Infrastructure (PKI) has been a reliable method for authentication for a

long time. It uses strong cryptographic techniques that are more dependable than pass-
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words or tokens. Password or token-based methods are susceptible to DDoS attacks, as
seen in the Mirai botnet attack. PKI offers security against various types of attacks. How-
ever, the conventional PKI method requires a trusted entity, like a Certificate Authority

(CA), which can be vulnerable to the single point of failure attacks [140].

Hence a decentralized approach to address this issue and solve this trust problem using
Distributed Ledger Technology (DLT) is the need of the hour to eliminate the need for
CA by establishing a trustless environment [144]. Continuous authentication is a security
strategy that entails persistently observing the actions of a connected device and conduct
to identify any atypical or dubious actions that could indicate an unauthorized device or
device profile breach. This approach is necessary due to the inadequacy of conventional
authentication techniques, like MAC address or IP address verification, to defend against

the rising incidence of cyber-attacks and security violations in CoT environments.

Random authentication is a security strategy that involves requesting additional device
authentication at random intervals during a session, even after successful authentication.
This approach enhances security by adding an extra layer of protection and decreasing the
possibility of unauthorized access and data breaches. Random authentication may also
offer improved performance compared to other forms of authentication that could require

frequent re-authentication.

6.2 Background Literature Study

Authentication of devices in the Cloud of Things (CoT) requires a few key steps:

1. Dewice registration: Devices need to be registered with the CoT platform before they
can be authenticated. During registration, the device should be assigned a unique

identifier or key, which will be used for subsequent authentication.

2. Authentication protocol: Choose an authentication protocol that is suitable for the
device and the CoT platform. Popular protocols for CoT include OAuth 2.0, OpenID

Connect, and Message Queuing Telemetry Transport (MQTT).

3. Device authentication: When the device attempts to connect to the CoT platform, it
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Table 6.2: Comparision of Communication Protocols for Authentication & Authorozation

Protocol Purpose Authenti- Author- Transport Format
cation ization
X.509 cer- | Device au- | Yes No TCP/IP, Certificate
tificates thentication HTTP/HTTPS
OAuth 2.0 | User and de- | Yes (for | Yes (for users | HTTP/HTTPS JSON
vice autho- | users) and devices)
rization
MQTT with | Secure mes- | Yes No TCP/IP Binary
TLS saging pro-
tocol for IoT
JSON Web | User and de- | Yes (for | Yes (for users | HTTP/HTTPS JSON
Tokens vice autho- | users) and devices)
(JWT) rization

should present its unique identifier or key, along with any other required credentials
(such as MAC address or IP address). The CoT platform will verify these credentials

and determine whether the device is authorized to connect.

4. Authorization: Once the device is authenticated, the CoT platform will determine
what level of access the device should have. This may include permissions to read

or write data, access certain resources, or perform specific actions.

A detailed study and analytical comparison of communication protocols used for authenti-
cation and Authorization have been made to find out the suitability of a particular protocol
for our present research. The protocol comparison is depicted in Table 6.2. Due to the
limited resources of IoT devices, the conventional communication and cryptographic pro-
tocols are unsuitable for use in IoT environments. Even when they can be implemented,
their performance is often inadequate [145]. Therefore, lightweight communication and
cryptography has become necessary to address these challenges. Its goal is to provide a
solution for resource-constrained devices by reducing the key size, cycle rate, throughput
rate, power consumption, and area. Lightweight communication and cryptography algo-
rithms have been extensively researched in recent years due to security requirements in
resource-constrained devices such as Radio Frequency Identification (RFID) and smart
cards. Researchers have done a significant amount of work related to lightweight cryptog-

raphy, including efficient implementation of traditional cryptography algorithms and the

101



6 Secure Authentication of Devices In Multi-cloud Environment

design of new lightweight algorithms and protocols. Additionally, many academic commu-
nities and international organizations, such as Internet Engineering Task Force (IETF),
European Telecommunications Standards Institute (ETSI), and IEEE, have contributed
significantly to normalizing and developing IoT security standards. TEEE802.15.4, Zig-
Bee, WirelessHART, ISA100.11, 6LoWPAN, and Bluetooth Low Energy are among the

standards that have been established.

In the context of devices, the protocols have slightly different purposes and capabilities.
X.509 certificates are used for device authentication, ensuring that the device is who it
claims to be. OAuth 2.0 is used for user and device authorization, allowing devices to
obtain access tokens that can be used to access cloud services on behalf of the user or
device. MQTT with TLS is a secure messaging protocol for IoT, providing encrypted
communication between devices and the cloud server. JSON Web Tokens (JWT) can be
used for both user and device authorization, providing a secure method for transmitting
authorization data between parties. The choice of protocol depends on the specific needs
of the device and the system it is part of. For example, a device that needs to securely
communicate with a cloud server might use MQTT with TLS, while a device that needs to
access cloud services on behalf of a user might use OAuth 2.0 with JWT. X.509 certificates
being the lightweight among these, is considered to be used for device authentication,

considering the MAC address as the input for issuance of the digital certificate.

6.2.1 loT Environment & Security Requirements

IoT environment and the different security requirements needed to design a proposed

solution for meeting the needs of secure authentication needs due deliberation.

6.2.1.1 loT Environment

In IoT network configuration mostly comprises of a cloud (CoT) as the umbrella over it.
In this, a number of IoT devices or sensors are linked to a single gateway. Communication
between devices is only possible through the gateway via wireless channels. These IoT
devices are small in size and rely on batteries, which limits their energy capacity. The

gateway and devices are designed to operate in an offline environment, meaning they
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are not connected to a central device or a trusted third party. The devices have limited
memory, but manual configuration is possible, allowing an administrator to manually set
up a shared secret key in both the device and the gateway. To store the shared private
key and the hash of the sensor’s and gateway’s IDs, non-volatile memory like electrically
erasable programmable read-only memory (EEP-ROM) is necessary. The communication
between the device and gateway requires a few megabytes of RAM to store information
shared during previous communication sessions, which is used to update the session key.
Finally, the network is established in a secure area where unauthorized access to the devices

is not possible, ensuring the confidentiality of the stored secret keys.

6.2.1.2 Security Essentials

With the exponential increase in the number of IoT devices connected to the Internet,
there are now more opportunities for potential security vulnerabilities to be exploited.
When a device is connected to the Internet without proper security measures, it becomes
an easy target for cyberattacks, potentially resulting in data theft for the user. Ensuring
the security of IoT devices should be a top priority, and manufacturers must implement
security mechanisms that guarantee user privacy and security. Building trust between
users and their connected devices is critical to protecting online activity from cyberat-
tacks. If users lack trust in the security of their IoT devices and information, it can lead
to real problems. Therefore, a new IoT protocol is necessary to address these security chal-
lenges and provide secure authentication, message integrity, and confidentiality. Though
Adi Shamir [146] introduced the concept of identity-based cryptography (IBC), where in-
dividuals can utilize their identity information as public keys for direct communication.
However, it wasn’t fully implemented until 2001, when Boneh and Franklin utilized bilin-
ear pairings on elliptic curves to create identity-based encryption (IBE). Although IBE
is a great alternative to PKI, it still has issues with the key escrow and a single point
of failure. Since the key generation center (KGC) generates and sends private keys to
users, it has the ability to decrypt messages and manipulate data, which is still a difficult

challenge to overcome [147].

Many researchers have experimented with PKI in various DLT applications for Blockchain

implementations. A comparison of some of the recent works (from the year 2019 to 2021)
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Table 6.3: Comprative Analysis of Research Works on PKI-Based Blockchain

Ref | Platform| Consensus Type | On- Oft- Time Trust | Certi-
Chain | Chain | Copm- | Model | ficate
Stor- Stor- lexity
age age
Ethereum| PoW Permi-| NA Public | O, WoT | Custom
[148] ssion
Less
Ethereum| PBFT Permi-| Hash Public | O(log(n)| X.509 | Hiera-
[149] ssion Data rchical
Less
Ethereum| PoS Permi-| NA Public | O(log(n)| Custom| Hiera-
[150] ssioned rchical
Ethereum| PoW Permi-| NA Public | NA X.509 | WoT
[151] ssioned Data
Ethereum| PBFT Permi-| Hash Public | O(n?) | Custom| WoT
[152] ssion Data
Less

depicted in Table 6.3 highlights that PKI is well suited for Blockchain implementation in

many flavors. From the Table 6.3, the following are inferred.

(i) Ethereum Blockchain is checked for stability.

(ii) It supports all most all consensus methods.

(iii) Extensive use of hashing algorithm for storage.

(iv) It supports Off-Chain storage.

(v) However, certificates are dependent on a CA, which, if DoS attacked could affect the

entire system

In the context of PKI, a CA is a reliable third-party or device manufacturer that can
securely store cryptographic keys. However, if a malicious actor gains access to these keys,
the network becomes susceptible to insider attacks. Additionally, the process of reissuing
or renewing certificates can be complicated. The expense of certificate signing can become

a significant obstacle for implementing the conventional Transport Layer Security (TLS)
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or Secure Sockets Layer (SSL) protocol in IoT networks, especially when considering a
large number of IoT devices. The signing and verification times for a CA as a third party
can be quite lengthy. Although it is possible to decrease these times. But by doing so,
it could make the network more vulnerable to security threats. Managing root certificate
lists can be challenging, especially as the number of devices in the network increases due

to the involvement of multiple CAs based on the devices present.

These types of drawbacks are noticeable in the CA-based PKI environment [153]. Nu-
merous authentication protocols have been suggested for IoT, including those employ-
ing public-key cryptography such as traditional or elliptic curves as documented in ref-
erences [154-157]. However, the implementation of this type of cryptography can be
challenging for resource-constrained devices due to their limited memory and power sup-
ply [158]. Alternative proposals, such as those using traditional encryption algorithms like
AES, have also been suggested but can still have a significant impact on the limited mem-
ory and processing power of IoT devices. A research [159] reveals that the execution time
of an encryption algorithm is 75.93% higher than that of a hash function. In contrast, our
proposed protocol solely utilizes lightweight operations such as xor, addition, subtraction,
and hash functions, resulting in a minimal impact on the limited computing and battery

resources of IoT devices.

A comparative analysis of lightweight cryptographic hash functions has been carried out
and presented in Table 6.4. In the Table 6.4, Pre-image resistance is a property of the
hash function that it is computationally infeasible to get input that maps to a given
hashed value. For the QUARK hash function, (0)2'2® computations may be required. As
indicated by power and throughput, the first three hash functions are more lightweight
than SHA3/Keccak. In the case of IoT networks, the number of devices is expected to
be large, and the size of each individual device is expected to be small. If high power is
produced in these small devices, it is likely to cause heating and increase the temperature
of the entire device. Any such rise in temperature will decrease the throughput of the
device. For this reason, importance is given to power as compared to throughput while
choosing the hash function. Hence we conclude to use SPONGNET as the hash function

for this research.

A solution for managing identities on a blockchain should allow for selective storage of iden-
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Table 6.4: Comparison of Lightweight Hash Functions

Name QUARK PHOTON |SPONGNET | Keccak
[160] [161] [162] (SHA3)
[163]
Digest/Output Size | 136 128 128 128
(bits)
Pre-image Resistance 2128 2112 2120 264
Second Preimage Resis- | 264 264 264 264
tance
Collision Resistance 264 204 2064 264
Power (Micro Watt) 2.44 2.29 2.20 11.50
Throughput (Kb/s @ |1.47 1.61 0.34 14.4
100kHz)

tities. These identities must be verified by authorities or other entities on the blockchain.
The process typically involves an entity making a verifiable claim and having it attested
to based on certain distinguishing attributes such as phone number, email, government-
issued IDs, or biometrics. In the management of identities on a blockchain, it is important
to differentiate between the digital identifier (which uniquely identifies the entity) and the
associated attributes. It is crucial to handle the storage of attributes with well-defined

principles, as unauthorized or uncontrolled disclosure of attributes can lead to security

and privacy breaches.

6.3 Research Gaps and Questions

Many researchers have tried exploring the details identity and security measues in the area

of IoT device. It has also happened several times that a significant resesrch contribution

has further given rise to many subsiquent reseach questions, yet to be answered.

6.3.1 Cryptographic Infrastructure

The majority of authentication procedures currently in use rely on PKI which utilizes

digital signatures and asymmetric algorithms. However, traditional PKI systems require
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a CA to be trusted, which creates a single point of failure. This reliance on a trusted
third party to issue certificates presents challenges for PKI systems. Additionally, the
limited resources of IoT devices make it difficult for them to undergo lengthy and complex
authentication procedures, and storing and computing keys may be inefficient for these
devices. IBE requires a private key generator (PKG), who is a trusted entity responsible
for providing private keys to clients in the system. Similarly, IBC also employs a PKG
to distribute private keys to users, which creates a single point of failure and adds a
third-party trust factor to the system. This reliance on the PKG results in an inherent
key escrow problem since the PKG can generate private keys and decrypt all encrypted

messages.

The above drawback of IBC and PKG can be overcome by digital certificates. Nevertheless,
the digital certificate itself is dependent on a CA. Hence to avoid dependency on CA, there

is a need to work towards a concept best described as Self Signed Digital Certificate [164].

6.3.2 Device Biometric Authentication

Biometric authentication uses a physical characteristic of the device to verify its identity.
Biometric authentication can be highly secure, but it can also be subject to spoofing
attacks. In terms of devices, MAC address, manufacturer coined RFID Tag, or Global
Unique Device Identification Database (GUDID) number are some of the alternatives
which can uniquely identify the devices. In recent times several instances of MAC address
spoofing attack [165] incidents, specifically in public networks involving sensors and IoT
devices, have been noticed. The criticality and adverse effect of the spoofing attack on
an IoT sensor cloud-based smart-city cloud-based system can be well imagined in terms
of the chaotic situation and panic it can trigger. MAC address being an integral part of
any smart connected device, essentially part of any IoT device of CoT. This can act as a

factor of device authentication following What the device is concept.

The vulnerability associated with MAC address spoofing and its adverse effect [166] can be
avoided by using a cryptographic hash function over the MAC address. Similarly, multiple
factors like MAC and Associated digital certificates can be combinedly subjected to SHA

algorithm-based function to make it virtually unbreakable.
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6.3.3 Storage of Credentials

The disadvantages and storage vulnerability associated with centralized storage and re-
trieval mechanism has been described. To avoid an SPF situation and to have an additional
layer of database security, the use of DLT is a recommended choice. To make it interactive
and enhance its functional capability from the end user point of view, the same needs to

be empowered with suitable interfacing programmability.

Usage of Etherium and smart contract deployed over the DL is a technically recommended
option to avoid an SPF situation as well as to avail the inherent cryptographic and au-
ditability features of Etherium blockchain as an application of DLT on peer-to-peer net-

working.

From the above discussion, the following research questions have been formulated to be

answered in this research.

1. RQ6.1. How to develop a lightweight mutual authentication method that suits re-

source constraint devices to work on a peer-to-peer networking model?

2. RQ6.2. What approach is to be followed for system modeling for implementing a
lightweight, secure authentication for IoT, and what methodology be followed for its

security analysis before its implementation?

3. RQ6.3. How device biometric authentication in a repetitive mode in MFA be used

for securing device authentication in multi-cloud?

4. RQ6.4. How to deploy multiple Smart-Contract in an integrated manner over a
Blockchain for TAM functionality, considering security requirements for threat mod-

eling?

5. RQ6.5. How an efficient and continuous MFA be achieved for enhanced security

towards device authentication in the multi-cloud scenario?
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Table 6.5: Notations Used for Lightweight Secure Authentication of Devices

Ser | Description Used Notation

No

1 A set of Random Sequence numbers used in key update of | (seq-Nb;)
i-th session

2 A set of Random Sequence numbers used in key update of | (seq-Nb; 1)
(i+1)-th session

3 Based on (seq-Nb;), a random frame from (i-1)-th session | R-frame;

4 First update-key K g

5 Hashed Gateway-ID h-(Giq)

6 Hashed Message Authentication Code H-MAC

7 Hash-key derivation function H-KDF

8 Hashed Sensor-ID h-(S;q)

9 Length of Key K

10 Message authentication code M-A-C

11 Permanent key burnt into all the devices (MAC Address) | K

12 Random numbers used for a challenge (used Once for each | K7 and Ko
session )

13 Time of updating session (i-th) session-key) S€SNtime;

14 Time of updating next session (i+1)-th session-key 5€85Ntime; 1

15 Update key for symmetric session-key K,

6.4 Proposed Approach for Multi-Factor Authentication

To address these security challenges and provide secure authentication, a lightweight au-
thentication for message integrity and confidentiality is proposed. A schematic diagram of
various interactions among the stakeholders using a distributed ledger approach deployed
over the cloud is represented in Figure 6.1. Details of various notations used in this secure
and lightweight device authentication is depicted in Table 6.5. The lightweight secure

authentication approach encompasses the following:

1. Mutual Authentication: Before two devices can communicate, mutual authentication
must take place. To achieve this, the sensors send an encrypted mutual authentica-

tion message to the gateway, including the hash of the sensor’s ID and a challenge.
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Figure 6.1: Lightweight Secure Authentication for Devices of Cloud

To ensure message integrity and authenticity, the sensors calculate a message au-
thentication code (M-A-C) for the entire message. Upon receiving the message, the
gateway decrypts it and compares the received hash with the stored hash of the
sensor’s ID. If the hashes match, the gateway proceeds to calculate the M-A-C for
the message. If the calculated M-A-C matches the received M-A-C, the gateway au-
thenticates the sensors and sends an encrypted reply message containing its own ID
hash, a new challenge, a set of random sequence numbers, the session time, and the
M-A-C of the entire message to the sensors. The sensor then decrypts the message
and compares the received gateway ID hash with the stored hash. If they match,
the sensor proceeds to verify the received M-A-C against its own calculated MAC. If
the M-A-Cs match, the sensor authenticates the gateway, and secure communication
between the two devices can begin. During normal communication, attackers cannot
intercept the data because all authentication credentials are encrypted and hashed

using a secret pair key manually inserted by the administrator into the devices.

Mutual authentication process has the following steps:

a) Step-1 (Sensor to Gateway): The process of mutual authentication begins with
the IoT device, or sensor, sending a message to the gateway that includes the

hash of its ID (h-(S;4)) and a challenge value (K1) that was randomly generated.
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This initial message is encrypted using a permanent key (k,). To ensure the
message’s integrity and authenticity, the sensor calculates the M-A-C for the

entire message (M-A-C K;k(msgl)) using the initial update key (k;_x).

Step-2 (Gateway to Sensor): Upon receiving the mutual authentication mes-
sage from the sensor, the gateway proceeds to decrypt it and compare the
hash of the sensor’s ID received with the stored hash. If the hashes match,
the gateway then moves on to the next step of calculating the M-A-C for
the entire message. However, if the hashes do not match, the authentica-
tion process fails. If the calculated M-A-C matches the received M-A-C,

that means M — A — CK;_y(msgl), ., ;.= M — A — CK;_(msgl) then the

calc recd?

gateway authenticates the sensors. On the other hand, if the M-A-Cs do not
match, the authentication process fails. The gateway then selects a sequence of
numbers(seq-Nb; 1) that will be used to update the session key and generates
a new challenge K2, the predefined session time sesnzjme;, K1, and the hash
of its ID (h(Gq)). These are all encrypted with &, and the gateway calculates
M-A-C K;_j (msg2) using k;_x and sends it to the IoT device.

Step-3 (Sensor to Gateway): Once the gateway’s message is received by the
sensor, the message is decrypted and the received hash of the Gateway’s ID is
compared with the stored hash ([h-(Gjq)stor] =[b-(Gig)reca]. If the two hashes
match, the authentication process continues by verifying the received MAC with
the calculated M-A-C ([M-A-C- K;_;(msg2) .,;.] = (M-A-C-K;_;(msg2), ..q)-
If the two MACs are the same, sensor device successfully verifies the gateway’s
authenticity and confirms that the gateway has the correct initial session key
and has received K1 from the first message. If the two M-A-Cs are not iden-
tical, authentication fails. To confirm that it has successfully received K2 and
sesnTime,; from the previous message (message 2), the sensor calculates the hash
of K2, (seq-Nbj11), sesnpime;, (h(K1 || K2 || (seq-Nbit+1) || sesnzime, )) and the
M-A-C for the entire message (M-A-C K;_j, (msg3)) all encrypted with k,, and
sends it to the gateway. The pseudorandom numbers K1 and K2 are randomly
generated and contribute to the process akin to different factors of authentica-
tion. However, this does not significantly enhance the computing complexity of

the process
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d) Step-4 (Gateway to Sensor): After receiving message 3 from the sensor, the
gateway will first decrypt the message and check whether [h-(S;q)stor] = [h-
(Sid)recd)- If they’re not equal, authentication will fail. If they are equal,
the gateway will proceed to calculate the M-A-C for the received message
and compare it with the received M-A-C [M-A-C K;_r(msg3)]caic =[M-A-C
K;_(msg3)]recq- If the two M-A-Cs match, the gateway will authenticate the
sensor since it knows that the sensor has received K2, (seq-Nb;1), correctly
from message 2. To confirm that it has received message 3 from the sensor cor-
rectly, the gateway will then send an acknowledgement (ACK), the encryption
of the hash of its ID, and M-A-C K;_j (msg4) to the sensor. The permanent
key (k,) will be used as the secret key.

Upon receiving message 4 from the gateway, the sensor will decrypt the message
and validate both h-(G;;) and M-A-C K;_p(msg4). If they’re valid, the sensor
will confirm that the gateway has received message 3 successfully, which means
that the mutual authentication process has been completed. After mutual au-
thentication, the sensor and gateway will generate a session key (k) using the
Hash function, with K1 and K2 serving as inputs, the key length determined
by Klth, and k;_j serving as a Hash-key. The session key will be used for en-
cryption and hashing until the predetermined session time expires. Once the
session time is over, the session key will be updated using the previous session

information.

2. Communication Between Device & gateway: In the diagram shown in Figure X, the
sensor communicates with the gateway by sending encrypted and hashed session
frames using a session key. Upon receiving a message from the sensor, the gateway
first decrypts it and then calculates the M-A-C for the entire message. If the received
M-A-C matches the calculated M-A-C, the gateway authenticates the sensor since
it assumes that the sensor has the correct session key. The gateway then sends an
encrypted and hashed acknowledgment message to the sensor, indicating that it has
received the previous message correctly. Once the sensor receives the acknowledg-
ment message, it confirms that the gateway has the correct session key and proceeds
to send the next frames to the gateway. This process is repeated until the predefined

session time expires. During this phase, the sensor and gateway keep all the infor-
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mation needed for the next session key update secret. Once the predefined session

time has elapsed, the next phase for updating the session key can begin.

. Exchange of Key & Updation of Session Key: To establish secure communication,
the sensors, and gateway use a secret key that they share. There are two primary
shared secret keys: a permanent key (k,) and an update key (k,). The permanent
key is used to encrypt the authentication messages, while the update key is used to
encrypt and hash communication during sessions. To hash authenticated messages
between devices and the gateway, an initial update key (k —1i — k) is required. Both
the permanent key and initial update key are stored in non-volatile memory, such as
EEPROM, on all devices. The update key (k,,) is generated using an H-KDF for the
next session. After a predetermined session time, the update key (k — u) is updated
by using the previous session information.

The session key update process is described in the following steps.

a) Step Nol-Sensor to Gateway: After the predetermined session time has elapsed,
the IoT device will use the H-KDF of R-frame; and k, as a salt input to
compute the new session key (k,). The current k, is utilized as an H-KDF
key. The IoT device will then transmit encrypted information to the gateway,
including h-(S;4), a 'key update’ command to indicate the key update process,

a new challenge K1, and M-A-C K;_;(msgl), all encrypted using k.

b) Step No2-Gateway to Sensor: After receiving the key update message, the
gateway decrypts it and checks if the predetermined session time has elapsed.
If it has, the gateway calculates the next session key using the H-KDF of R-
frame; as an input, along with k, as the input salt. The current session key
is used as the HKDF key. The gateway then encrypts h-(G;q), K1, K2, (seq-

Nb;y1), and sesniime, 41 using £, and sends it to the IoT device.

c) Step No3-Sensor to Gateway: After receiving the message from the gateway,
the IoT device decrypts it and computes the M-A-C. If the computed M-A-C
matches the received M-A-C, the IoT device authenticates the gateway. Then,
the IoT device sends h-(S;q), K1, K2, (seq-Nb;;1), and M-A-C K;_;(msg3)

using £, to the gateway. Upon receiving the message, the gateway calculates
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the M-A-C and checks if it matches the received M-A-C. If it does, the gateway
authenticates the IoT device. This marks the completion of the key update

process, and the new communication session begins.

The above communication and authentication protocol discussion answers Re-

search Question 5.3.

6.4.1 System Model

Blockchain technology is a secure, open, and distributed system that can adapt to com-
plex and dynamic network environments. The system remains stable even if some nodes
fail, as distributed authentication between nodes prevents malicious nodes from attacking
the network. Additionally, even if some nodes are compromised, the ledger remains secure
and cannot be tampered with. In a multi-node network, each device’s identity information
must be registered in the blockchain ledger. Hence it is chosen as a base for the application
of DLT for the system model due to DL functionality and associated cryptographic func-
tionalities. The system model is required to include the device’s ID, public key, and a hash
of critical data, among other information. Each device acts as a node in the blockchain
network, and the consensus mechanism ensures that all nodes store the same information.
When devices communicate with each other, public key cryptography is used for device
identity authentication in the CoT environment as depicted in Figure 6.2. The system
process flow involves three distinct steps, namely (i) Enrolment of the Device, (ii) Device

Authentication, and (iii) Integrity Verification.

6.4.2 Security Analysis

A theoretical appraisal of security for the described mechanism is conducted to find its
effectiveness against breaches. Our assessment is that incorporating two confidential keys,
as done in MFA, enhances the robustness of the proposed protocol since it would be
challenging for an attacker to decipher them. Possessing only one key would be insufficient
to compromise the confidentiality and integrity of the messages. The security analysis

indicates that the developed protocol can provide security features, such as protection
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Figure 6.2: System Architecture of Blockchain-Enabled Device Authentication

against brute force attacks, data confidentiality, data integrity, man-in-the-middle attacks,

mutual authentication, replay attacks, and impersonation attacks, as described in detail.

1. Brute Force Attack: A brute force attack is a type of cybersecurity breach where the
perpetrator attempts to uncover the password or secret key to decrypt a message.
However, in the proposed protocol, a brute-force attack is improbable for three
reasons. Firstly, the secret keys’ length is lengthy, making it difficult for an attacker
to crack them using a brute force attack. Secondly, the secret keys are stored in the
sensor and gateway’s non-volatile memory (EEP-ROM) and are never transmitted
over the network, making them challenging to obtain. Lastly, the attacker lacks
information about the secret keys, making them challenging to guess. Furthermore,
as the attacker cannot provide all the information required for mutual authentication,
they will be unable to initiate the process to log into the sensor or gateway. Thus,

the protocol is resilient to brute-force attacks.

2. Data confidentiality: Data confidentiality pertains to safeguarding transmitted data
between nodes of communication, guaranteeing that only the sender and receiver
can access and modify the message. To provide data confidentiality, we utilized two
secret keys, which encrypt traffic from the sensor and gateway. These secret keys
are never transmitted over the network, making it challenging for an attacker to
obtain them. As a result, we can confidently assert that the protocol ensures data

confidentiality.

3. Data integrity: Data integrity is the assurance that messages are received in the same
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state they were sent, without any duplication, insertion, modification, or reordering.
We employed the H-MAC function to ensure data integrity. Before transmission,
both the sensor and gateway compute the M-A-C for the entire message. If the
received M-A-C matches the computed M-A-C, they can be sure that the message
was not tampered with during transmission. If an attacker intends to tamper with
transmission messages, they must possess the k, encryption hash key used during
the session. Additionally, during mutual authentication, the attacker would require
knowledge of the k, and k;;, before tampering with the messages. These measures

affirm that the protocol upholds data integrity.

. Impersonation attack: In this type of attack, the attacker attempts to pose as a
legitimate device. For an attacker to successfully impersonate a sensor or gateway,
they would need to acquire knowledge of h-(S;4), K1, K2, and h-(G,4) before launch-
ing an impersonation attack. All of this information can not be obtained without
having access to the secret keys. As a result, we can conclude that the protocol is

capable of withstanding impersonation attacks.

. Man-in-the-middle attack: A man-in-the-middle attack is a cryptographic attack
on a communication channel wherein an active attacker covertly takes control of a
confidential communication channel between two parties. The attacker can intercept,
read, modify, and replace the communication traffic between the victims. In the
proposed protocol, if an attacker intercepts the communication traffic between the
sensor and gateway, they must know both the permanent keys (k,) and session
key (k) to decrypt and modify data. However, even if an attacker knows k,, they
cannot calculate k,, as it is dependent on the previous session key and random session
number. Furthermore, the intruder cannot obtain £, as the keys are never exchanged
over the network. Even if k), is discovered during mutual authentication, a man-in-
the-middle attack cannot succeed as the attacker must learn the initial session key
to prove their identity. As a result, an attacker cannot decrypt or modify data, and

the protocol can resist man-in-the-middle attacks.

. Mutual authentication: Before initiating a standard communication process, it is nec-
essary to establish a secure mutual authentication between the two devices. When

the mutual authentication process is successfully completed, a secure communica-
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tion channel is established, and it becomes impossible for attackers to intercept
data during this process. To ensure secure mutual authentication, the administrator
manually inserts a pair of secret keys into the devices, which encrypt and hash the
authentication credentials. Hence, the protocol achieves secure mutual authentica-

tion.

7. Replay attack: A replay attack is a type of cyber-attack in which an attacker in-
tercepts legitimate messages exchanged during an authentication phase and later
replays these messages to impersonate a legitimate party and establish an authen-
tication session. In the proposed protocol, replay attacks are prevented by using
h-(S;a), K1, K2, and h-(Gjq). The receiver first verifies the validity of all this in-
formation before authenticating the sender. Moreover, once mutual authentication
has been established between the sensor and gateway, all previous information be-
comes invalid and cannot be used to initiate a new authentication process. If an
attacker attempts a replay attack, the gateway and the sensor can detect the inva-
lidity of these messages, and authentication fails. Therefore, we can conclude that

the proposed protocol is resistant to replay attacks.

The above communication and authentication protocol discussion answers Re-

search Question 2.

6.5 Implementation and Evaluation

The system implementation involves various aspects, such as deploying the blockchain,
generating asymmetric keys, and defining a storage structure for data to maintain its in-
tegrity in the blockchain. Additionally, the system security is evaluated in the form of a
security analysis.

The independent functioning prototype was utilized in the GETH virtual machine of the
open-source Ethereum platform. The smart contract is called using the Solidity v0.4.24
scripting language together with the GANACHE truffle suite, which facilitates the de-
ployment of the smart contract on the blockchain platform. At the outset, the network’s
Gas limit was established as 4000000, and each of the four nodes created had 100 ETH in

their account. The experiment was conducted on a Windows 11 operating system, with a
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machine having an Intel i5 processor with a 2.8GHz clock speed, 8 GB of RAM, and a 1
TB HDD. Using this the B-MFA concept discussed in Chapter 4 has been implemented
with MAC and digital certificate being used as separate factors for the MFA functionality

to study their performance characteristics.

6.5.1 Deployment of the Environment

To meet the requirements of our IoT application, we opted to use a permissioned blockchain
on the IoT cluster. Our implementation is based on deploying a blockchain network on
sixteen numbers of Windows 98 based virtual machines, leveraging the Hyperledger Fabric
open-source project. Each virtual machine serves as a node in the blockchain network,
which is established in an ad-hoc manner. Thanks to the multi-chain and channel tech-
nology, the blockchain can be partitioned into several sub-chains, allowing IoT devices
to create different subnets based on their business needs. A subnet can interact with
its corresponding sub-chain with no interference from other subnets. Figure 6.3 illus-
trates the network structure of the blockchain along with the block configuration. All
transactions occurring in the blockchain network are stored in the blockchain, and the
data structure of the block is similar to that of Bitcoin, except that transactions refer to

events such as device registration, identity authentication, and integrity checks. The stan-
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Figure 6.3: Structure of the Blockchain & Block Configuration

dalone test for blockchain and DID-enabled smartcontract was implemented first. This
also used the hashed key of the device MAC along with held certified digital certificate.

Subsequently, the testbed was implemented in a phased manner. Phase-I comprises of In-
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Premise Cloud, and in Phase-II, AWS cloud infrastructure was integrated. In this phase,
16 nodes of Ethereum mapping was done over the EC2 instances, as System Architecture
of Device MFA with Multi-Cloud Testbed as depicted in Figure 5.6. To depict the IoT
Devices(Resources Constraint Devices with a sensor), a windows 98 based dual-core (1.0
G Hz) based processor with 1 GB of RAM have been virtualized. 16 number of such
virtual machines with the OEM fitted webcam as the sensors have been emulated for the

test environment in a multi-cloud environment.

The communication between the devices and the blockchain occurs through transactions,
which we classified into three types, namely (i) Device Registration, (ii) Device Login,
(iii) Device-to-device Communication, and (iv) Integrity Verification. The transactions
are requested and responded to by using smartcontracts. The smartcontracts receive
requests from devices and execute distinct functions, such as writing and reading to/from

the blockchain, based on the specific requests.

6.5.1.1 Device Registration

Figure 6.4 depicts the steps for registration of new devices into the network. First, the
network administrator will read the MAC address of the device and generate public-private
key pair. The private key generated for each device is unique, and the public key will be
shared between the devices. The public key certificate is generated, and the hash of the
certificate and MAC address is computed using SPONGNET. Store this in blockchain_ 1.
The MAC address of the same device is read again, and the hash is computed using
SPONGNET. Hashed value is compared with every value in blockchain_ 2. If it is already
present, then it means a device with this MAC address exists in the network, and the device
currently trying to register is using a falsified MAC address. This is an impersonation
attack on the network, and the administrator will end the registration procedure for the
current device. If the hash is not present, there is no reason to suspect the device’s
authenticity, so the administrator can perform the following steps. A Hash of MAC and
certificate is produced and compared with the hashed value stored in blockchain_ 1. If
these values do not match, it is the case of an impersonation attack, and thus the process

is terminated. If these values are equal, then the device is authenticated and authorized to
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enter our network. The hash of the MAC address computed using SPONGNET is stored

in Blockchain_ 2. The relevant process is presented in Algorithm 4.

Start
Read MAC Address of Device X

| 4

1. Generate Private & Public Keys. Create Certificate using Public Key.
2.  HASH the certificate with MAC address and store it in Blockchainl

L J

1. Again read MAC Address of Device X. and compute its HASH value.
2. Initiate Blockchain2 to conduct search

i
If HASHed address is = 3 Impersonation
existing in Blockchain2. ' No Attack

| Yes

Y

1. Read HASHed Certificate from Blockchainl.
2. HASH the certificate with MAC address

¥ Yes
~1f HASHed value from
Blockchainl is qeual to
computed value of
HASHed Certificate with No
MAC Address.

== ,.l Impersonation
‘ Attack

Y

1. Compute HASH of MAC Address of Device X .
2. Store HASHed value in Blockchainl.

'
End
__Registration Completed

Figure 6.4: Device Registration Process

6.5.1.2 Device Login

After registration of the device is complete, it will need to log in to the network. First,
the administrator will read the MAC address of the device and compute its hash value.
This hash value is compared with every value in blockchain_2. This is the first factor

of authentication. If the hash does not exist in blockchain_ 2, then the device is denied
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entry into the network. Read the certificate of the device. Hash the certificate and the

MAC address of the device. This is compared with all the values in blockchain_ 1. This

is the second factor of authentication. A schematic process for the same is depicted in

Algorithm4. If the hash does not exist, the login procedure is terminated. If the value

exists, then multi-factor authentication of the device is complete. Now, the device can

connect to the network, being properly authenticated. The relevant procedure is presented

in Algorithmb.

Algorithm 4 Device Login Process

Initialize exists +— Boolean
Function Login(macAdd)

if (if-macInBlockchain2(macAdd))
read the certificate of the device
Endif

+ 0.

Endif

8: If(exists == 1)

9: Multi-Factor Authentication Successful.

10: EndIf

11: Else its Impersonation Attack Condition

12: OR Device Doesnot exist in the Network.

13: Multi-Factor Authentication NOT Successful.
14: EndElse and Exit

o

invoke SC to check if hash(cert+macAdd) exists in Blockchainl, exists <— 1 Else exists

Algorithm 5 Communication for Authentication

Initialize S, PT and CT < NULL.
Function CommunicationSender()

if (livenessCeck(macAdd-A, macAdd-B))
S = diffieHellman()

PT = concat(PT, timestamp)

CT = encrypt(S, PT)

Function CommunicationReveiver()

S = diffieHellman()

Receive CT

PT = decrypt(S,CT)

: PT, timestamp = PT, split()

: If (timestamp > threshold), Generate Alert
session

—_
N o= O

> To generate session key
> PT is Plain Text
> CT is Cipher Text

> To generate session key

> Generate new session key for new

This answers Research Question 3.
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6.5.1.3 Device to Device Communication

When Device A wants to communicate with Device B, it will broadcast request to network
engine. Network Engine will check the availability of both devices using the liveliness check.
Both devices will generate public-private key pair using Elliptical Curve Cryptography
(ECC). Schematic detail of the process is depicted in Algorithm 5 Device A will send its
Public Key to Device B, and Device B will send its Public Key to Device B. Both devices

will calculate Shared Symmetric Key

S = Pubkey(A) x PrivKey(B) = PubKey(B) * PrivKey(A) (6.1)

This process is knowns as Elliptical Curve Diffie Hellman (ECDH) Key Exchange protocol
[167]. This is a session key that will last till either of the devices is disconnected. When
devices get reconnected new key will be created every Time. After key S is created,
both devices can start communicating. When Device A wants to send a message, it
will append the time stamp. This will be encrypted with key S. Device B will receive
an encrypted message. It will decrypt it using the same key S which was previously
computed. It will compare the timestamp with the current Time. If it is not within
the given threshold, the network is under attack. It could be a delay introduced by an
adversary listening to communication and forwarding a message to B. This is a man-in-
the-middle attack. It could also be a replay attack, where the adversary sends a previously
recorded message to get a response from Device B. If the timestamp is valid, Device B
will send an acknowledgment back to A. In a similar manner, devices will communicate

with each other.

6.5.1.4 Cryptographic Key

In the context of IoT, each device is associated with a key pair, consisting of a private
key and a public key, which serves as the device identity. The private key is a randomly
chosen number, while the public key can be obtained via elliptic curve multiplication. The
most crucial aspect of private key generation is using a sufficiently secure entropy source

to ensure the selected random number is both unpredictable and non-repeating. Crypto-
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graphically secure pseudorandom number generators (PRNGs) are commonly employed
to provide a source of randomness that meets these criteria. Unlike statistical and weaker
PRNGs, cryptographically secure PRNGs generate pseudorandom numbers that possess
additional properties of randomness. Using a cryptographically secure PRNG also neces-
sitates a seed value derived from an entropy-rich source. In our system, we gather diverse
information from emulated Windows 98 virtual machines, which serve as IoT devices, such
as memory usage status, free hard disk space, I/O delays, the number of processes, CPU

clock speed, etc., to obtain an approximate random seed.

The elliptic curve algorithm can be used to derive the public key from the private key.
This process is one-way and irreversible, given by K = k*G, where k is the private key, G
is the generator point constant, and K is the resulting public key. If an attacker attempts
to find the private key k by discovering the discrete logarithm of the public key K, it
becomes extremely challenging to identify the correct key by bruteforce searching through

all possible values.

To authenticate a certificate using this technique, we adjust the OpenSSL’s certificate
verification function and send a request to the Ethereum blockchain instance, which is
operated on a server located within the same local area network. This server is equipped
with the Metamask wallet implementation. This is usually the most likely scenario in
which a network administrator will have the blockchain node hosted on the same network
as the IoT devices that perform the authentication. The request includes the certificate
ID, and in response, we receive the certificate hash. Subsequently, we compare the hash
obtained from the response with the calculated hash of the certificate that we are verifying.

If the hashes match, the certificate is authenticated successfully.

6.5.1.5 Blockchain Mechanism for Data Integrity Verification

In blockchain-based systems, files are signed using distributed ledger technology, which
provides stronger protection against data forgery and theft compared to traditional file
signatures that rely on asymmetric key encryption. These systems use hash encryption
techniques for integrity protection, with the security of the hash functions and the va-

lidity shared ledger is crucial for ensuring integrity. The storage structure of files in the
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blockchain is described by the files that are first stored as a hash value and then combined
to calculate a hash until a root hash value is obtained. This structure is known as a Merkle
Tree (hash tree), and the path from the hash of each file to the root hash is called the
file’s signature. To verify a file’s integrity, one only needs to insert the hash of the file
to be verified into the signature path and compare the resulting root hash value with the

original hash value.

6.5.2 Threat Modeling Performance Analysis

The performance metrics of the system, such as throughput and delay, are mainly influ-
enced by the blockchain platform used, which in this case is Hyperledger Fabric. There-
fore, the specific details regarding performance are expected to align with the performance
demonstrated by Hyperledger Fabric. For the consensus algorithm, the system uses PBFT
(Practical Byzantine Fault Tolerance), which allows for the detection of abnormal behav-
ior and the synchronization of data in the ledger to achieve consistency in the blockchain
network. The security of the system depends on the strength of PBFT. In a Byzantine
fault tolerance system with n nodes, if the number of traitors (fault nodes or colluders of
attacker) is t, as long as n > 3t, the agreement will conclude within a limited time, and

the honest nodes will ultimately reach a consensus.

6.5.2.1 Threat Modeling Analysis

The proposed approach for secure authentication is found to be effective in the following

scenarios:

1. Brute force: An attacker attempting a brute force attack on a 256-bit elliptic curve
cryptography (ECC) key would need to try an astronomical number of possible key
combinations - specifically, 2 to the power of 256 different combinations. Compared
to traditional RSA keys, ECC keys have an advantage in that a 256-bit ECC key is
equivalent in strength to a 3072-bit RSA key. However, even with a relatively small

key size, it is impossible to discover the key through brute force methods.

2. Man in the middle:The attack involves the interception and alteration of messages.
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Since each message is encrypted with the recipient’s public key, the attacker is unable
to modify its content. Additionally, the hash of the data is included in each packet,
so any modifications made to the message can be detected by comparing the received

hash to the calculated hash.

. Replay attack: This is a variant of a Man-In-The-Middle attack, where the attacker
may or may not alter the message content. Instead, the attacker holds onto the
message for a period of Time before sending it to the receiver, who believes it to be
a new message. However, if time stamping is used in each data packet, this type of

attack can be prevented.

. Identity spoofing: Considering node A has the ability to falsely assert that it is
node B and can ask for an update of the public key/identity. However, this can
be prevented by checking that the IPv6 address registered with node A is different
from the one belonging to node B. Therefore, if the IPv6 address claimed by node A
does not match that of node B, public key/identity spoofing cannot be carried out.

Another method to address this issue is to utilize a challenge-response mechanism.

. DDoS attack: The issue can be addressed by utilizing a decentralized peer-to-peer
communication network and a strong authentication protocol. Furthermore, private
keys are utilized for device login, making it impossible for anyone to gain unautho-
rized access through brute-forcing keys. Any firmware updates for the device are
signed and transmitted by the trusted manufacturer registered with the blockchain

network.

. Sybil attack: The attack entails a single entity asserting multiple identities. However,
in our proposed system, this is not possible since every node must register its identity
and IPv6 address with the blockchain. Therefore, if any node claims an identity
that doesn’t match its own, it can be detected by querying the ledger and utilizing

a challenge-response mechanism similar to the one used for the IPv6 spoof attack.

. Malicious Insider attack: It is possible for the validator node to act dishonestly and
send an incorrect secret share to the IoT node, which would result in an erroneous
computation of the private key. However, this scenario is prevented because the IoT

node has the ability to verify each secret share it receives.
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8. Single Point of Failure: This proposed system operates in a decentralized manner
where the ledger is distributed among all the validator nodes responsible for main-

taining the blockchain. Hence it is not a single point of failure-prone system.

9. Loss of private key: In the event that the private key of the IoT node is lost, a key
request transaction could be initiated. This would allow all the validators to send

their shared secrets to the node, enabling it to recompute its private key.

6.5.2.2 Liveness Check

In a public IoT network like that of a Smart-City IoT network, sensor devices are mostly
deployed in a public place, having relatively less provisioning of physical security. Hence
there is a chance of malicious swapping of the device by an attacker, which could lead to
a chaotic situation in the functioning of the IoT network. Accordingly, even if the device
is successfully registered and logged in, there is still a requirement for its liveness check to
ascertain the following to ensure smooth and secure access of the device in the IoT Cloud.

This is designed to detect spoofing attacks as well as device impersonation attacks.

1. If the device is powered off or the device battery is drained out.

2. Any fault with the device networking adopter or interface.

3. If the genuinely registered device is maliciously swapped with a faulty one or even

embedded with malicious software.

There is a requirement to detect a non-networked device , if it malfunctions or even
powered off due to any reason, to take it out of the actively logged in devices list.To
ascertain and re-authenticate for device genuineness, there is a requirement for periodic or
regular re-authentication of the registered devices. To accomplish this task liveness check
is done with various test conditions. A schematic view of such test cases is depicted in

Figure6.5. This answers Research Question 4.
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Figure 6.5: Test Cases for Liveness Check of IoT Devices

6.5.2.3 Performance Analysis

Initially, the system of secure device authentication was deployed in a standalone machine
to check the operational requirements. After successful verification of the operation of
the designed system, the same was ported to the in-premise cloud, and in the subsequent
phase, the proposed secure device authentication solution was deployed in over multiple
commercially available clouds forming multi-cloud testbed having 16 Blobkchain nodes
each for Blockchainl and Blockchain2. The Devices of CoT were emulated by lower

resource-configuration Windows 98 based PCs with OEM-fitted webcams.

System performance in terms of Key Generation and Key validation is found out to be
a key factor towards system efficiency. Timing taken at various stages of implementation
infers that the present system being implemented is scalable and consistent in terms of
Time -performance. A detailed analysis of time performance for Key generation and
Key validation is depicted in Figure 6.6. Similarly, the authentication time taken by

this device MFA approach has been studied. Time Taken for all three test scenarios,

namely standalone, in-premice MFA, and also multi-cloud MFA doe device authentication,
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Figure 6.6: Key Generation and Key Validation Performance Analysis

a progressive phased manner.

have shown consistency in time performance, tested with 16 concurrent login devices in

Details of this time analysis are depicted in figure 6.7.

All the test cases of Liveness check have been carried out in a multi-cloud environment
comprising 18 PCs depicting as 18 devices of the CoT, and their performance analysis in
terms of re-authentication times is depicted in Figure 6.8. This liveness check is virtually
implementing the concept of C-MFA and D-MFA discussed earlier in the context of device
MFA. The above analysis of C-MFA and D-MFA of Device authentication infers that the
second method of the test case (Random Interval Check) is most optimal, considering the

time complexity of our researched solution. Experimental results show that IoT chain can

maintain high throughput and effectively reach consensus in a distributed system.

The above modelling and implementation answers Research Question 5.

6.6 Chapter Summary

The specialty of device authentication in a CoT environment lies in providing a secure and

efficient authentication mechanism that can handle a large number of devices with differ-
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ent capabilities and security requirements. This requires a combination of robust identity
management, mutual authentication, strong encryption, and scalable authentication pro-
tocols. In the limitation of laboratory conditions, 18 number of devices were subjected to
various test conditions. A secure authentication protocol has been proposed and validated
with different conditions for device registration, mutual authentication, and data commu-
nication. DLT has been incorporated to take inherent cryptographic security advantages.
Smartcontract have been deployed over two different blockchain in an integrated manner.
The concept of Blockchain Enabled MFA (B-MFA) was initially tried on a standalone
system. Subsequently, the concept of Continous MFA (C-MFA) is implemented as the
first test case for the liveness check. Subsequently, Dynamic MFA (D-MFA) for device
authentication has been implemented in a multi-cloud environment for verifying liveness
in terms of four different test scenarios. The system performance in terms of scalability
consistency has been inferred. With uploading of 4MB video MP4 file from the sensor
webcam to the cloud storage and downloading of such files from cloud storage to Windows
98 based, resource constraint machines have demonstrated data confidentiality, integrity,

and availability.
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7.1 Introduction

The authentication process is critical in today’s world, where cyber attacks are becoming
more sophisticated and frequent. In the modern era, trustworthiness is essential for making
synchronization with technical advancements in this direction. To maintain trust, there
are several important concepts, such as Authorization, Authentication, and data values.
Nowadays, information is critical and often stored digitally, so it’s essential to be cautious
about the environment in which we access the data and ensure that the person accessing
the data is authorized and authentic. Identity and Access Management (IAM) is a process
that involves Authentication and Authorization, and it is primarily used to ensure that

people follow certain rules or have specific permissions to keep information safe.

The Zero Trust Network (ZTN) as a concept can potentially do value addition to TAM,
which operates with a different approach to identity and accessibility. In this approach,
the concept of "trust" is completely eliminated from the network. The network is viewed
as potentially untrustworthy and compromised, and every access request must be verified.
Combined with ZTN, Software Defined Perimeter is a net segmentation methodology that
can effectively split a relatively larger network into smaller network segments, which can
logically represent several domain-specific network. Such segmentation paves the way for

better and more efficient enforcement of access control policies.

Augmented authentication is a modern approach to identity verification that combines
multiple factors to increase security and accuracy. Augmented authentication is becoming
increasingly important as more and more sensitive information is stored online and cyber

threats continue to evolve. It offers a way to stay ahead of hackers and other malicious
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actors and provides a more secure and user-friendly experience for individuals and organi-
zations. Hence an innovative technical amalgamation of TAM and ZTN, along with SDP,
is a potential means for enhancing the identity process of users or devices with an umbrella

of trust over the desired confidentiality, integrity, and availability (CIA) requirements.

7.2 Background Literature Study

Before the actual implementation of ZTN and SDP concepts for this research, a brief

review of the background processes and their interoperability are considered.

7.2.1 Augmented Multi-Factor Authentication

Augmented Multi-Factor Authentication (A-MFA) is considered an advanced security tech-
nology that combines traditional multi-factor authentication methods with additional lay-
ers of security to provide enhanced protection against unauthorized access to sensitive data
and systems. As a concept, A-MFA uses a combination of multiple authentication factors,
such as passwords, biometric data (such as fingerprints, facial recognition, or voice recog-
nition), smart cards, tokens, and contextual factors (such as the user’s location, device,
or behavior) to verify the identity of the user. In addition, it also incorporates advanced
technologies, such as artificial intelligence, machine learning, and behavioral analytics, to
detect and prevent fraudulent activities. This includes analyzing user behavior patterns
and detecting anomalies in real-time to identify potential security threats. In addition,
evolving technological approaches like Zero Trust Architecture (ZTA), ZTN and SDP are
also potentially viable means to further enhance the effectiveness. This way, A-MFA is

expected to provide an additional layer of security to the MFA process.

7.2.2 Zero Trust Architecture

The National Institute of Standards and Technology (NIST) has published a report on
Zero Trust Architecture (ZTA) [168] which states that ZTA is not a single network archi-

tecture that can be achieved with a single technology. Instead, it is a collection of guiding
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principles that must be strategically implemented to protect enterprise assets, including
data, devices, users, and other infrastructure components. The key principles for achiev-
ing ZTA are authentication and access control, which establish the user’s identity and

determine privileges for various operations involving protected resources.

To implement ZTA in a critical infrastructure context, a strong authentication scheme
that identifies both users and devices is required. Additionally, rather than relying solely
on entry-point authentication, a context-aware and continuous authentication scheme that
considers the user and device contexts on an ongoing basis is recommended. Risk-aware
access control schemes that assess the risk associated with access requests should also be

part of ZTA strategies.

In addition to these primary principles, ZTA implementation requires the use of lightweight
encryption schemes for resource-constrained devices in cyber-physical systems. NIST also
recommends micro-segmentation and software-defined perimeters as core ZTA implemen-
tation strategies, although customization is necessary to secure the edge network of IoT
devices. Threat intelligence is also critical, as it can be used as a feedback mechanism to
drive automated security technologies in the defense environment. A customized and reli-

ably responsive system is necessary for continuous trust evaluation and access control.

7.2.3 Zero Trust Network

Zero Trust Network is a security concept that assumes that every user or device that
connects to a network is potentially hostile and thus must be authenticated and authorized
before being granted access to any network resource. Zero Trust Network can effectively
contribute to maintaining user or device identity in an authentication system [169-172]by

implementing the following measures:

1. Continuous authentication: Zero Trust Network continuously monitors user and
device activity on the network and authenticates them based on their behavior.

This helps to prevent unauthorized access to network resources.

2. Device Authentication: By requiring devices to authenticate themselves before ac-
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with its components in Figure 7.1.

cessing the network, zero trust authentication can help ensure that only trusted

devices are granted access to the network.

. Identity and Access Management (IAM): By implementing a centralized system for
managing user and device identities, zero trust authentication can help ensure that

access rights are granted only to authorized users or devices.

. Least privilege access: Zero Trust Network restricts access to network resources based
on the principle of least privilege. This means that users and devices are granted
access only to the resources they need to perform their authorized tasks and nothing

more.

. Multi-factor authentication: Zero Trust Network requires multi-factor authentication
for all users and devices before granting access to any network resource. Multi-factor
authentication involves using two or more authentication factors, such as a password

and a smart card, to verify the identity of a user or device.

. Network segmentation: Zero Trust Network segments the network into smaller, more
secure zones, with each zone having its own security controls. This helps to limit
the damage caused by a security breach, as the breach will be contained within the

affected zone.

A Zero Trust Network can be implemented using a combination of various technologies and
techniques such as multi-factor authentication, identity and access management, network
segmentation, micro-segmentation, encryption, continuous monitoring, threat intelligence,
and automated response. The implementation of a Zero Trust Network involves a com-
prehensive security strategy that requires ongoing assessment, testing, and optimization.
Organizations need to consider their unique security requirements, the types of assets they
need to protect, and the risks they face. They also need to ensure that all security solu-
tions and practices work together to create a cohesive and effective security posture. Basic

fundamental steps to be followed for a Zero Trust Network implementation as depicted

* can be summarized as follows:

*https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.SP.800-207.pdf
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Control Plane

Data Plane

Figure 7.1: Zero Trust Network Components

Authenticate all users, devices, and applications that request access to network re-

sources.

Verify the identity of users, devices, and applications using multi-factor authentica-

tion and other identity verification techniques.

Authorize access to network resources based on the principle of least privilege.

Segment the network to isolate sensitive data and applications and limit lateral

movement by attackers.

Continuously monitor network activity, including user behavior, network traffic, and

device behavior.

Detect and respond to security incidents in real time using automated response and

threat intelligence.

Implement ongoing assessment, testing, and optimization of security controls, poli-

cies, and procedures to ensure continued effectiveness.

7.2.4 Software Defined Perimeter

Network segmentation is the practice of dividing a network into smaller subnetworks or

segments, each with its own security policies and access controls. This approach can
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help improve network security by limiting the scope of a potential breach and reducing
the impact of a security incident. Software-defined perimeter (SDP) is a security frame-
work that allows organizations to create secure, segmented network environments using
software-defined networking (SDN) technologies [168,173,174]. SDP provides a flexible and
scalable way to achieve network segmentation by enforcing identity and application-level
access control, creating dynamic access, following zero-trust security principles, and using
encryption to protect network traffic. By implementing SDP, organizations can enhance
their network security and reduce the risk of unauthorized access or lateral movement by

attackers. SDP can help achieve network segmentation by following these steps:

1. Application-level access control: SDP can be configured to provide access control at
the application level, allowing organizations to limit access to specific applications,
servers, or services, and to ensure that only authorized users or devices can access

them.

2. Create network-segment security policies: SDP follows a zero-trust security model,
which means that all access attempts are considered untrusted until they are verified
and authorized. This helps ensure that only legitimate users or devices are granted
access to the network. Based on the resource classification, access control policies
can be created. SDP policies can be granular and based on a user’s identity, device

security posture, or location.

3. Deploy the SDP controller: The SDP controller is a central component that manages
network traffic and enforces access control policies. It is responsible for authenti-
cating users and devices and assigning them to the appropriate segments of the

network.

4. Dynamic access: SDP creates a dynamic and secure connection between users and
resources, which means that access is only granted when it is needed and for the

duration of the session.

5. encryption: SDP uses encryption to protect network traffic, which means that data

is secure even if it is intercepted by attackers.

6. Enforce traffic filtering: To further improve network security, SDP can be used to

136



7 Augmented Multi-Factor Authentication

filter traffic between segments. This can be achieved by configuring firewall rules
or using a network overlay to encapsulate traffic and limit visibility across network

segments.

7. Identity-based access control: SDP provides granular access control to resources
based on user or device identity, making it easier to segment the network and control

who has access to what.

8. Identify the resources to be protected: The first step is to identify the critical resources

that need to be protected, such as sensitive data, applications, or servers.

The fundamental process of Software Defined Perimeter emphasizes dynamic, on-demand
access controls that grant or deny access to network resources based on user and device
attributes and the use of a secure connection broker that serves as the gateway to network
resources. The architecture provides a highly secure and flexible way to protect network
resources from unauthorized access while also allowing authorized users and devices to
access those resources as needed. Essential steps to be followed for an SDP implementation

as depicted in Figure 7.2 T can be summarized as follows:
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Figure 7.2: Software Defined Perimeter

(i) Identify and inventory all network resources, including those that are not managed

by the organization.

Thttps://en.wikipedia.org/wiki/Software-defined_ perimeter

137



7 Augmented Multi-Factor Authentication

(iii)

(vi)

(vii)

(viii)

7.3

Categorize network resources based on their sensitivity, criticality, and value to the

organization.

Implement a secure connection broker that serves as the gateway to network re-

sources.

Use a policy engine to dynamically grant or deny access to network resources based
on user, device, and resource attributes. Authenticate users and devices using multi-

factor authentication and other identity verification techniques.
Authorize access to network resources based on the principle of least privilege.

Implement network segmentation and micro-segmentation to limit lateral movement

by attackers.
Encrypt all network traffic to protect against interception and eavesdropping.

Continuously monitor network activity, including user behavior, network traffic, and

device behavior.

Implement real-time threat intelligence and threat-hunting capabilities to proactively

identify and mitigate security threats.

Continuously assess and update security controls, policies, and procedures based on

new threats and changing organizational requirements.

Research Gaps and Questions

Z'TN and SDP approaches have emerged as promising solutions to enhance the security

of user and device authentication. By implementing stronger authentication mechanisms,

monitoring user behavior, and enforcing access controls, ZTN and SDP can help organi-

zations enhance their overall security posture and protect against a wide range of security

threats. Some of the potential areas in user or device authentication that could be ad-

dressed using ZTN and SDP include:
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. Biometric authentication: Biometric authentication uses a physical characteristic of
the user or devices, such as their fingerprint or facial recognition or Media Access
Control (MAC) address, to verify their identity. Biometric authentication can be

highly secure, but it can also be subject to spoofing attacks.

. Device and User trustworthiness: Traditional authentication methods do not con-
sider the trustworthiness of the user and device, which makes it vulnerable to attacks
such as device spoofing and tampering. ZTN and SDP can address this gap by im-
plementing device or user attestation, which verifies the integrity and security of the

device before granting access to network resources.

. Integration with legacy systems: Many organizations have legacy systems that may
not be compatible with modern authentication mechanisms. ZTN and SDP can help
address this by implementing secure access controls that can integrate with legacy

systems.

. Insider threats: Traditional authentication mechanisms are designed to prevent ex-
ternal attacks, but they may not be effective against insider threats. ZTN and SDP
can help address this by monitoring user behavior and access patterns to detect

potential insider threats.

. Security of cloud-based applications: Cloud-based applications are becoming increas-
ingly popular, but they are also vulnerable to security threats. ZTN and SDP can
help address this by implementing secure access controls and monitoring user activity

within cloud-based applications.

. Weak authentication mechanisms: Traditional authentication mechanisms like pass-
words and PINs can be easily compromised, leading to unauthorized access to net-
work resources. ZTN and SDP can address this by implementing stronger authenti-
cation mechanisms like multi-factor authentication (MFA) and biometric authenti-

cation.

. User or Device location: Traditional authentication methods do not consider the
user’s location, which can lead to unauthorized access if the user is accessing the

network from an untrusted location. ZTN and SDP can address this gap by imple-

139



7 Augmented Multi-Factor Authentication

menting geolocation-based authentication, which verifies the user’s location before

granting access to network resources.

7.3.1 Research on ZTN and SDP

From the beginning, the concept of ZTN and SDP has been proposed by Cloud Security
Alliance (CSA) [175]. ZTN and SDP are emerging as potential areas of application for
user and device IAM. Many researchers have explored possible areas of research for user
and device authentication in a cloud environment. Virtualized network testbeds were used
by Sallam et al. [176] to analyze the combination of SDP and smart-home infrastructure.
The testing demonstrated that SDP has the ability to reason and counteract various types
of attacks on smart-home systems, including flooding, spoofing, intrusion detection, and

eavesdropping.

Abdallah et al. [177] proposed an SDP-based framework adopting a client-gateway archi-
tecture. The performance of the proposed approach was also evaluated using a virtualized

network testbed for an internal enterprise scenario as a use case.

Singh et al. [178] suggest using a software-defined perimeter (SDP) as a solution for secur-
ing [aaS. SDP creates a logical boundary that limits access to services, using authentication
and authorization to permit only authorized clients to connect to services that are hid-
den behind SDP gateways. The effectiveness of SDP in an AWS cloud environment was
confirmed through implementation and verification, including the use of port scanning to

test SDP behavior.

Sudakshina et al. [179] proposed an approach of an algorithm of multiplying increases
and adding decreases and utilized to identify a sophisticated MAC spoofing attack prior
to gaining access to the cloud resources based on SDN. Under this approach, a dynamic
threshold is allocated to the incoming port number. The threshold marking’s ability to
self-learn aids in correcting genuine user traffic before classifying it as malicious. The
mathematical and experimental outcomes demonstrated greater accuracy and detection

rates.

To meet the lightweight requirements in a UAV swarm, authentication technologies, and
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the special requirements of cyber security, Dongyu et al. [180] proposed an authentication
scheme based on Zero Trust, which achieved rapid authentication of UAV swarm in data

exchange and sharing and strengthened its ability to respond to cyber-attacks.

Vivin et al. [181] suggested creating a system that gathers a group of different character-
istics, such as the actions of the user, the qualities of the application being accessed, and
the device being utilized. This expanded collection of information makes it possible to
generate a thorough understanding of the situation, which can then be used to calculate

precise variations and assess the level of risk involved.

Details of the referred research are consolidated in Table 7.1 to highlight the observed
shortcomings. A Lightweight Continuous Device-to-Device Authentication is proposed
by Shah et al. [169]. This research has emphasized the requirements and advantages of
continuous authentication. Hence there is a need to develop and implement Continous
and Lightweight Authentication protocol for devices compatible with ZTN and SDP

infrastructure.

Singh et al. [178] proposed a Software-Defined Perimeter (SDP) Architecture for Infras-
tructure as a Service. Abdallah et al. [177] brought out that a single SDP controller is
vulnerable to DoS attack. Hence there is a need to have multiple SDP controllers in the

SDP network with load-balancing functionality.

Considering the shortcomings noted from Table 7.1 and the preceding discussion, the
following research questions are considered to be answered to mitigate the current gaps

noticed.

1. RQ7.1. How to apply the concept of MFA with a suitable biometric factor of

authentication for users and devices using ZTN architecture on a multi-cloud setup?

2. RQ7.2. How to conduct intra and inter-segment device discovery for their mutual

authentication in a ZTN-enabled segmented network with SDP having Continous
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Table 7.1: Prominent Observations on ZTN & SDP Research

Ref | Resource Typr Model/Algo Applica- | Shortfall
Used bility

[176] |Set of virtual machines | MQTT Protocol, | VMs, Large comput-
hosted by a physical | Waverly Labs? | desktop, ing resources,
machine running Linux | Open SDP project | laptops excessive setup.
Ubuntu 18.04 and Virtual-

Box 5.2

[177] | The components were set | Waverly Labs | Virtual 1. Possible Net-
up on VMs and an MYSQL | Open SDP project | Machines | work Disruption.
database was also present. | was used to 2. SDP Controller

implement the becomes vulnera-
framework. ble and prone to
many attacks.

[178] | AWS-EC2 VMs is used to | Open SDP by Wa- | VMs, Heavyweight pro-
deploy the gateway and |verly Labs, Ama- | desktop, |cess, not suitable
controller on separate in- | zon Web Services |laptops for lightweight
stances, both with Linux such as 10T
16.04xenial images. A VPC devices.
was configured to block all
traffic to the controller and
services, only allowing traf-
fic into the gateway.

[179] | IP addresses, DDoS con- | AWS or Microsoft | Mobiles, | Identity manager
troller web directory | tablets, is required for val-

cloud services. | desktops, |idation of individ-
Multiplicative laptops. ual network traffic.
Increase and ad-

ditive decrease

algorithms  were

used.

[180] |Drone swarms as network | Static swarm, dy- | Drones Large comput-
system, Ground control | namic swarm, and ing resources are
station. hybrid swarm. costly, so group

cooperation is
needed.

[181] |Done on contextual data.|SVM or Naive clas- | Mobile 1. Attributes may
Attribute set, which con- | sifier depending on | devices, not be available
sists of User Attribute, | the attribute set | Web sometimes. 2. It
Application Attribute, De- | taken. browsers, | does not perform
vice Attribute, Auxiliary and well  when  we
Information, and Storage Desktop have a large data
schema. applica- set because the

tions. required training

time is higher.
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Lightweight Device to Device authentication ?

3. RQ7.3. How to prevent DoS attack on SDN controller?

7.4 Prposed Approach

The infrastructure for managing identities plays a crucial role in enabling a zero-trust
architecture with identity at its core. Its main functions include unified authentication of
network entities, issuing public key certificates, and managing the life cycle of identities.
The zero-trust model can be applied in various scenarios, including remote offices, cloud

computing platforms, big data centers, and the Internet of Things (IoT) [182].

7.4.1 MFA in ZTN

Continuous authentication has been integrated with other factors like user biometric char-
acteristics and also user device characteristics like MAC address. Similarly, entitled ap-
plications earmarked to be used by the authenticated user is also to be mapped with user
authentication credentials. In this scenario, there is a theoretical amalgamation of MFA

and ZTN. This needs to be explored in detail in light of continuous trust evaluation.

7.4.1.1 Design and Development of ZTN Architecture

The broad functioning of ZTN includes user or device identification. At this level, the MFA
functionality needs to be incorporated. For ZTN design, the pseudocode is presented in

Algorithm 6.
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Algorithm 6 Zero Trust Network ( ZTN)

Switch (s)

Case 1. Define Function Authenticate (User, Device):

If (User,Device — (Identified and Registered) and authorized):

Return True. Else Return False.

EndIf

Case 2. Define Function Authorize (User, Device, Resource):

If (User, Device is authorized for resource):

Return True. Else Return False.

EndIf

Case 3. Define Function Connect-Gateway (User, Device):

. If (User is authenticated):

. If (Device is Authorized):

: Create Secure Connection to Gateway.

: Return True. Else Return False.

. EndIf

. EndIf

: Case 4. Define Function Enforce-Policy (User, Device, Resource):

: If (User, AND Device, AND Resource is authorized)— Grant access.

: Else: Deny access.

: EndIf

: Else: Deny access.

. EndIf

: Else: Deny access.

. EndIf

: Case 5. Function Monitor-Network():

: For each User, Device and Resource:

- Record Activity and Behavior.

: For Network Segment:

: Limit access to authorized Users and Devices.

: Case 6. Function Detect-Threat(network):

: For each recorded event:

: Analyse anomalies and potential threats.

: Trigger alert or response, as required.

: Case 7. Function Encrypt-Traffic():

- Encrypt all network traffic with encryption mechanism.

: Case 8. Function Optimise-Policy(policy):

: Continuously access and update security controls, policies and procedures based on
new threats and changing organizational requirements

38: Case 9. Define_security_policy(resources, user_roles, authentication, authorization)

segment_ network()

39: implement multifactor authentication (MFA) and implement(access_based__on_ roles)

40: monitor_and_log_traffic()

41: implement__continuous_ security(policy_review__and_update, security_ assessments)

42: implement_ network__security_ tools

43: while (true)

44: if (access_request)

45: authenticate user(device, application)

46: if (authorized user)

47: verify__authorization(access_based__on_ roles)

48: if (access_granted) grant_access_ to_ resource()

49: else deny__access__to_resource()

50: else deny_access_to_resource() and Exit 144

51: EndCase

52: EndSwitch
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Figure 7.3: Design of MFA over ZTN

7.4.1.2 MFA for User & Device in ZTN

To begin, the user and terminal identity are recorded. They are interconnected with user
credentials together and establish a management system for application services based on
security levels. Categorization applications into different security levels and customizing
user application services based on trust evaluation values is made. Lastly, security checks
for the management of users’ terminals and their applications is conducted. The schematic
design of the proposed approach is depicted in Figure 7.3. Next, traditional MFA is per-
formed to verify the user’s identity using existing technologies such as passwords and facial
recognition. Traditional MFA requires selecting two or more authentication methods, but
it only provides identity input, and s does not support dynamic authentication for secu-
rity purposes. Therefore, after successful MFA authentication, dynamic authentication
based on trust evaluation values is necessary. Once the user successfully completes MFA,
dynamic authentication based on trust evaluation values is initiated. This serves two
purposes: firstly, to dynamically authenticate the user’s access for security and legality
purposes, and secondly, to authenticate the user to the server. A continuous trust eval-
uation module calculates the trust evaluation value of both the user and their terminal.
When the trust evaluation value and other attributes match the access policy, the authen-
ticated user is granted the corresponding access authority. The authentication mechanism

is depicted in Figure 7.4.
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Figure 7.4: Design of Dynamic MFA over ZTN

This answers the Research Question 1.

7.4.1.3 Device to Device Lightweight Authentication

The proposed approach is covered in three phases namely (i) Initialization, (ii)Traditional

MFA, and (iii) Augmenting Device to Device Lightweight Authentication, as discussed:

1. Initialization: During the Initialization phase, crucial parameters need to be config-
ured for both the sensor nodes and gateways. Initially, the sensor node provides its
identification information, which is known as IDg... There are various methods to
transmit the necessary confidential values to both the sensors and gateways. For in-
stance, the sensor manufacturers can pre-embed secret values such as MAC address
or globally unique identifier (GUp) into the sensors during the production phase,

and the gateway can obtain the necessary confidential values.

2. Traditional MFA: In the authentication phase, there is a mutual authentication pro-
cess between the sensor node and the gateway through static authentication. Both
parties also agree upon an initial token called TOK g  , which will be utilized for

continuous authentication throughout the authentication period T.

3. Augmenting Device to Device Lightweight Authentication: This phase is designed
to implement Lightweight Device to Device Authentication protocol discussed in

Chapter 6 for a time duration T in a continuous manner. In this process, the Ack
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generated between the mutual authentication between sensor and node is required

to maintain a timestamp for audit and enforcement of access control policies.

Algorithm 7 Software Defined Perimeter (SDP)

[ I R T e e e e e

o
=

Function Authenticate (User, Device, Application)

If User AND Device AND Application Identified and Authenticated:
Return True. Else Return False.

EndIf

Function Authorize (User, Device, Application, Resource)

If User AND device AND application authorized for resources:
Return True. Else Return False.

EndIf

Function Monitor (network)

For each user, device and application, Record Activity and Behavior:

: EndFor

: For each resource, Record access attempts and events:

: Function Detect-Threat (network)

: EndFor

: For each recorded event, analyze for anomalies and potential threats.
. Trigger alert or response as desired by the organization.

. Function Segment (network)

: Separate Network to smaller segments based on resource sensitivity.

. Limit access between segments based on least privileges

: Function Encryption (Resources)

: Encrypt data in rest and in transit

: Function Optimize (Policy)

: continuously access and update security controls, policies and procedures based on

new threats and changing organizational requirements.

. EndFor

7.4.1.4 Integration for A-MFA

Considering the advanced facial recognition approach for unique identification for users

and MAC address for that of network-enabled devices, the MFA module is designed.

Further, the MFA process is designed to be riding over a ZTN with cloud segmentation

in a multi-cloud environment. A block diagram for integration of the components for

Augmented MFA (A-MFA) is depicted in Figure 7.5.

This answers the Research Question 2.
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7.4.2 Design and Development of SDP Architecture

The basic modules of SDP architecture are (i) SDP Controller, (ii) SDP Gateway or
Accepting Host, and (iii) SDP client. In the SDP architecture, Users, Devices, and Ap-

plications are incorporated. For SDP design, the pseudocode is presented in Algorithm

7.

7.4.2.1 Vulnerability for SDP Controller

The SDP controller performs a crucial role in the process of network segmentation. It
dynamically updates the access control table. It is also responsible for ensuring most
restrictive access control policy in a ZTN Network. At the same time, for its operation,
the ZTN network mostly depends on a centralized SDP controller. Thus it is vulnerable
to a Single Point of Failure(SPF), due to a Denial of Service (DoS ) attack, in a common
scenario. Hence this research proposes to have multiple SDN controllers for ZTN-enabled
SDP setup. Such redundant SDP controllers are designed to be residing on the Cloud
server for the inherent advantages of security provided by the Cloud Service Provider

(CSP). In the case of a Multi-cloud scenario, such redundant SDP controllers be planned
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to span across multiple CSPs, depending on the number of devices and users forming the
tenant’s overall load on the cloud. However, to streamline the whole process without much
complexity. This research proposed to introduce a load balancer [183,183] for the multiple
SDP controllers hosted on Multi-cloud.

7.4.2.2 SDP Load Balancer

The Load balancer algorithm is based on a Load Threshold calculation. The Virtual Ma-
chines (VMs) from the CSPs designated to be performing as a load balancer are combined
to form a pool of VMs. The Load Balancer allocates the SDP controller load depending
on the Load Threshold of the respective VM. The Flowchart for the operation of the Load

balancer for the SDP controller on cloud setup is depicted in Figure 7.6.
Start
Find Available VM

Calculate Current Allocation Count<
Length of VM List and Allocate VM. If
not available Create New VM

Calculate Active load on Each VM,

REtn UM Compare Load Threshold on Each VM

No

No Least Load of VM Yes
Is VM Overloaded : Threshold? » Return VM Id

Yes

Allocate request to VM and Update

Queue, Stpp

Figure 7.6: Load Balancer for SDP Controller

This answers the Research Question 3.
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Figure 7.7: Testbed for A-MFA

7.5 Implementation and Evaluation

The ZTN is implemented with 16 virtual machines emulated as IoT devices with the

webcam as the sensor for IoT applications.

7.5.1 Implementation

The implementation has been done in a phased manner. In phase I, the On-premise cloud
has been segmented into two parts, configured with one CSP and within 2 Tenants each.
Each tenant has been configured with eight users each. The same setup was augmented
with a multi-cloud setup, having a database deployed in AWS virtual machine. The system

deployment diagram for the testbed is depicted in Figure 7.7.

7.5.1.1 Security Analysis

A comparative analysis of the proposed A-MFA protocol was done after its implementation

with other similar functional protocols as depicted in Table 7.2



7 Augmented Multi-Factor Authentication

Table 7.2: Comparison of A-MFA With Similar Functioning Identity Authentication Methods

Identity Authentication Method Continuous | Finegrained | Multi-level
Trust Eval- | Access Authentica-
uation Control tion

A-MFA Yes Yes Yes

Biometric Authentication No No No

Password-based Authentication No No No

PKI-based Identity Authentication No No No

Smartcard-based Authentication No No No

7.5.2 Performance Evaluation

Using the testbed mentioned at Figure 7.7, in phase I of implementation, 16 users were
created on the In-Premise Cloud, which was segmented into two parts, namely CLoud
Segment 1 and 2, respectively configured on ZTN architecture. In this phase, the number
of users was made to log in using the C-MFA method discussed in Chapterd. Hence in
this A-MFA implementation of the user, the associated VNs of the In-premise cloud were
also authenticated, with MAC addressed as a factor of authentication for the VMs.

In Phase II, the A-MFA approach was applied to the test setup depicted at Figure 7.5
in a multi-cloud setup comprising AWS as well as the in-premise cloud. The testbed was
subjected to varied test conditions where the number of users, as well as devices, were

scaled up gradually to study the system performance.

Various gradually enhanced test conditions were subjected to in-premise as well as multi-
cloud for several hours to study the processor utilization pattern. A comparison of proces-
sor utilization patterns between previously discussed C-MFA was made with the processor
utilization pattern of A-MFA under similar test conditions as depicted in Figure 7.8. The
A-MFA was found to be processor-heavy as compared to C-MFA. However, this extra
processor utilization merits justifiability, considering the enhanced security and technical

amalgamation of device and user authentication under one umbrella.

The Load balancer functionality was thoroughly checked under various conditions as above.
Using the camera as a sensor of the connected device, a 4 MB video filer was uploaded

as well as downloaded under varied scaled-up test conditions to check for system con-
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Figure 7.8: Processor Utilization for A-MFA & Comparision to C-MFA

sistency as depicted in Figure 7.9. It was observed that the system performance was
consistent throughout the execution of various test conditions. This signified that apart
from maintaining Confidentiality, Integrity, and availability, the A-MFA system is found to
be consistent in terms of processor load, using various load balancers in an uninterrupted

manner for seven hours.
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Figure 7.9: Performance of Load Balancer with Secured File Transfer

7.6 Chapter Summary

The concept of a Zero-Trust Architecture (ZTA) is becoming more popular and is now

seen as the preferred security architecture. ZTA, as the name suggests, is based on the
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principles of granting minimum privileges, fine-grained access control, and implementing
strict and adaptable policies. ZTN approach for user or device identity has been found
promising, with inherent advantages provided by the network features. This research has
endeavored to refrain from using any additional or specialized hardware or software using
the MFA process. Effective access control of users and devices has been achieved regarding
face recognition applications and MAC-based device MFA. The technical amalgamation
of user and device MFA in a ZTN platform with an SDP testbed of multi-cloud is a
state-of-the-art approach for the future of MFA. The A-MFA approach for device and
user authentication has promising results regarding processor utilization and secured data
transfer on varied test conditions. Using lightweight authentication and load balancers has
proved effective in their implementation. Thus, the A-MFA approach for authentication
has been established to have a sound balance between the security of operation and system

performance.
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User credentials, including registered users’ facial biometric data, are stored in the cloud.
Hence, data storage security against any intrusion attempt is of paramount importance.
Necessary data backup or redundancy is required to handle data loss. This research
work assumes that the security of cloud storage is ensured. Modern spoofing techniques
may find a loophole in the system’s functioning even though the system is designed and
verified against impersonation attacks.- Other attacks, such as spoofing attack prevention,
are limited to the deep learning and CNN functionality of the particular face detection
and recognition algorithm being utilized for facial recognition in the system. A deliberate
attempt to alter crucial credentials and biometric data may render the system completely
ineffective. Moreover, one cannot ignore the cloud administrators vital role in resource
provisioning.

Our work aims to develop an efficient and reliable approach for secured authentication of
users and devices in Multi-cloud and Multi-cloud of Things. In this chapter, we summarize

our significant contributions and provide some insights for future work.

8.1 Contributions

In this research, we have covered the aspects of MFA in detail. In the process, we have
implemented ABCD of MFA, namely A-MFA (Augmented MFA), B-MFA (Blockchain-
Powered MFA), C-MFA (Continous MFA) and D-MFA (Dynamic MFA) and studied
their performance characteristics and applicability towards secured user authentication

for stand-alone, Cloud as well as Multi-Cloud environments.
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8.1.1 Findings With Respect to Users

MFA is an effective means of increasing the difficulty for intruders to gain unauthorized ac-
cess to the system. MFA ensures secured access to resources for interactions between users
and cloud infrastructure by facilitating efficient, user-friendly, and trustworthy authenti-
cation whenever accessing a service. This research presented an approach to dynamically
verify a factor, particularly the biometric face recognition, without disturbing a logged-in
user from ongoing work simultaneously without requiring additional hardware and soft-
ware for the system implementation. Performance consistency of this approach has been
experimentally established for various associated phases of MFA system functioning with
an web enabled interface. ZAP test of the web-application for the MFA system have estab-
lished its security as well as stability features. At an average of 350 milliseconds is taken
by the MFA system for new user sign up inclusing initial face registeration average time
of 80 milliseconds. Using an experimental setup where 100 number of users are created
using a cloud environment, average time responce of 900 milliseconds have been achived
for user sign in including facial verification of the MFA process for registered users. For
uploading as well as downloading a 4 MB pdf document has shown promising results using
a standard 2 MBPS Broadband internet connection with respect to their time of responce
in cloud environment. This research also made a notable effort to prevent impersonation
attacks on the system. However, the trade-off between performance and security of user

authentication has been found effective against impersonation attacks.

8.1.2 Findings With Respect to Devices

MFA has been proven effective in making it harder for unauthorized devices to access
the system through device swapping. The use of DLT and DID has achieved the desired
goals for device authentication and ease of access, while the implementation of hashing
and PKI cryptographic functions has ensured system security against fraudulent devices.
It is assumed that new device registration to the cloud is done manually or with the help
of a cloud administrator. The initial registration of devices is based on the MAC address.
In a research testbed, 16 virtual machines were created to emulate 16 devices with limited
memory and processing power, using webcams as sensors for IoT devices connected over

a multi-cloud. The study also demonstrated promising results for uploading a 4 MB MP4
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video file using a standard 2 Mbps broadband internet connection from webcam sensors
in a cloud environment. Additionally, the study focused on preventing impersonation
attacks on the system using swapped devices with unknown MAC addresses. The use
of SHA and PKI for DLT-based credential storage and liveness checks were efficient and
effective in enhancing security. However, there is a trade-off between device authentication
performance and security, and this trade-off was considered effective against impersonation

attacks.

8.2 Lessons Learnt

This research focused on the objectives and scope of work within the declared restrictions
of not using any additional or specialized hardware and software. Hence, the OEM-fitted
webcam and the MAC address of the network interface were utilized as identifying agents
for the users and IoT devices, respectively. To cater to the possible spoofing and imper-
sonation attacks, desired threat modelling was done to detect and prevent unauthorized
access to enhance security. To have optimum system performance, dynamic verification of
users or devices was resorted to instead of continuously engaging computational capabil-
ity for checking and verifying the authentication factor. However, an alternative means of
Continous MFA was proposed and implemented with CNN based face recognition system
that used a pipeline concept starting from frame difference measurement till actual face
recognition in a modular manner. The modules of the pipeline were designed to function
as and when the need of a specific module was required. Similarly, the usage of a Digital
Certificate and Hashing of the MAC address were used as anti-spoofing measures for IoT
devices. Moreover, the inherent cryptographic advantages of Blockchain and Distributed
Ledgers were also explored for system implementation. Such MFA scheme was tested for
validation of functional performance in a phased manner, firstly on an in-premise cloud
set-up. Subsequently, the same was ported to commercially available CSPs with a scaled-
up number of tenants and users. Virtual machines with limited system configuration were

prepared in the laboratory to simulate the IoT devices.

An augmented means for MFA was explored with the help of ZTN and SDP-based archi-

tecture for users and devices. However, its load balancer was found to be an unavoidable
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computational overhead. Hence, its effect on secure data transfer was studied. For internet
connectivity and to incorporate the virtual machines of test beds from the commercially
available CSPs, an OFC-based 2 Mbps internet connection was used. Moreover, the test-
ing and validation of the proposed system functionality and performance was done in an
academic laboratory environment with an imaginary set of data in terms of user ID, a lim-
ited number of faces for testing associated with multiple user IDs and MAC addresses of
virtual machines prepared to pose as IoT devices. For more realistic testing with real-time

environment variables, the need for real-time dataset utilization is necessary.

8.3 Future Work

In this section, we provide a brief insight to the following possible extensions to our work.

1. Artificial Intelligence (AI) is meking its presence felt in almost all spheres of life.
Passwordless authentication using Al is an emerging approach that uses various Al
techniques to authenticate users without requiring traditional passwords or other
forms of authentication. Passwordless authentication can offer a higher level of se-
curity and convenience to users, as it eliminates the need for users to remember
complex passwords or rely on other authentication factors such as tokens or biomet-
rics.

We aim to explore passwordless authentication using Al due to its potential to offer
a more secure and convenient authentication experience for users, while reducing
the risk of password-related security breaches. However, it is important to ensure
that the AI algorithms used for authentication are robust and secure, and that ap-
propriate safeguards are in place to protect user privacy and prevent misuse of the

technology.

2. Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks can pose
a significant threat to authentication systems, as they can overwhelm the system
with traffic and disrupt the authentication process. To detect and prevent DoS and
DDoS attacks on authentication systems, various techniques can be used.

We intend to conduct further research for detecting and preventing DoS and DDoS

attacks on authentication systems. This would be requires a combination of tech-
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niques that includes traffic analysis, rate limiting, IP blocking, load balancing, and
cloud-based protection solutions. It is also important to regularly monitor the sys-
tem for any signs of suspicious activity and update security measures as needed to

stay ahead of evolving threats.

. "Authentication as-you-go" model or "authentication on-the-fly" model, refers to the
process of continuously verifying the identity of a user as they interact with a sys-
tem, instead of relying on a single authentication event at the beginning of a session.
It can also provide a more seamless user experience, as users are not required to
repeatedly enter credentials or re-authenticate during a session.

This approach can provide a higher level of security and a more seamless user experi-
ence by continuously monitoring user behavior and detecting any signs of suspicious
activity. As it is important to ensure that the techniques used for continuous authen-
tication are reliable, accurate, and protect user privacy, we aim to further conduct

research for enhancement of authentication reliablity and accuracy.

. The Internet of Things (IoT) and the concept of the Connected World have brought
about the idea of a Connected Technology (CoT) ecosystem where multiple devices
can connect and communicate with each other. Tamper-proof device authentication
in CoT is critical to ensure secure communication and prevent unauthorized access.
A combination of secure boot, hardware-based authentication, mutual authentica-
tion, certificate-based authentication, and physical security measures can be used to
achieve tamper-proof device authentication in CoT.

We intend to explore details of these and conduct research to ensure that these

techniques are reliable, secure, and protect the devices from being cloned.

. A Physical Unclonable Function (PUF) is a technique used to generate unique and
unpredictable cryptographic keys from a physical devices. PUFs can be used to
prevent a bot from taking over a device in a cloud environment by providing a
unique identifier that can be used for device authentication.PUFs are difficult to
clone or replicate, making them an effective way to prevent unauthorized access to
the cloud.

A DoS or DDoS attack on PUF key generation and decimation can make this means
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as ineffecive and an attacker bot can take over a genuine device of a CoT. We intend

to conduct research to detect and prevent DoS and DDoS attck on PUF in CoT.
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