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Synopsis

Introduction

Computer networking has undergone a paradigm change over the past decade,

with the number of users, applications, and computing devices going through

an explosive growth. The past decade saw the immense rise of the Peer-to-Peer

(P2P) computing systems. In the beginning of the twenty-first century, the P2P

architecture attracted a lot of attention of developers and end-users alike, with the

share of P2P over the Internet in different continents being reported to be in the

range of 45% to 70% [Ipoque 2008]. [Androutsellis-Theotokis & Spinellis 2004]

define P2P computing systems in the following manner: “Peer-to-peer systems are

distributed systems consisting of interconnected nodes able to self-organize into network

topologies with the purpose of sharing resources such as content, CPU cycles, storage

and bandwidth, capable of adapting to failures and accommodating transient populations

of nodes while maintaining acceptable connectivity and performance, without requiring

the intermediation or support of a global centralized server or authority". As an in-

creasing number of users got access to powerful processors, large storage spaces,

and increasing bandwidth, P2P networks presented a great opportunity to share

and mobilize resources. The runaway success of P2P applications is primarily at-

tributed to the ease of resource sharing provided by them – in the form of music,

videos, files (BitTorrent, eMule, Gnutella, etc.), sharing of computing resources
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(SETI @ home project), music streaming (Spotify), IPTV (LiveStation) or Voice-

over-IP based services (Skype1). The 2014 global Internet phenomena report by

Sandvine [Sandvine 2014] points to the overall percentage of P2P traffic to be 27%

in the Asia-Pacific, with BitTorrent being the dominant application of P2P.

P2P file-sharing is notorious for being a source of information leakage, piracy,

spread of malware etc. It also consumes high bandwidth and has known to be-

come a serious concern for Internet Service Providers (ISPs), Governments and

other public and private organizations. P2P traffic also has many characteris-

tics that overlap with malicious traffic. For example: multiple persistent high-

throughput flows (similar to spyware), communication with centralized P2P track-

ers (also seen in botnets), large number of simultaneous peer connection requests,

many of which are unsuccessful due to peer-churn (similar to self-propagating

malware infections and port-scan attacks), communication on uncharacteristic

ports, receiving requests from a peer and forwarding those requests to neighbors

immediately, trying to connect using both TCP and UDP ports, etc. Consequently,

in addition to consuming considerable network resources, P2P traffic also creates

several issues for network security devices such as Intrusion Detection Systems

(IDS), firewalls, etc.

As P2P networks are inherently modeled without any centralized server, they

lack a single point of failure [Buford et al. 2008]. This resilience offered by P2P

networks has also attracted the attention of adversaries in the form of bot-masters

(a.k.a. bot-herders). A ‘bot’ is a computer program which enables the operator

to remotely control the infected system where it is installed. A network of such

compromised end-hosts under the remote command of a master (i.e., the bot-

master) is called a ‘Botnet’. The ability to remotely command such bots coupled

with the sheer size of botnets (numbering to tens of thousands of bots) gives the

1Skype has now moved to a cloud-based architecture [Gillet 2013].
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bot-masters immense power to perform nefarious activities. Recent botnets are

known to utilize the P2P architecture for their command-and-control (C&C) com-

munications. The bots create an ‘overlay network’ amongst themselves and use

P2P channels to exchange commands, pass-on stolen information, etc., which of-

fer high resilience towards network break-down and take-down attempts [Rossow

et al. 2013, Andriesse et al. 2013]. Even if a few bots in the network are identified

or taken down, the botnet does not break-down. Botnets have been employed

for spamming, Bitcoin mining, click-fraud scams, distributed denial of service

(DDoS) attacks, etc. on a massive scale, and generate millions of dollars per year

in revenue for the bot-master [Kanich et al. 2011].

Over the past decade, the P2P paradigm has moved beyond its boundaries of file

sharing, and has seen deployment for several applications such as the SETI @

home project, Spotify, LiveStation, etc. The P2P architecture is here to stay, and

hence there is need for the current security and intrusion detection mechanisms

to be more ‘P2P-aware’. This need arises from the fact that P2P networks behave

differently from the traditional systems in several aspects, such as the lack the

traditional client-server architecture, peer-churn (the joining and leaving of peers),

security issues in a distributed and decentralized environment, etc.

This thesis proposes novel mechanisms for intrusion detection in P2P networks. In

the next section, we will discuss related work on intrusion detection mechanisms

in P2P networks. In the subsequent sections, we will give a brief overview of the

approaches proposed in this thesis and summarize our research contributions.

Related work

Initial work on detection of P2P botnets involved signature-based and port-based

approaches [Schoof & Koning 2007]. Such solutions—which rely on Deep Packet

3



Inspection (DPI) and signatures—can easily be defeated by bots using encryption.

Most prior work has either focused on P2P traffic classification from the perspec-

tive of a more general problem of Internet traffic classification [Sen et al. 2004, Li

et al. 2008, Iliofotou et al. 2009], or has given special attention to detection of bot-

nets (centralized or distributed) in Internet traffic [Gu et al. 2008]. The challenging

context of detection of stealthy P2P botnets in the presence of benign P2P traf-

fic has not received much attention. Furthermore, building a scalable detection

framework did not receive much focus during early research, and has received

very little attention even in recent research (such as in [Zhang et al. 2014, Singh

et al. 2014]).

For the detection of P2P botnet traffic, some of the recent work has used su-

pervised learning approaches [Saad et al. 2011, Rahbarinia et al. 2014, Narang

et al. 2013, Singh et al. 2014], unsupervised learning approaches [Zhang et al. 2011,

Zhang et al. 2014] and other statistical measures [Noh et al. 2009, Yen & Re-

iter 2010].

Most of the past works have employed the classical five-tuple categorization of

network flows. Indeed, one of our preliminary work [Narang et al. 2013] also

utilized five-tuple categorization of flows to study the impact of feature selec-

tion on detection of P2P botnets. Packets were classified as ‘flows’ based on the

five-tuple of source IP, source port, destination IP, destination port, and transport

layer protocol. Flows have bidirectional behavior, and the direction of the flow is

decided based on the direction in which the first packet is seen. This traditional

definition of flows has been greatly employed and has seen huge success in the

problems of Internet traffic classification [Karagiannis et al. 2005] and even in the

early days of P2P traffic classification [Karagiannis et al. 2004]. This definition

relies on port number and transport layer protocol. The latest P2P applications as

well advanced P2P bots are known to randomize their communication port(s) and
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operate over TCP as well as UDP. Such applications will not be well-identified

by these traditional approaches. Since such a behavior is characteristic of only

the latest variants of P2P applications (benign or malicious), it is obvious that

past research did not refer this aspect. In response to this, some recent work has

utilized super-flow and conversation based approaches which are port-oblivious

and protocol-oblivious [Zhang 2013, Hang et al. 2013, Li et al. 2013]. However,

these approaches will fail to detect botnet activity if P2P bots and apps are run-

ning on the same machine (which might be a rare scenario, but cannot be ruled

out nonetheless). This is because conversations try to give a bird’s eye view of the

communications happening in the network, and miss certain finer details in the

process.

P2P networks have been studied from the game theoretic perspective mainly

with regard to incentives for sharing [Anceaume et al. 2005], collaboration [Ye

et al. 2004], managing trust [Kamvar et al. 2003], etc. Modeling of malicious behav-

ior in this context has received much less attention from the research community.

Security in P2P networks per se has not received much attention from a game the-

oretic perspective. However, the topic of network security with game theory has

attracted a lot of attention. [Kodialam & Lakshman 2003] and [Vaněk et al. 2012]

consider optimal resource allocation by a defender in a network against poten-

tially malicious packets by adopting a game theoretic approach of inspecting only

a fraction of all packets. The work of [Kodialam & Lakshman 2003] was limited to

a single source and single target, whereas [Vaněk et al. 2012] considered multiple

targets.

Past research has also dealt with different aspects of ‘P2P intrusion detection’.

[Janakiraman et al. 2003] presented a collaborative, P2P approach for building a

distributed, scalable IDS amongst trusted peers. [Locasto et al. 2005] deployed a

decentralized system for efficiently distributing alerts to collaborating peers by
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creating a distributed ‘watch-list’ from alert streams. [Duma et al. 2006] explore

the challenge of collaborative ‘P2P intrusion detection’ from the perspective of

insider threat.

Proposed approaches

Flow-clustering and conversation-generation for P2P botnet detec-

tion

The first two of four approaches proposed in this thesis deal with the detection of

P2P botnet traffic in the presence of benign P2P traffic at a network perimeter, by

exploiting behavioral differences between P2P bots and benign P2P applications.

Our approaches do not rely on DPI or signature-based mechanisms which are eas-

ily defeated by botnets/applications using encryption. They do not assume the

availability of any ‘seed’ information of bots through blacklist of IPs. They aim

to detect the stealthy behavior of P2P botnets on the basis of their ‘P2P’ behavior

and C&C communications with other bots, while they lie dormant in their rally

or waiting stages (to evade detection by IDS which look for anomalous communi-

cation patterns) or while they perform malicious activities (spamming, password

stealing, etc.) in a manner which is not observable to the network administrator.

The first approach presents a ‘best of the both worlds’ approach utilizing flow-

based approaches as well as conversation-based approaches in a two-tier architec-

ture. It begins with the de facto standard of five-tuple flow-based approach and

clusters flows into different categories based on their behavior. Within each clus-

ter, we create 2-tuple ‘conversations’ from flows. Conversations are oblivious to

the underlying flow definition (i.e., they are port- and protocol-oblivious) and es-

sentially capture the idea of who is talking to whom. For all conversations, statistical
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features are extracted which quantify the inherent ‘P2P’ behavior of different ap-

plications. Further, these features are used to build supervised machine learning

models which can accurately differentiate between benign P2P applications and

P2P botnets.

Our system was extensively evaluated with real-world traces of P2P applications

and botnets. Our approach can effectively detect activity of stealthy P2P botnets

even in the presence of benign P2P applications in the network traffic. It could

also detect unknown P2P botnets (i.e., those not used during the training phase)

with high accuracy.

Noise-resistant mechanisms for P2P botnet detection

The context of P2P botnet detection is adversarial in nature. Statistical or behav-

ioral models for detection are created using ‘botnet’ data which has been gener-

ated by an adversary. Hence, the adversary is in a position to evade the detection

mechanisms if he can change the behavior of his bots. Thus, this necessitates the

evaluation of the performance of these detection models in the presence of delib-

erate injection of noise by an adversary. That is, if the bot-master slightly alters

the behavior and communication patterns of the bots, are these detection models

robust and resistant towards such a change? To the best of our knowledge, this

question has not received sufficient attention. We attempt to address this context

in this work.

Our approach utilizes conversation-based mechanisms and attempts to enhance

them with techniques of Discrete Fourier Transforms (DFTs) and information en-

tropy by leveraging the timing and data patterns in P2P botnet traffic. We ex-

tract two-tuple conversations from network traffic and treat each conversation

as a time-series sequence (or a ‘signal’). We leverage on the fact that commu-
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nication of bots amongst each other follows a certain regularity or periodicity

with respect to timing and exchange of data. Bots tend to repeatedly exchange

same kind of commands—which are often in the same format and of the same

size. The repeated C&C communication also follows certain timing patterns—

with bots generally contacting their fellow peers at predefined intervals [Tegeler

et al. 2012]. In order to uncover the hidden patterns between the communica-

tions of bots, we convert the time-domain network communication to the frequency-

domain. From each conversation, we extract features based on Fourier transform

and information entropy. We use real-world network traces of benign P2P applica-

tions and P2P botnets to compare the performance of our features with traditional

flow-based features employed by past research (such as [Livadas et al. 2006, Saad

et al. 2011, Kheir & Wolley 2013, Zhang et al. 2014]).

We build detection models with multiple supervised machine learning algorithms.

We inject noise in our test data to demonstrate that our detection approach is

more resilient towards variation in data or introduction of noise in the data by an

adversary. With our approach, we could detect P2P botnet traffic in the presence

of injected noise with True Positive rate as high as 90%.

Game theoretic strategies for IDS deployment in P2P networks

Although the decentralized and distributed nature of P2P network offers resilience

towards network-breakdowns, the super-peer architecture is more sensitive in this

regard since an adversary can disrupt (albeit not breakdown) the entire P2P net-

work by attacking the super-peer nodes. For example, a DoS/DDoS attack tar-

geted on relay nodes in Tor can lead to an increased latency and higher number

of time-outs in the network. In our approach, we consider the problem of secur-

ing a super-peer based P2P network from an adversary who may become part of

the P2P network by joining from any part of the network. A malicious peer can
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disrupt the P2P network by attacking a super-peer through various attacks at the

overlay layer, such as route table poisoning, index poisoning, or other traditional

attacks (malicious payloads, etc.). Running an IDS at each peer may not be feasi-

ble since self-interested peers may not want to dedicate resources for that. Peers

may try to secure the network by running IDS at certain strategic locations in the

network. But, a deterministic schedule of running and positioning the IDS can

be observed and thwarted by an adversary. In our work, we explore the problem

of strategically positioning IDS in a P2P network with a zero-sum game theoretic

approach. Our approach distributes the responsibility of running the IDS between

the peers in a randomized fashion and minimizes the probability of a successful

attack.

While past research has proposed techniques for sharing information between

trusted peers [Janakiraman et al. 2003], distributing alerts among collaborating

peers [Locasto et al. 2005] and managing trust to address insider threats [Duma

et al. 2006], we address the issue of strategic deployment of IDS within a P2P

network. Past research on different aspects of ‘P2P intrusion detection’ stands

to gain from such strategic deployment of IDS since a deterministic schedule of

running or positioning the IDS might be observed and thwarted by an adversary.

A Hadoop-based framework for detection of P2P botnets

Although many approaches have been proposed which evaluated the detection

of P2P botnets in Internet traffic [François et al. 2011] or proposed mechanisms

for the detection of P2P botnets in the presence of benign P2P traffic [Rahbarinia

et al. 2014], building a scalable detection framework has received very little atten-

tion in past research (such as in [Zhang et al. 2014]).

We present a scalable, Hadoop-based framework for the detection of P2P botnets
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which extracts statistical features per host for all P2P hosts involved in network

communication. Although some past research have utilized host-level features

[Zeng et al. 2010, Yen & Reiter 2010], these approaches did not consider the prob-

lem from the perspective of a scalable framework. Our approach relies on the

header information in the network and transport layer, and extracts statistical

features which quantify the ‘P2P’ behavior of the P2P applications running on a

host. Statistical features are extracted per host for all P2P hosts involved in net-

work communication, and are then used to train supervised machine learning

models which can differentiate P2P botnets from P2P applications. We propose a

distributed data collection architecture wherein data collectors are distributed at

multiple locations inside an enterprise network and sit close to the peers, say at

an Access switch or a Wi-Fi access point. This allows inside-to-inside communica-

tion view, which can be vital for detecting smart P2P bots inside a network which

communicate to each other over LAN.

Future scope of work

The following areas can benefit from further research:

1. A thorough evaluation of the effect of injection of noise in the detection

of P2P botnet traffic is required. Statistical and behavioral models need to

explore and utilize heuristics or features which are resistant towards changes

in communication patterns of bots.

2. Game theoretic approaches – which consider rational, utility-maximizing

peers – can benefit from more detailed modeling of the players (namely

the attacker and the defender) and the payoffs. Considering other forms of

games such as non-zero-sum games will bring up new challenges in terms

of identifying the equilibrium solution. Future work also needs to consider
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solution concepts beyond the Nash equilibrium.

3. Distributed and scalable frameworks for malicious (botnet) P2P traffic need

to be further improved to incorporate information from network communi-

cation (in the form of flows/conversations) as well as host-level information.

Integrating these approaches with a distributed data collection approach can

strengthen the detection of malicious activities.
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[Vaněk et al. 2012] Ondřej Vaněk, Zhengyu Yin, Manish Jain, Branislav Bošanskỳ,
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