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1 DOCUMENT VERSION CONTROL

1.1.1 DOCUMENT HISTORY

Version Date Change log Author

Vv0.01 09/May/2007 Initial version Jayamsakthi




2 DETAILED PHASE DESCRIPTION

2.1 PREPARATION PHASE
This paragraph describes all steps in detail needed in the preparation phase.

Project(s) should support J2EE 1.3 Specification.
Project should be of Web based one.

2.1.1 STEP 1. DELIVERABLES OF NEW SOFTWARE RELEASE
This paragraph describes the actions to ensure delivery of Software.

Xss_Tracking.jar
dbAccess.properties

Folder named “xml”.

db script “security_check.sqgl”.
Hacked.jsp

arwbhpE

2.2 IMPLEMENTATION PHASES

Steps to be followed for Implementing new Software which tracks hackers actions.

1) Runthe security_check.sql (table script ) on the your database which is
connected by your application and grant sufficient privileges to that table.

2) Change the DB URL, UserName, Passwords of corresponding database in
dbAccess.properties file.

3) Change the UserlID variable used to login in your application in
dbAccess.properties file
Ex. USERID = userName.



4)

5)

6)

7)

8)

9)

Add Supplied dbAccess.properties to WEB-INF folder of existing application.

Modify IED.properties files for Lower Limit of Attempts, Max No. of
Attempts, Time in Mins to block User for particular period.

Add Supplied Xss_Tracking.jar to your application’s CLASSPATH.

Add Supplied folder “xml” to WEB-INF folder of existing application.
NOTE : xml folder contains three files called

e  WhiteList.xml

e BlackList.xml

e Malicious.xml

Add Supplied Hacked.jsp to Web Content folder of your existing application.

Add the following lines in your application’s web.xml just before <servlet> ..
</serviet>

<filter>
<filter-name>XSSPhaseOneFilter</filter-name>
<filter-class>com.nonhacker.XSSPhaseOneFilter</filter-class>
<[filter>
<filter-mapping>
<filter-name>XSSPhaseOneFilter</filter-name>
<url-pattern>*.do</url-pattern>
</filter-mapping>

10) Now Restart the Server.

11) Server should start without any errors.

Implemenation has completed here.

2.3 POST IMPLEMENTATION PHASES

1) Access your application through web-browser.
2) Your application should run sucessfully.



1) This is the Place “WEB-INF” Folder(for any application) where Propery files and xml
folder would be kept.
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2) dbAccess.properties file under WEB-INF folder and all the properties of Database
would be there and sample is shown as below.
Application login userid should be given in this property file.
C:'XS8S-Workspace' testing'Web Content' WEB-INF'dbAccess.properties] =]
arch Wiew Tools Macros Configure  Window  Help == =l
GRE ‘2R 2 | EE 2TV HR @H ew o R
proplriver=oracle. jdbe Oraclelriver j
propURL=jdbc:oracle: thin: @{description={address={host=ace=54 nl . eu abnanro.comn){protocol=tcp){port=1521)) -

proplU=er=1ab
propPa=ssword =lab
U=zerIDParamn=USERID
spChars = *"S@1() 1~ |""'

{connect_data={service_name=lab.de . emnsa.gts.wos. abnanro. con) )}



3) IED.properties file contains Time Interval which you want to block a User in case of
Malicious attempts and Max No of Attempts and Lower limit of Attempts so that user can
be put under Warning. The Description of parameters is as follows

BLOCKING_TIME_INTERVEL - No. of Mins for a User will be blocked.

ATTEMPTS_THRESHOLD — Max No. of Attempts a User can be made , If User
exceeds this limit, User status will changed to Blocked
and He can’t Access the Application anymore.

ATTEMPTS_LOWER_LIMIT — Min No. of Attempts a User can be made, If User
exceeds this no. of Attempts User status will be
changed to Warning

C:\XSS-Workspace'testing’,Web Content, WEB-INFIED.properties |

arch  Wiew Tools Macros  Configure Window  Help

SRE|/ R O |EE 2T (Y HR|RCH] 0o K2

ELOCKING TIME INTERVEL=10
ATTEMPTS_THRESHOLD = &
ATTEMPTS_LOWER_LIMIT =2

4) Sample web.xml ( which will be under WEB-INF) folder contains Filter Servlet Details.

C:'X585-Workspace'testing'Web Content  WEB-INF . web.xml]

arch  Wiew Tools Macros Configure ‘Window Help

SRB|IBR[OC|EE[27 @Y HR | @LH| o ) K]
li72ml wersion="1.0" encoding="UTF-8"7:
< |DOCTYPE web—app PUBLIC "—~»Sun Microsystems. Inc.~~DTD Web Application 2.3//EN" "http:-“java.sun.com-d
<web—app id="Webipp":
<dizplay-namne>testing<-display-nans>

<filter:
¢filter-name:X55PhaseOneFilter< filter—-nane:
<filter—classrcomn. nonhackesr . ES5PhaseCneFilter<-filter—class:

¢rfilter:
¢filter-mnapping:

¢filter-name>X55PhaseOneFilter< filter-nane:

{url-pattern:* do¢surl-pattern:
</filter—-mappings>

¢zervlet:



5) Xml files which are put under WEB-INF/xml Folder which contains Tags of White ,
Black, Malicious Information.

File Edit “iew Favorites Tools Help

eBack A d 7 l_ﬂ? /.USearch /(- Folders |v

Address | YUVEB-TF el

MNarne Size | Type | Date Modified
File and Folder Tasks % o pjack st 2KB ML Document 5/2/2007 9:50 AM
J Make 2 new falder Mal.lcm.us.xml KB XML Document 57272007 952 AM
WhlteLlst.me SKB ¥ML Document 5722007 11:20 &M

¥ Publish this faldsr to
the Wweb

2 Share this folder

Other Places £

I \WEB-INF
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6) Xml File of Black Listed Tags



Is

warch Miew Tools Macros Configure Window  Help

SRE| L =R|oz T DY 4R B R] e » [N

¢<BlackList

<Attack:
¢TagOrEvent >applet ¢ TaglrEvent »
¢ClassHane:Handlehbbr< ClaszsHane»
<Category HtmlTaghttack: - Categorv:

<shttack:

<Attack:
<TagOrEvent »body< - TaglrEvent »
¢ClaszsHane:HandleEmnbed < ClassHane>
(Category:HtmlTaghttack: Categorv:
<rhttack:

<Attack:
<TagOrEvent embed< - TaglrEvent »
¢Cla=sHamne:HandleEnbed < ClassHane>
(Category:HtmlTaghttack: Categorv:

<rhttack:

<A LS %:Dg;Event s framed  Tagt = Thank you for taking the time to evaluate TextPad

<Cl asgName vHandl=Emnbed< gc E“* Click Help to find out how to register, and stop this
¢Category:HtmlTaghttack message from appearing.

(shttack: Help |

CAttacks ‘o are weleome to by this program before you buy it

The software iz fully functional, but you will be

<TagOrEvent »script<-Tag intermittently reminded that it iz nat free.

<ClassHane »HandleEnbed< -
<Category:HtmlTaghttack
¢shttack:

<Attack:

6) Xml File of Malicious Tags



SS-Workspace'testing' Web Content',WEB-INF'xml‘Malicious.xm
arch  “iew Tools Macros Configure  Window Help

=)

SRE|sEB|D 2| T QY HR R oo » [N

<Malicious:

<httack:
<TagOrEvent »Applet < TagOrEvent »
<Cla=sHame>Handledpplet < ClassHame >
<Category:HtmlTaghttack< Category:

¢rhttacks

¢httack:
<TagOrEvent »Embed ¢ ~TagOrEwvent »
¢ClassHamne>HandleEnbed < ClassHans:
{Category:HtmnlTaghttack< Category:
(ohttacks

¢httack:
<TagOrEvent »OBJECT ¢~ TagOrEwvent »
¢ClassHamne>HandleEnbed < ClassHans:
{Category:HtmnlTaghttack< Category:
¢ohttacks

¢httack:
{TagOrEvent »body < TagOrEvent »
¢ClassHame HandleEnbed« ~ClassHane»
(Category:HtnlTaghttacks: - Category:
¢ohttacks

¢httack:
< TagOrEvent »src<-TaglrEvent »
¢<ClassHame »HandleEnbed« ~ClassHane=»
(Category:HtnlTaghttacks - Category:
<rhttacks

<hAttack:
{TagQOrEvent »f rame< - TaglrEvent »

7) Xml File of White Listed Tags



YWEB-INF

YWhiteList.xm

X5S5-Workspace' testing'Web Content

wrch Wiew  Tools

Macros  Configure  Window  Help

VXM

SRE|2R|o2|=

1T|@'"&%¢@|@Q$Eﬁ| L) >|k?‘

<Whitelist:

<Attaclk:
< TagOrEvent rabbr<-TagOrEvent »
¢<Zlas==Name:Handleibbr< ClassNane:>
cCategoryrHtmlTaght tack< Category:

<~ Attack:

<Attack:
<TagOrEvent rAcronymn< - TagOrEvent »
<ClassNanerHandleEnbed < ~ClassHane »
<Category:HtmlTagittack< Category:
<shttack:

chttaclk:
<TagOrEvent raddress<-TaglrEvent »
¢<Clas==Name>HandleEnbed < ClassHane»
cCategoryrHtmlTaght tack< Category:
<~ Attack:

<Attack:
<TagDrEvent *big< TagOrEvent >
<ClassNanerHandleEnbed < ~ClassHane »
<Category:HtmlTagittack< Category:
<shttacks

chttack:
¢Clas=Nane:HandleEnbed < ClassHane»

<CategoryrHtmlTaght tack< Category:
<~Attack:

cAttaclk:
<TagOrEvent rcaption( - TagOrEvent

<rhttack:r

& Web Content
File Edit “iew Favorites Tools Help

<TagOrEvent rblockquote< - TaglrEvent »

<ClassHams:HandleEnbed < ClassHans >
(Category HtnlTaghttack< Category:

eaack - d - lﬁ

/'.-.) Search || Folders |v

Address | \web Content

Marne - Size | Type | Date Modified
File and Folder Tasks % " mETA-INF File Folder 4/26/2007 6:01 FM
. Sthema File Folder 4/23/2007 6:01 PM
7 Make a new folder
=4 i [CWER-THF File Folder 5/13/2007 7:17 A
@ E?bl\/‘;hg“s falder to [#]Hacked. jsp 1KB Java Server Pages s... S5/7/2007 7:28 PM
e e [ indes. jsp 1KB Java Server Pages s... 5/10/2007 7:29 PM

&2 share this folder

Other Places S
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8) Database Tables.

SECURITY_CHECK Table



ISERID YWARCHARZ (30)
FADDRESS WARCHARZ (20)
USER_STATUS WARCHARZ (1)
USER_STATUS_TIMESTAME DATE
REC_ACTIVE WARCHARZ (1)
MR_COF_ATTEMPTS MURMEER:
TIMESTARMP DATE




